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Extraction of System—-Wide Sybil-Resistant Trust Value embedded in
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ABSTRACT

Anonymity is the one of main reasons for substantial improvement of Internet. It encourages various users to express their opinion

freely and helps Internet based distributed systems vitalize. But, anonymity can cause unexpected threats because personal information of
an online user is hidden. Especially, distributed systems are threatened by Syhil attack, where one malicious user creates and manages
multiple fake online identities. To prevent Syhil attack, the traditional solutions include increasing the complexity of identity generation and
mapping online identities to real-world identities. But, even though the high complexity of identity generation increases the generation cost
of Sybil identities, eventually they are generated and there is no further way to suppress their activity. Also, the mapping between online
identities and real identities may cause high possibility of losing anonymity. Recently, some methods using online social network to
prevent Sybil attack are researched. In this paper, a new method is proposed for extracting a user's system-wide Sybil-resistant trust
value by using the properties embedded in online social network graphs. The proposed method can be categorized into 3 types based on
sampling and decision strategies. By using graphs sampled from Facebook, the performance of the 3 types of the proposed method is
evaluated. Moreover, the impact of Syhil attack on nodes with different characteristics is evaluated in order to understand the behavior of

Syhil attack.
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