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A Study on the SmartPhone GPS based Graphical Password Approach

Tae Eun Kim" - Hyeon Hong Kim" - Moon Seog Jun™

ABSTRACT

Recently smartphones, tablet, etc. Various types of smart terminal is due to the increased security in mobile devices are becoming an
issue. How to enter the password in this environment is a very important issue. Difficult to have a secure password input device on
various types of mobile devices. In addition you enter on the touch screen the password of character, uncomfortable and it is vulnerable to
SSA attack. Therefore, in this paper provide for defense the SSA(Shoulder Surfing Attacks) and useful password input mechanism is
proposed with Smartphone GPS uses a value generated via a graphical password techniques.
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2.1 Recall-Based Graphic Password

a9 sk Aok e B4 F sk AR
7} lEshy] 4 wolojof 3t} Recall-Based 127 %
Hrfee Hads A Al P P5S o2 Adst
WHolEr AREA g o] gttt o] A2 AS Aul

rLr

E
—_— ~
b, 9% 24 A A xlw ER)

geete] AL ARG 5 Aol
]

1) DAS(Drow-a-Secret)

DAS(Drow-a-Secret)[5l= AFEA7E #pAle] sjAaf=E
A8 T Hedl 2P =E sk 7IHelth o] 7]HelA ARE
7] e E 98 w7 fEiA FHE N « N =279
I ER Yol AMRATE Tl HAYEE 7 agE &

zol dshs slMolth o e dealslele AW
SSA9 glojA HekAdS ®melT)
mm o

VD00 1001 BAOVOEI 0 1000 531 18100 1L
1571 0 O B0 0610110 108 D901 1010
1101 110 BT 1100 10 B0 V1B

{m) User inputs desired secret

-
1 Entarieg tat v o Fam

b} Engerfoce to clat alanse () Re-emry of (inoogmect ) seconet ) Autborization Failed
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Fig. 2. I-Horng Jeng's Graphical Password



3) Grid-Selection
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2.2 Recognition-Based Graphic Password
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