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In this letter, a new online anomaly detection approach for 
software systems is proposed. The novelty of the proposed 
approach is to apply a new semantic kernel function for a 
support vector machine (SVM) classifier to detect fault-
suspicious execution paths at runtime in a reasonable amount 
of time. The kernel uses a new sequence matching algorithm to 
measure similarities among program execution paths in a 
customized feature space whose dimensions represent the 
largest common subpaths among the execution paths. To 
increase the precision of the SVM classifier, each common 
subpath is given weights according to its ability to discern 
executions as correct or anomalous. Experiment results show 
that compared with the known kernels, the proposed SVM 
kernel will improve the time overhead of online anomaly 
detection by up to 170%, while improving the precision of 
anomaly alerts by up to 140% . 

Keywords: Software debugging, online anomaly detection, 
semantic kernel. 

I. Introduction 
Online anomaly detection techniques are of great importance 

to prompt an alert about anomalous behaviors before program 
failure [1], [2]. To assure a pre-mortem fault alert, the anomaly 
detection mechanism should monitor the program behavior at 
bug suspicious points. Precision and time efficiency are two 
major prerequisites for an online anomaly detection 
mechanism [3]. A support vector machine (SVM) classifier 
could be best applied to detect anomalous behaviors at each 
program predicate in a relatively small amount of time. The 
SVM classifier for each predicate classifies all the execution 
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paths ending to the predicate as either failing or passing. 
Representing each execution path as a state vector in the 
program execution space, where each dimension represents a 
predicate, the termination state of the execution could be 
predicted as the inner product of the state vector and the 
support vectors provided by the SVM [4].  

To increase the precision of online anomaly detection, the 
SVM classifier applies a feature expansion method [5] to 
transform the program execution space into a new feature 
space in which all the state vectors tend to be separable. Feature 
expansion is achieved by increasing the dimensionality of the 
program execution space. The key to minimizing the time 
overhead imposed by the SVM classifier is to select the 
dimensions of the new feature space in such a way that the 
dimensions are perpendicular to each other. 

To address the preciseness and time efficiency issues, this 
letter suggests mapping the program execution space into a 
feature space in which the dimensions represent common non-
overlapping subpaths among different program execution paths. 
Each dimension is assigned a weight according to its capability 
of discriminating anomalous from correct executions. In this 
feature space, the similarity between two execution paths is 
measured as the number and weight of common subpaths. To 
this end, we have supplied the SVM kernel with a new 
sequence matching algorithm. The algorithm finds the longest 
common subpaths between any two execution paths in O(n2), 
where n indicates the length of the longer path. 

II. Online Anomaly Detection Approach 
There are two major difficulties with current SVM kernels 

that oppose their preciseness and time efficiency for online 
anomaly detection. Firstly, to have a precise similarity measure 
between execution paths, the sequence of executed predicates  
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Fig. 1. Flow diagram of proposed online anomaly detection approach. 
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If (a<b){ put f(“p1”); 
/*instrumented code */ 

i:=i+1; }... 
Case 1: a,b,0,1,…, fail 
Case 2: d,f,5,1,…, pass . . . 
Case N: i,j,1,1,…, pass 

 
should be considered when building new dimensions for the 
feature space. This is due to the fact that the execution order of 
predicates is one of the main parameters in discriminating 
failing from passing executions. Secondly, to compute the 
similarity regarding time efficiency, the dimensions of the 
feature space should be linearly independent. To resolve the 
first difficulty, a new sequence matching algorithm is proposed 
to find common subpaths in failing and passing executions. 
The resultant subpaths could be best applied as new 
dimensions for building the feature space. To support linear 
independency, the non-overlapping common subpaths could be 
selected. The longest common subpaths selected among non-
overlapping subpaths are necessary and sufficient features to 
measure the similarity between any two execution paths, 
represented as a sequence of predicates. 

Assume P={p1, p2, …, pN} is a set of predicates belonging to 
program R and 1 2{ , ,..., },1 ,i i i imE e e e i N= ≤ ≤  indicates the 
set of all execution paths ending to predicate pi∈P in m 
different executions of R.  

Definition 1. Execution path. An execution path 
pass fail( ),ij i i ie E E E∈ = ∪ 1 ,j m≤ ≤ is a sequence of the 

predicates executed up to the predicate pi∈P at the j-th 
execution of the program R.  

The main idea of our approach is to monitor the execution of a 
program R to detect whether an execution path eij leads to failure.  

Definition 2. Faulty path. An execution path eij is classified 
as a faulty path if the order and values of the predicates in eij are 
more similar to unsuccessful paths of the program than 
successful ones: 

pass

fail

( , ) Passing-threhold,

( , ) Failing-threhold,
i i

i i

Sim e E

Sim e E

<

<
      (1) 

where Sim is a function to measure the similarity between 
execution paths. Actually, the Sim function is the customized 
kernel function for the SVM classifier. 

As shown in Fig. 1, our proposed approach includes two 
main phases of model construction and model deployment.  

Suppose there is a set P={p1, p2,…, pN} of N predicates in a 

program R. For each pi, [1,..., ],i N∈ there is a set of state 
vectors Vi={vi1, vi2,…, vim} in which each state vector vij in Vi 
corresponds to an execution path eij in the program execution 
space. Applying the SVM classifier, failing and passing state 
vectors in Vi can be classified by a hyper-plane Hi in the feature 
space. The problem of finding the most suitable Hi can be 
expressed as the following optimization problem [5]: 

1 1 1
maximize 0.5 ( , ) ,

on the region : 0

ij ik

m m m

ij ij ik ij ik e e
j j k

K v v C Cα α α

α
= = =

⎛ ⎞
⎜ ⎟−
⎜ ⎟
⎝ ⎠

>

∑ ∑∑  (2) 

where αij and αik indicate the Lagrange multipliers related to 
the j-th and k-th state vectors of the predicate pi, respectively, 
and 

ijeC and 
ikeC indicate class labels of these two state 

vectors, respectively. K is our customized kernel function to 
measure the similarity between each pair of state vectors. 
Before the measurement could be performed, the program 
execution space should be mapped into a feature space in 
which the space dimensions are linearly independent. In such a 
feature space, the similarity could be simply measured in terms 
of the inner product of the mapped vectors. The mapping 
function is defined as 

: ( ) (all non-overlapping subpaths between

any pair of execution paths). (3)
ij ije eφ φ→ =

 

The customized kernel K is defined using the similarity 
measure algorithm presented in Fig. 2. The algorithm measures 
the similarity between two given sequences s and t in terms of 
the weight and the number of common non-overlapping 
subsequences in s and t. The time complexity of step 1 of the 
algorithm is O(|s| |t|). The time complexity of the steps 2 and 3 
are O(|s| |t|) and O((|s|+|t|)2), respectively. Therefore, assuming 
|s|<|t|, the overall time complexity is max(O(|s| |t|), O(|t|2)). 

The similarity between two execution paths, represented by 
the sequences s and t, could be measured in terms of 
discriminative capability of their common non-overlapping 
subpaths. To measure the discriminative capability of a subpath,  
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Fig. 2. Algorithm of measuring similarity between execution paths.
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,
1 if [ ] [ ],

[ , ]
0 otherwise.s t

s i t j
M i j

==⎧
= ⎨

⎩
 

2) Compute diagonal-set=all continuous 1’s in all diagonals 
of match matrix. 

// save each sub-diagonal of continuous 1’s in diagonal-set:
diagonal-set= diagonal-set∪{(first, len)}.          
3) Find non-overlapping sub-diagonals of continuous 1’s in 

diagonal-set. Repeat steps 3.1 to 3.3 until there are no un-
marked sub-diagonals. 

3.1) Select the longest sub-diagonal in diagonal-set. If some 
of sub-diagonals, ((i, j), len), have the same len, then select the 
one which has the smallest (i−j). 

3.2) Mark the selected sub-diagonal. 
3.3) Modify the other sub-diagonals to discard overlaps with 

the selected sub-diagonal. 
4) Compute the similarity between s and t. For elements 

((i, j), len) in diagonal-set:  
k(s, t)+=(len*info_gain(subpath related to ((i, j), len), X)).

5) Normalize k(s, t). 

 
its information gain is measured. The information gain of a 
subpath is measured in terms of reduction in entropy caused by 
partitioning the execution paths into two sets of those including 
and those not including the subpath. The entropy of an execution 
set X is computed as  

pass pass fail fail

2 2
| | | | | | | |( ) log log ,

| | | | | | | |
X X X XEnt X

X X X X
⎛ ⎞

= − +⎜ ⎟⎜ ⎟
⎝ ⎠

 (4) 

where |Xpass| and |Xfail| indicate the number of passing and 
failing executions, respectively. The information gain of each 
common subpath is computed as 

subset subpath subpath

subset
subset{ , }

_ (subpath)
| |

( ) ( ),
| |X X X

info gain
X

Ent X Ent X
X∈

= − ∑ (5)
 

where Xsubpath indicates a subset of X that contains a subpath and 

subpathX indicates a subset of X that does not contain a subpath. 
The kernel function is defined as 

k(s, t) =φ (s)WWTφ (t)T,               (6) 
where W is a diagonal matrix in which each diagonal element 
represents the information gain of the corresponding subpath. 
In step 4 of the algorithm in Fig. 2, we define the kernel 
function without direct mapping.  

A distinct SVM mode Mi is deployed at each instrumented 
point pi in the program and estimates the failing or passing state 

of an unknown execution path eij, ending at pi in the j-th test 
execution of the program, according to the sign of f(eij): 

1
( ) ( , ) ,

isN

ij i i i ijf e sign C k x e bρ ρ ρ
ρ

α
=

⎛ ⎞
⎜ ⎟= −
⎜ ⎟
⎝ ⎠
∑         (7) 

where Nis indicates the number of support vectors for the i-th 
predicate in the program and iρα  indicates the Lagrange 
multiplier for ρ-th support vector. The Lagrange multiplier 

iρα associated with the t raining point ix ρ expresses the 
strength of ix ρ  in the final decision function. A remarkable 
property of this representation is that only a subset of the 
training points, that is, support vectors, are associated with a 
non-zero iρα [5]. Time complexity of the model at each 
predicate pi is O(Nis*length(eij)*max(length(xiρ))). 

III. Empirical Results 

To evaluate the effectiveness of the proposed online anomaly 
detection approach, a research prototype has been developed 
on two well-known test suites, Siemens [7] and SPEC2000 [8]. 
Our empirical studies have been targeted to meet the following 
objectives: i) to examine the quality of anomaly reports, ii) to 
examine the impact of the code coverage of the training data on 
the precision of the resultant SVM model, iii) to compare the 
performance of the proposed semantic kernel with the well-
known existing kernels, and iv) to investigate the time 
overhead of the SVM model. 

To measure the quality of the anomaly reports generated by 
our semantic kernel, an important criterion is the distance 
between the exact location of a bug from the point where an 
anomaly has been detected. In Fig. 3, the horizontal axis shows 
the percentage of manual code examination required to localize 
the origin of the anomaly. Our approach highly outperforms 
Argus [9] in finding anomaly origins with a manual code 
inspection of less than 10%. Our proposed classifier localizes 
about 60% of the bugs in Siemens by examining about 5% of 
the entire program, while Argus detects only 38% of the bugs. 

The efficiency of an online anomaly detection model to  
 

 

Fig. 3. Anomaly report quality of semantic kernel SVM. 
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Fig. 4. Precision of SVM model based on TER metric. 
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Fig. 5. Precision of semantic kernel compared with other kernels.
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Fig. 6. Time overhead of semantic kernel SVM. 
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distinguish passing from failing execution paths depends on the 
test suite used for training the model. Figure 4 shows the 
impact of the code coverage of the training data set on the 
precision of the resultant model. The path coverage capability 
of the test cases selected for training the SVM models was 
measured using the Testwell CTC++ tool [10]. CTC++ applies 
a code coverage metric called linear code sequence and jump 
(LCSAJ) to measure the coverage of acyclic paths provided by 
a test suite. To measure the LCSAJ coverage capability of an 
applied test set T, a test effectiveness ratio (TER) metric is used: 

TER= #LCSAJs exercised/ #feasible LCSAJs.     (8) 

As shown in Fig. 4, there is a direct relation between the 
TER and the precision of the trained SVM model in terms of 
the number of detected bugs. 

To have an appropriate basis for estimating the efficiency of 
our model in relatively large size programs, we compared it 

with 2 other sequence-based kernels [11] on 3 programs of the 
SPEC2000 test suite. Since our kernel uses only the longest 
common non-overlapping subpaths rather than all the subpaths, 
it is more precise than the existing known kernels (Fig. 5).  

In Fig. 6, the runtime overhead of the SVM model is 
compared with C-DIDUCE [8] and Argus [9] and two other 
sequence-based SVM kernels. As shown in Fig. 6, the SVM 
model outperforms the Argus and C-DIDUCE models on 
average. The SVM model suffers from an average of 150% 
execution time overhead on SPEC2000 programs.  

IV. Conclusion 

Precision and performance of SVM for online anomaly 
detection can be improved by customizing its kernel function. 
To improve precision, the program execution paths should be 
mapped into a feature space in which each dimension provides 
a measure for discriminating execution paths from other failing 
or passing executions. To speed up the kernel, the dimensions 
should be independent. To achieve this, the longest non-
overlapping common subpaths among execution paths could 
be considered as the feature space dimensions. Our 
experiments show that in comparison with the most recent 
approaches, the proposed model could detect relatively more 
bugs with less manual effort required to localize the bugs. 
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