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ABSTRACT

Recent botnets are widely using the DNS services at the connection of C&C server in order to evade botnet’s detection. It is necessary

to study on DNS analysis in order to counteract anomaly—based technique using the DNS. This paper studies collection of DNS traffic for

experimental data and supervised learning for DNS traffic-based malicious domain classification such as query of domain name

corresponding to C&C server from zombies. Especially, this paper would aim to determine significant features of DNS-based classification
system for malicious domain extraction by the Principal Component Analysis(PCA).
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Fig. 1. Botnet Architecture and Attack Type

o3}7] W&ol C&CEAI7L &olataL, o]zg C&CAHW 7}
A 9 A geHY talel Eulgel fuHons B
Aol A= Ackg £4¢ 7 ATk [RC ZRE23)

=2ESE 45T AL A L A0l golan

= ho4

ME oX
2
d|
i)
>
mln
ro
r&%'
£
O
N o
iy
et
o
Z
N
4 ©
)
)
Mool N ro i of

oo o> &
M o
2o
o A of

g
_\,L
£
il
Ho
o
2 3
aol
10,
[Kl
fr
il
i
tlo
2
oo
o
ol
+

C&CAH o] 7Hedt B 2 wAow
S0l olHL=sE stear gt

ZRRE Y 7o WS Bk oy
HEA BA 395 flste] DNS AH| =5
- BJle FH) PCeF C&CAH 7L W& /Ao v
7] 9s) MEY AR dAH] Sle T2
M 71ES CCAH IPFAE AR oMda= B Zzag)e|
Wxsol Hosts WHe 44 g4 9 Aol sbsaith
olglg t&S sty 93l =M FAE F3 C&CAH

e XL

rl

e

P
= FlO o

4
opx idi
2 E:

KIPS Tran Comp Comm Sys



5 dEMEEEl=2A/dFE 2 S AILE M1E M1=(2012. 10)

2 HE WY o g DNS AHj2E Z“l;}"’ IP‘Zrig e A8 7)Eol = “who is doing what” T2EQ] 43 3)9]
o2 WMAA7]= DDNS(Dynamic DNS) &2 Fast-Flux 7] =3} “who is talking to whom” VIEHZ §AF #€ =
& A8goEn 94 2 &S u% 01%‘71] akaL 9k wg 7uke g 33K (Clustering) 3t} A5 UES = 9
£ =oAME st Fskd Bl VEE F R B ZddAe] Bl f¥o7 AN dHolHF F7te &
yigl Aul=E AbgstE 22U Zlsd digd gxE 9§ Ae FAoE YESI 22 7|9 4 wyoRu A
DNS Az % 2 £ (Passive Analysis)& &3 A% &3 AAE A3 ek
ol &ulQl He] By} FHPCEO]l C&CAH H &3}
At =vlel F4 Heo EZre EA(Characterization) 22 DNSE 0|88t C&C MH| HZ 7|&
% $X9 & (Feature) =55 524 0% gl DNS Egfd 9] By 7|45 g4 2 LS odA 7] Y& thers
o] 7kA Axe A4 Ae wAgY AYte 54S Hon Fx W maed Zdda FsHu i, H
e e ARE AAS) 93 Wye Agke o= C&CAMH S FH) PC7Fe] DNSAHH|AS Apgdlo] Byl
Aetats e FAE 24 PCA 4SS 53] 24 DNS S yAstm, B/ HAXE Adstn Yt e ®
EZg & 2 DNS Egde] [P #A 3o, UDP 3t A Yo A DNSAHH|2E A8l W os % 7k« 7} glth
HollA AME 7be @ BRE £4S At B =ReAe
Aol A 39 A 2¥e B FHE dolHE 1) DNSAH| AR C&CAH e Zrlvgl He)
o] &35l EAE ) ZHPCE 7+dA7]7] 98 ddze 3 Zz2 g8 C&C
w ma 2 A Ay XUl "4 7le 3 DNS Ao FaE2 A PFAE Stoadsix g, mrel F
Mulags A8 XU 7lsdl diel] ek, 3ol = 1 A2 ssle] DNSAHHAZ B3 C&RCAM O m=Hel F4
Azl s B7et7] ¢ DNSE#HY 3 9 FAHER o ozt IP—XF/\E o As= HOL ot} IPF4 9 Fomye
A71e 7ike] BAAES FEO tel e P20 54 9] digh @A7F H9A 5, d&E= v
& 39 JHE* R R e R B PR - e B e R
2. Hul Etx| 7|2 o] 7bsatth oY@ TAME sty s Wad B
ZIEdME AR P *% st etA] ¢k, Evl F4
01 M3 Bl 7|2 of7 5 gdste] DNS/H Hl2= 8 obg-3shal Stk tEo], Z=rlv]
ol st 1 i7} A< WA ¥E DDNS(Dynamic
1) DNSE#= 7]ke} 25389 248 §& 29 B4 pNs) Az 32% Fast-Flux7]4 & o-43to ey Sl &
71 (2] A 2 o] oA ATH5]6].
el dAE = DNS Eg ¥ 44 AHEAE 9] DNS
EdFahs 32Eq Atehs a2 P, S 2% 3o, 2) DNSEZ ¥ oz g&d/Ao] A%
DNS Hhglo2 SAsL sk $UE WA AN Z Feederbor DNSHlolEle] F/Alo] A4S EHSo
SEI st FeeldEE 54 €S S & g odd wwe WuE/Ael WAA A Ad=
s IPEL A A, $0A delHYe S NS dojuE ASFORA A DNS HoltE TRat
DDNS 2F8-& MIATAael SHRE wiistan . 7) of2l% wuk ohJel DNS HeolHE ¢Esade 44
AgAQ AbgAES DNS EdY deloz 54 =9l £ A7 g Y}, 3 DNSHuAE ALEAE A ¢
Tl HIste &2 P9 do] AojHojxA] &g WY Bl Au| 224 283 988 37 uio] DNS HolHZ
e 7Y AEH] FARA PE aFder] ofHH Al AlzEo A Agslr)E o HTHT).
T 53oz Rl nAggelet BF 7)sdct
23 ZUofAM DNSMH|A Mg =
2) BotSniffer/BotMiner(3)(4) Fig. 29} zro] olym=el B mz gl 7+dw EH|PC
BotSniffer2 $4HEd £l 7249 C&C FAE 2o Ho| m=sty Zuol A2 DNSAHC Aostn
g5y A% 7ot FYHTY Bulle FE IRC F2 DNSAM—E wel Fae] g P FAE FHPCSA
HTTP Z2ZEZS 83224 BotSniffer 7]&elA = o3ltl, DNSAHE ZR|PCES H|AA Emol 2o
RC Z2EFY HITP Z2EZ] 54L& 7|Nte = g@Xd qm Aolels sk Zata g4 AuaE A
ohoSAY 5 ZREZFS /o s 2 ¥ Ve C&CHH ] PFAE Al FHPCES PFa7t 714
AME 7 9 ZRES 9 T2 JHAE BUS gA67 ol gl B9 C&CAH S} ALHoR Falo] 7ME3dlth
ot #AE 7 A tEo], #He Bl 71E2 olfd P9 Ee] HEHD &
BotMiner BotSmfferﬂ?z«] SAHAE A HoH = AR oA A BAEHA EFEE DNS A S AN Abeat
EEZ Y EZ2A &} %‘ dlelg] wheld 7)< o} FAME djEe] dejz Al 2osthA DDNS A

53 9 C&CE A3 7€ Agtsit BoﬂvhnerA H| A 38 FastFlux 7]14S o] &3] =Hel F40 [PF4



bot master
¥ -
P

&, L

dns server [0 CAC server

domain mapping t|
abc.com 192.168.101.95
o Command 8& Cpntrol message

25C8C T

abc.com: CBC 209l Fa
EcEi=t L]
<«—— l)abc.come| Tt query

/ 3 \\
,’ ‘
—> 2)query response b: co labc.co bc m J
abc.com 192.168.101.25

bots

Fig. 2. Botnet architecture based on DNS Service
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Fig. 5. controlled C&C server in open testbed

Table 1. Collected DNS Traffic
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