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ABSTRACT

Java crypto library such as SUN JCA/ICE or BC JCE is generally used to implement secure applications for
smart devices using Android platform. Programming functions written by Java language are launched and
executed inside Java Virtual Machine (JVM), thereby difficult to use system hardware specific functionalities and
degrading performance as well. In case of crypto primitive, few secure applications can use crypto primitive
executing in JVM because both amount of computing and complexity of such primitives are very high. From the
aspect of performance, in particular, time sensitive real time applications such as streaming services or secure
application frequently applying public key based crypto algorithm cannot use Java crypto library. To solve the
problem, we design and implement crypto library which employ JNI and NDK methods to directly access
functions that implemented by native language such as C or C++. The proposed Java Crypto provider supports

faster execution. Also developer can use our provider in the same way by writing traditional Java crypto library.
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SecurityTool.java
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unsigned char md5[16];

unsigned long len;
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void* lib_handle = NULL;

unsigned char (*func)(); o

libhandle = diopen(“./libcrypto.so”, RTLD_LAXZY);
func = disym(lib_handle, “MD5"); ¢

md = (*func)((unsigned char*)str, len, md5);
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a7 72 t=Rel= s muld 7|7] AellA
AE Sgo] T5E 3] ~ikelck

a5l 78] A AR Zeulelr A 7S At
LA} AlFEle ZEalo|ojE AlE & o gle 7]
Solch & A= A’k Bl ZZufolr|e}
ole} wluwslr| 9s]l ARS8t BouncyCastle ZZHo]
o F 3 7S A9 4 ik Bell EAEl AA
H, 4 el A== delele AA dEs=
gl~evt giel F 3k 7AE A9 & S 9l Cell
vebd A AR Al Al sk slle] &
a5 AAsa I 5 Aaks sk DoF 2 s
7 o =4 Ads gl 5 sk

3 32 DSCrypt Z=2nrlo]t]e] A5-S vlwgt 2
so|ck. &) INICF NDKE Ea dlolgln 71%5-S
ARgsle] Ass AT Al 7lsES drh
e Bel 75E Tsﬂ S ol ZERle|tE
AARAL g 7] e A Wtk wEk
AR el xﬂxlz& DSCrypt Z2Hlo]t{e} 7]
Hrog Hol 28 Au|~ZE /fdt o x83=
2wt 7\E Zgnto|r|ele] H|wE FIl HF =

il




FEo|E FHES 913 A} nek xevjelr] HA 2 P4

Irput data

choose the input data format

Hash function

4f] Coleulate

A Initial Sereen B. Input data Selection Screen

choose the hash function

hello world

4] Coleulate

Sebb3bbbeoleced0d3cb22bbBf5acde
=

C. Hagh Function Selection Screen D. regult Screen

a2 7. AR S8 - s
Fig. 7. Screen Shot of Test Application

B mrelAE A wlakE fE A b Z=
Hlelt 5 AR 792t AljlgE DSCrypts AHS3t
AtellA s 5 edEe ARk S
AR FA42 F= wal elelHez] Wirlx A
A AR ST 5 Sl s 7] Sk
ik A7bE ARl

s Aol ARSRE 84 == MDS, SHAL
SHA256-& ARSItk Wlole|H Z=g2 AAdsl o]

% o

o

glo|Beje]E  FhFdle] HE JleE Flshe
DSCrypt Provider”} AHEZ 2%l Z=Znlo|ro]]

HlE o whed <dale] eEe o 5 sl
sl Qatel A AR Aold 4 glovt 2=
LEe Mol =z

=
A% 2 Al 1wl Aelek

E 3 A% 34 A3 vix
Table 3. Performance comparison
Hash oo DSC.rypt Provider Bo'uncy Castle
) .. | (unit of measure |(unit of measure
Function | length(bit)
us) us)
512 12 119
MD5
1024 20 139
512 15 38
SHA1
1024 22 101
512 16 150
SHA256
1024 28 211
V.2 B
 wrelAe gkeRelE ZHE SFelA] Hel
& Au|aE PR S QlER sl Hel 2]
Helels AA ek 7% DSCrypt Z=Zujo]
U= A} 7k A= AR dlelE| B od e
TaE we mRplEnE 44 32T 4 e

o, >
B ofr o

(1]

(2]

(3]

(4]

(5]

~

g3to] 71E A 7aE mel Ble|ueiz]e

A WA w3k qk=Re|= SR}

T Bt elolHeelE AMSSE
]

P. Pocatilu, “Android Applications Security,”
Informatica Economica, vol. 15, no.3, 2011.
K.Y .Kim, D.H.Kang, “"Smart Phone Security
Technology in Open Mobile Environment,”
Korea Institute of Information Security &
Cryptology, vol. 19, no. 5, 2009.

719, 7&Es, “oNE mupd oA ~
PRERE Hel 7]E” HH R 53], 4194 5
3, 20009.

Sang-Hoon Kim, “Integrated Development
Environment for Java Native Methods,” The
Korea Contents Association, vol. 10, no. 7,
pp- 122-132, 2010.

R. Gordon, “Essential JNI: Java Native In-
terface,” prentice Hall, 1998.

JCA/JCE Documentation, Retrieved Aug., 8,

857



418}3]3=4A] *12-09 Vol.37C No.09

[6]

[7]

[8]

[9]

[10]

[11]

[12]

858

2012, from
http://docs.oracle.com/javase/6/docs/technotes
/guides/security/crypto/CryptoSpec.html
Bouncy Castle Crypto API, Retrieved Aug.,
8, 2012, from http://www. bouncycastle.org/
Garz University, Crpto Toolkit, IAIK JCE,
Retrieved Aug., 8, 2012, from
http://jce.iaik.tugraz.at/

OpenSSL Project, Retrieved Aug., 8, 2012,
from http://www.openssl.org

Won-Ki Jung, Beom-Jun Kim, Soo-Mook
Moon, “A Study for Ensuring Compatability
on Android of Low-Level Virtual Machine,”
The Korean Institute of Information Scientists
and Engineers, vol. 38, no. 2, 2011.

H. Lee, D. Shin, H. Jung, “Implementations
of Block Cipher SEED on Smartphone
Operating Systems,” Int. Conf. Proceeding of
Conference on Emerging Security Informati-
on, Systems and Technologies, 2011.

C. Maia, L. M. Nogueira, L. M. Pinho,

“Evaluating Android OS for Embedded
Real-Time Systems,” Technical Report,
2010.

MinKoo Choi, Nakyoon Choi, Younglim
Chool, Jong-Wook Kim, “implementation of
uDEAS on the Android platform,” Korean
Institute of Information Technology, vol. 9,
no. 6, 2011.

2011 29 Aoz
AFE Ty =4

2011 3L ~3A gAloizlry
) A B EAE ) Al

%

ST

Hak,

Z & 5] (Namhi Kang)

20019 29 SANEhaL A M
FAIHERA I AL

20041 129 University of

=
Siegen FHrEl-FEH ¥t

Hha}
20099 3L ~3A] YAz}
=11 U = P L=l = S e

EXHQE A|~EHHR

ANO Ly O i,





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


