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ABSTRACT

A cell phone is very close to the user and therefore should be considered in digital forensic investigation. Recently, the proportion of
smartphone owners is increasing dramatically. Unlike the feature phone, users can utilize various mobile application in smartphone because it
has high-performance operating system (e.g., Android, iOS).

As acquisition and analysis of user data in smartphone are more important in digital forensic purposes, smartphone forensics has been
studied actively. There are two way to do smartphone forensics. The first way is to extract user’s data using the backup and debugging function
of smartphones. The second way is to get root permission, and acquire the image of flash memory. And then, it is possible to reconstruct the
filesystem, such as YAFFS, EXT, RFS, HFS+ and analyze it. However, this methods are not suitable to recovery and analyze deleted data from
smartphones.

This paper introduces analysis techniques for fragmented flash memory pages in smartphones. Especially, this paper demonstrates analysis
techniques on the image that reconstruction of filesystem is impossible because the spare area of flash memory pages does not exist and the
pages in unallocated area of filesystem.

Keywords: Digital Forensics, Smartphone Forensics, Flash Memory, Unallocated Area, Fragmented Data
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(tag) AXE FAF 5 7] wliel sd A2dE&
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AL AL dlolE7t A AbE = /data sHElAle]
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2]9] Ho]R] Z7|= 2,048 vlolEQ e (27 4)&
frag_insight®] 58 A5 vehdict,

(& 3)2 slA-71a 575 B 545 so)AE Al
A A3E Hol Fr}

o oA E AAT Foll= i A Alel| o5l
] wlel Holx] ¥7-5 St 2 A (£ 4)9
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Y

1%, CLASSIFICATION a. HASH_FILTER — ] ClassifiedPagesA.bin

b. META_PAGE —EJ MetaPages_of_YAFFS.bin
. ClassifiedPagesB.bin

c RANDOMJEST—EJ RandomPages.bin
{ ) NonRandomPages.bin

d. FILE_FORMATS SQlite Pages
HTML Pages
XML Pages

e. UNKNOWN ~ — } UnknownPages.bin

{ | sQLitePages.bin
1 00XX.htm (13 files)
1 00XX.xml (57 files)
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SQLiteRecords

| | SQLiteHeaderPages.csv
1 SHAL(Columns).csv (116 files)
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225.30MB

Ha2 Ay
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SQLite #°1# | 10.21MB_ (10,706,944) | 5,228 = e
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16.05570¢] ®lz=st s odet, 7 elmee] A el Hasta] wrHls).
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INT| TEXT |NULL| INTEGER |INT|INT|INT [INT |INT |NULL TEXT NULL|INT
1 |4124393388 | NULL |1304556622728| 0 | 1 | 255| 1 | 0 |NULL|ksmsvawsms://message/Service Started  |NULL| 0
1 |4124393388| NULL | 1304556632613| 0 | 1 |255| 1 | 0 |NULL ;i?%”g%"sms:// message/May 4, 2011 8:50:12) 1 1 |
1 |4124393388| NULL| 1304556636370| 0 | 1 |255| 1 | 0 |NULL 1;?\?;‘%}““:// message/May 4, 2011 8:50:12 ;7 7 |
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1 14124393388 | NULL | 1304556811634 0 1 [255] 1 0 |NULL | ksmsvzwsms://message/pkg uploaded! NULL| 0
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c RANDOM_TEST—E RandomPages.bin
1 ] NonRandomPages.bin

d. FILE_FORMATS SQLite Pages
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@xw Pages
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] XXXX.xml (3,026 files)
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