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ABSTRACT

Nowadays many phishing sites contain HTTP links to victim web-site’s contents such as images, bulletin board etc. to make
the phishing sites look more real and similar to the victim web-site. We introduce a real-time phishing site detection system
which makes use of the characteristic that the phishing sites’ URLs flow into the victim web-site via the HTTP referer header
field when the phishing site is visited. The detection system is designed to adopt an out-of-path network configuration to
minimize effect on the running system, and a phishing site source code analysis technique to alert administrators in real-time
when phishing site is detected. The detection system was installed on a company’s web-site which had been targeted for
phishing. As result, the detection system detected 40 phishing sites in 6 days of test period.

Keywords: Phishing, Phishing Site Detection, Traffic Analysis
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