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On the Security of Image-based CAPTCHA using Multi-image Composition*
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ABSTRACT

CAPTCHAs(Completely Automated Public Turing tests to tell Computer and Human Apart) have been widely used for
preventing the automated attacks such as spam mails, DDoS attacks, etc.. In the early stages, the text-based CAPTCHASs that
were made by distorting random characters were mainly used for frustrating automated-bots. Many researches, however,
showed that the text-based CAPTCHAs were breakable via Al or image processing techniques. Due to the reason, the
image-based CAPTCHAs, which employ images instead of texts, have been considered and suggested. In many image-based
CAPTCHAs, however, the huge number of source images are required to guarantee a fair level of security. In 2008, Kang et
al. suggested a new image-based CAPTCHA that uses test images made by composing multiple source images, to reduce the
number of source images while it guarantees the security level. In their paper, the authors showed the convenience of their
CAPTCHA in use through the use study, but they did not verify its security level. In this paper, we verify the security of the
image-based CAPTCHA suggested by Kang et al. by performing several attacks in various scenarios and consider other
possible attacks that can happen in the real world.

Keywords: CAPTCHA, Cognitive Security, Support Vector Machine
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