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ABSTRACT

The round reduction on block cipher is a fault injection attack in which an attacker inserts temporary errors in cryptographic
devices and extracts a secret key by reducing the number of operational round. In this paper, we proposed an improved round
reduction method to retrieve master keys by injecting a fault during operation of loop statement in the Triple DES. Using laser
fault injection experiment, we also verified that the proposed attack could be applied to a pure microprocessor ATmega 128
chip in which the Triple DES algorithm was implemented. Compared with previous attack method which is required 9
faulty-correct cipher text pairs and some exhaustive searches, the proposed one could extract three 56-bit secret keys with just
5 faulty cipher texts.
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Input keyl = 1 23 45 67 82 ab cd ef
Input key2 = cd ef 43 57 bh cl1 4f 1
Input key3d = 67 34 ed 86 ea 14 cd 8

> 56—hit key : left{(28-hit)>, right{(28-hitd>
left = fBccaaB,. right = aaccfBA

* 56-hit key : left{(28-hit}>. right{(28-hit>
left = 336f121, pight = 5e4h538

= 56—hit key : left{(28-hit)>, right{(28-hitd>
left = 5¢55172. right = 196fd42

Plain text a4 ce 1B 1a 94 71 ef 8b

[E_1 Output :47 § cc 28 83 46 68 3a

D OQutput =36 85 b? 71 Bc ab 18 f4

E_2 Qutput =76 ea 37 98 38 ec 7c ef

Round reduction in E_2

» 1st round =33 42 5c 3a ce 72 Be V8

» 2nd round h? 2bh 6 37 c? 29 c? 98
any key to continue
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o DIW2Z01 W PWES AMWSHIRE R Y S selwe s =2 T
= Plain Text = a4 ce 18 1a 24 71 ef 8b

Attack 1<{E_2 key> : left = 5cS5172. right = 196fd42

Attack 2<D key> = left = 336f121, wright = 5e4h538

Attack 3<E_1 keyd> =
Press any key to continue.

left = fBAccaaB,. right = aaccfB@
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