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Keystroke dynamics refers to a way of typing a string of characters. Since one has his/her own typing behavior,
one’s keystroke dynamics can be used as a distinctive biometric feature for user authentication. In this paper,
two authentication algorithms based on keystroke dynamics of long and free texts are proposed. The first is the
K-S score, which is based on the Kolmogorov-Smirnov test, and the second is the ‘R-A’ measure, which
combines ‘R’ and ‘A’ measures proposed by Gunetti and Picardi (2005). In order to verify the authentication
performance of the proposed algorithms, we collected more than 3,000 key latencies from 34 subjects in Korean
and 35 subjects in English. Compared with three benchmark algorithms, we found that the K-S score was
outstanding when the reference and test key latencies were not sufficient, while the ‘R-A’ measure was the best

when enough reference and test key latencies were provided.
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Figure 1. An Example of Keystroke Dynamics for the String ‘abcd’
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Figure 2. User authentication system based on keystroke dynamics (reprinted from Kang and Cho, 2009)
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Figure 3. Cumulative Empirical Distribution Functions of Two Data
Sets and Their K-S Statistics(x-axis :
Cumulative Probability)
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(Gunetti and Picardi, 2005)
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Figure 5. Computing the Degree of Disorder and Latency Similarity
between Two Users (Gunetti and Picardi, 2005)
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Table 1. User Authentication Scenarios Based on Keystroke Dynamics

A 2 B2AE Ex1de] Zo) a2 87
1 Short, 2~3%% HAA 3 AE, Fe omd A
2 Medium, 1~2: ¢ LA wAIA a5 kA el ol A4
> Long, 15014 o4 Rkl FA A

Table 2. The Number of Keystrokes in Reference and Test Sets and the Number of Authentication Data Sets
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|I2ERS |2ERS H ME 3 N-17§9] A4 51 AUA dolE)

100 25

1 100 500 21
1,000 16
500 17

2 500
1,000 12

3 1,000 1,000 7
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Table 3. Authentication Performance in Terms of EER When Users Typed in Korean

PARBEIKe) Fl=E = ‘R A E ‘A’ AE 2488 A K-S Test ‘R-A” A&
T | 712ER3a | 72EEZ - e
100 28.64 24.45 40.48 17.18 22.80
1 100 500 22.61 17.65 39.18 13.88 15.80
1,000 20.73 16.08 39.19 13.64 13.89
) 00 500 9.47 7.44 34.70 5.8 533
1,000 7.38 4.86 35.75 4.25 3.27
3 1,000 1,000 3.57 2.72 32.69 2.36 1.54
Table 4. Authentication Performance in Terms of EER When Users Typed in English
Agae | HEE i ® AT | w0 AT | SEME A | KSTe | RA AX
T | A1z2ER3 | 72EEZ - R B
100 28.65 22.69 36.84 17.23 21.02
1 100 500 20.66 16.96 36.07 15.37 14.38
1,000 19.47 17.47 35.27 14.99 13.93
, 500 500 7.36 6.38 27.71 6.72 4.22
1,000 6.08 4.78 27.37 6.19 3.12
3 1,000 1,000 3.30 2.93 24.85 423 172
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(b) Test keystrokes : 1,000, reference keystrokes : 1,000(x-axis : subject ID,
y-axis : EER(%))

Figure 9. Authentication Performance of Each User with K-S Test (Korean)
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(a) Test keystrokes : 100, reference keystrokes : 100(x-axis : subject ID,
y-axis : EER(%))
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(b) Test keystrokes : 1,000, reference keystrokes : 1,000(x-axis : subject ID,

y-axis : EER(%))
Figure 10. Authentication Performance of Each User with R-A Score(English)
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