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(Web-browser based Malicious behavior Detection System)& 47V stxz} gk},

ABSTRACT

Vulnerable web applications have been the primary method used by the attackers to spread their malware to a large number
of victims. Such attacks commonly make use of malicious links to remotely execute a rather advanced malicious code. The
attackers often deploy malwares that utilizes unknown vulnerabilities so-called “zero-day vulnerabilities.” The existing computer
vaccines are mostly signature-based and thus are effective only against known attack patterns, but not capable of detecting
zero-days attacks. To mitigate such limitations of the current solutions, there have been a numerous works that takes a
behavior-based approach to improve detection against unknown malwares. However, behavior-based solutions arbitrarily
introduced a several limitations that made them unsuitable for real-life situations. This paper proposes an advanced web
browser based malicious behavior detection system that solves the problems and limitations of the previous approaches.

Keywords: malicious link, web application vulnerability, client honeypot, dynamic analysis
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WMDS Starts!

Object:C:\Program Files\internet Exploreriexpore.exe
Operation:HitpOpenRequesta
Parameter:www 2000002333, comfi html

Object:C:\Program Files\internet Exploreriiexpore.exe
Operation:HitpOpenRequesta
Parameter:www x000o2333. comii js

Object:C:\Program Files\internet Exploreriiexpore.exe
Operation:HitpOpenRequesta
Parameter:www 200002333, com/exp.mid

Object:C:\Program Files\internet Exploreriiexpore.exe
Operation:URLDownloadToFile

Parameter!www 20002333 comippx.exe

Parameter2: C:\Documents and Settings\AdministratorApplication Data\a.exe

Sample was created at c\a.exe

Object:C:\Program Files\internet Exploreriiexpore.exe
Operation:Create Process
Parameter:C \Documents and Settings\Administrator\Application Data\a.exe

Object:C:\Documents and Setftings\AdministratoriApplication Datala.exe
Operation:MoveFileExA

Parameter1: CAWINDOWS\system32\ws2help.dll

Parameter2: CA\WINDOWS\system32\ws2help. dilxJ R tmp

Object:C:\Documents and Setftings\AdministratoriApplication Datala.exe
Operation:CreateFileA

Parameter1: CAWINDOWS\imm32. bmp

Parameter2: GENE RIC_WRITE

Object:C:\Documents and Setftings\AdministratoriApplication Datala.exe
Operation:MoveFileExA

Parameter1: CAWINDOWS\imm32. bmp

Parameter2: CA\WINDOWS\system32wsZhelp.dil

Object:C:\Documents and Setftings\AdministratoriApplication Datala.exe
Operation:Create Processinternala
Parameter:C \WINDOW S\system32\cmd.exe J/c del

"CADocuments and Settings\AdministratoriApplication Data\a.exe”

Object: C:AWIN DOW Sisystem32\cmd exe
Operation:DeleteFileW
Parameter:C \Documents and Settings\Administrator\Application Data\a.exe
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