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ABSTRACT

Although most proposed security schemes have scrutinized their own security models for protecting different types of threats and
attacks, this naturally causes a problem as follows-- if a security analysis tool would fit a certain scheme, it may not be proper to
other schemes. In order to address this problem, this paper analyzes how security requirements of each paper could be different by
comparing with two schemes: Agrawal et al.’s scheme OPES (Order Preserving Encryp-tion Scheme) and Zdonik et al.’s FCE (Fast
Comparison Encryption). Zdonik et al. have formally disproved the security of Agrawal et al.’s scheme OPES. Thereafter, some
scholars have wondered whether the OPES can guarantee its applicability in a real world for its insecurity or not. However, the
analysis by Zdonik et al. does not have valid objectivity because they used the security model INFO-CPA--DB for their scheme FCE
to analyze Agrawal et al.’s scheme OPES, in spite of the differences between two schemes. In order to analyze any scheme correctly
and apply it to a real world properly, the analysis tool should be comprehensively standardized. We re-analyze Zdonik et al.’s analysis
for OPES and then propose general formalizations of security and privacy for all of the encrypted retrieval systems. Finally, we
recommend the minimum level of security requirements under our formal definitions. Additional considerations should be also
supplemented in accordance with the conditions of each system.
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Aostazt gk Aol Wel vy kg dHHs
2 3t} AjelA A 5HE Fo3r] 93 st
g Ao @ F &8sl

6. SearchDB(Q.,)
stslEl Aejo] Q5 wolA
ol&f dolejHlo]~E HAg} AN 27& i
" i

14 9sla, 1%# ¢on

7. Decrypt(R., k)
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>
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]2} i%x}(O)/XVLi(S)
3} 7o) A VA E
5 7o R gt}
+ 0SO 24 : dolg] AfA O7} 2L ARE
sr3ssto] AW Sell A Aste] 2pile] A wE A}
717} B2A] FA3= 7 golth. dlolE AfAtet
ZAAAY FUE AR, 719 dEs A A
228l A Hofe] Aul o]ife] o] muls wEr}
SSU =4 : dlofe] &fA}, & dlolE] FFA
(data supplier)7} 158 Ho|ElE 159 A
B Sell AAsta AREALENA 1 dlo]HE AlF
3= Zlolt}. &, dlole] Afrriel A7) Fdgh
7352, o] uf /‘WV‘ § FAAE ot o]

wdoae] obdA] 8 zefolm A= ARgARe] A
3% (preference) 2, AW AMEAL ojwsh
o]l & o] 83l dobMw g =, ©x] 2
N dlolef7} o] SFHAEA] We & F Q). o
ndlo] 28 gFAHog: DVD & g9 ¥ °e
722 Sl Au|s ZEapetE

5 % alth
- OSU 2d : dlele] 457 O7F a3k do]

kﬂ\
ﬁ:
@
=
R=)
L)
A

i ik, 12909

Mo odo O ajn oY

=t

ElE A Sell At v ARgAE U7F 2 )
o8& AMste A= AR AH, AR}
uE rlar) o] el o4 370 2 uykat
Hlolel S thE AHgAPE Fstk= 4 DB A4
(8,10)0]t Hlde]zte] =An] 28] 7915t DB
dlole] 3% 7% (17), == 7|9= dd~ 7]
*—“, AzEe] ol AR HRAAlr} $2417ke)

FE3ste] vl An el A2st

°]
A& k=
7§-°r% = & sdek (14).

olglgh dlolee] 4fAat B 1 o8 5F2] el
7|Hkste] A e & o, ksl A "]/“E“OH 29
ol AHES 7] S8 o 271 V]S EaAL
2 AR S gioh 53 dleldel Wk sts3 7]
E ARSg)

WA Aol A g A5 7k Ao F 7}
Al We] 9le}. <kgl Q1S (WA, weak authen-
tication)> 6-107] o8] A} Ao x3o=
o]2olxl HEAQ FHAYe ~7]8 d7AL a7}
gt QlF(SA, strong authentication)< tllx}
1%5¥ (multi-factor authentication)®] 1=
o] Al 7HA] 84 F H A% T AE Al T
Zatofo} g}, o A 2213 o) 1) 2 /‘}E“’]
4 ole A 2) 2 ARre] &fg A, 2=l 3)
Abgto] ofujgt Algtelel= Aol T Aotk [18]

Definition 2. 7§A] 21% (Entity Authen-
tication). & oA} of& HoAxE, AAR 3o
gt 2 Feze] ololdlElE (identity) 2, FAlshH=
A& L3} (18)

1 HAEE %J}s}ﬂi 1
N :L%-?Z] o.Lqu 0'e

etom S E¥sla, ATy =&
ATs(U)=1 =& (o2 %7|3}
d33t7] GA dlolelol] digt EHA HEE

5.1 253 FA7t 7|18 7K1 U= &2

0SSO 2¥3 OSU 2w olv|d Ajuje] s}
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SR BhE A wgelel AT

= TR AE A4 F ASER AEE delE=
ARgALe] gk ET] (o] W] A NI E hes)
=o] glet. whebr] Agt AREAL op M E 1 A
5 533 & 5 gk, 2] BE A A ~"E AL
L27F 2aeld ul At ARSAEA A Q2
(entity authentication)& 3l=% 8738l glr}.
ntek Aeojzprt Al ARgAto] L B38| (o] w9
AN E 7R AL olekH, SRS A& <kt
o W&ot gt (18)

ro o 4

Definition 4. "ATw(AO) =1'd 3tEo] HF-2fv]
g2l w, obAg A Al~®]l SRS (Secure
Retrieval System)< <3t q158 wAdt}

5.2 533 FA7I 8531718 XD UK 2 AR
A} Fhe ®IFHEE ARo) Apile] A &
A&l WA dlelel7) e thE o]

3l A7 B od7]el siEct. SSU

SU BdelA] F77] 71ake] oluld A&

folct. & 533 FAV H337E 7

l Yol A <& F B33} 913 717} AHE-

bl Al HoJ=]7] wiEel, o] 7§ FHE dFe] &

e,

EEE
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&

Definition 5. "ATs(AO)=1Y &Fo] F2v]
Fod wf, kg HA Aj~®"l SRS (Secure
Retrieval System)-> 73t 915S WAk

o

. LHE & 9F ZAXI0| CHst Z2EZ Al
2[E|

U

33he DB 24 A9 Aubdel 12 E3e)
ARA LA WL ALEA 91 FAZHA)
b opfeh W FAAHAY w5 A bl

2) Foul ¢ N - R, ofH cENe| disA,
n(n) <1/n® (BE n=n, o d&A)S HF3e=
n.g N o] &g}

6.1 H&M(Correctness)

z&F AN /\] 2 9] ﬂxg N :Lﬁ% :rLAj s]__‘E
[e)
=

=

2%50] W A=, 27
o Asteel MEH2E FA A% 2 ole o
Heb) SAtE A€ A0 20) ;

1
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1
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fat
T

o
o
oii

s}z g2l u3 tﬂ EREE S !

o I o
2= fl°

Definition 6. ¢Hdd AWM Ax¥ Z2EF
SRSP (SRS Protocol).
kMg A A~®l =Z2eF SRSP (SRS
Protocol)& A7 71 F A (SetSRS,
RetrieveSRS)ZE o]¥#|", o|7% SRS¢| 7714
G Fol diste] Ae/Ax} ~% (Query/Result
spec)& WEgic)
- SRSP = ( SetSRS, RetrieveSRS )
- SetSRS = ( SetUpSys(s), KeyGen(1),
SetUpEncDB(K,D) )
- RetrieveSRS = ( AuthUser(Ply),
SendQuery(PIy,W,K), SearchDB(Q.),
Decrypt(R.,K) )

Definition 7. &4 (Correctness).

o}x13} 74xu A|2®H 22 €S SRSP7]— SRS9] 7
712 dare] gl Wste] Ae) /A3 ~9 (Q/R spec)
fla=in = A b e A= L B A o s =2 R 2
28 sietee] A, v]E7] A Kell 9JslA, ka3t
= deoleEe] A3 Ex(D)e} aAES] s [pe
thgell oaA] A Sell AAE A

{Ex(D), Ip}s < SetSRS =
SetUpEncDB(KeyGen(SetUpSys(s)))

L rulo

SRSP+ the-2 qHEsjolksic};

- A3}t 2lF (correct authentication) :
AuthUser(Ply) =

- A& AM (correct retrieval) : Re—
SearchDB(SendQuery (Ply, W,k))

- A8 8353} (correct decryption) : R,
< RetrieveSRS= AuthUser(PIly) N
Decrypt(SearchDB(SendQuery (Ply
,W.k)))
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6.2 £ZAM(Integrity)

dlole] ¥4 (Data Integrity)e|3t &

o] F7Hd Hhel AR AA, HF, ZVJEII,
o]_t‘,r_i %%7],131—;(] OJ-_Q_ u]_moﬂ _045]] 3751

& et} uwebA dely FAAS o %1744‘/}
22 Wy AR Eﬂollﬂa 'r7]' AbA|

o QHHghe wAkgkc} (

, AE7E kel Ao A *“'5}21 Jsle] Ao
dlo]e] Ado)| djsf 88| Skx AFe] dH

. $+AA (completeness) & A
= A¥E ok e Agaprt

ol 1o o 2L rr % s
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=2 _lﬂ,
0&1, e
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Definition 8. 24 A% WylJZ (inte-
grity Checking Mechanism) &

A A A28 SRSeA FAA A w7
3 3RAE, A dlolE] Dell ko], D] <t
s3bel dlolej e} 1719 el FAY S HAE
IS 1S Y5ty 2R ¢ed 0 £Y
3w o3 o] #7)¥
. 9(]]) =1lor O
. G(E(Dj)) =1lor 0
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HAgE A A2~"l SRS 744 A5 wiE
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- AEx AZ WFE @ 7H9

st delr A% e
:Eew(q))

=)

Mo

Definition 9. 24 (Integrity).
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STl TR B

EO(

14 Aol A7

=zl SEM-CDA(semantic security against
chosen data attack, & %=, ‘indistingui-
shability)<S #<l3k}

Definition 10. Al SEM-CDA.

n AY(Setup). W A2 Ars TAA}A
dlole]l DE Fc}. 18 EAAE KeyGen &g
=5 FHAA vE7|E AAsL SetUpEncDB &

28ES 52AA dolel D ¥ 249 daE ¢t
w3} oleldh HAL Al 8 A-gA (ada-
ptive) &2 S A=|ejxlc}

m Ao (Queries). 42 Apt 719= wE A
o8l =42} Ce SendQuery ¥1E]E&S TR
A a7el digh kz3ke Adejo] Q5 AXst] ¥4
Al A Frt. o] QuE 7ML FAAE wel A o}
=] 2hlsty] glste] qldlx [ o Ws] SearchDB
e ES Ay
= =H(Challenge). F47 A= Ao oA

AT o] wy(clhCDy)9t wi(El,CDy)S A
ot wodt wi A o]Ael 2] HoFw el
oF Ft}l. ¥ A Are wost wirs EAA} CellA
3 Ce bER{0, 15 AH3 SendQuery ¥
= AFAA wpell HF 5stE Aol o, F
s thA] AdllAl Ftt. ol FE T2 A wost
wiell B8 A& stedx= oF e}
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Definition 11. ¢FA3F A A]x& SRSe] 2l
a2y} AlYd SEM-CDA tisliA ¢kAsichd SRS
= dd& Zgo|A|E Azl @)

Qe 2ol Al 7

o odxkEl dlelEle] WE-E ozt sk FACl
8

£ Asde FAAE o) T FAd B e
7 3ER A9
gk,

Definition 12. ¢Hd3E AW A|=&] SRSe] &
o]o] QW7} AY SEM-CDA¢ wHsllAd <kdsicid
SRSE A9 Zzlo|WAlE Bt @3t}

Ao Zeto|wAlghe A2 AW vlyA 7t A
Aelo s AAE aPste] 2719 AE wEA|
Ha A Fa, o]d FHE ARES EAgen
A AAE dole e W8-S doplla L A xsks 34
o HHgHE omgiet, o] wf FAR= mkef A ejoir}
2o A}y e H
Hetse 7 AME A A
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Definition 13. <3 AA  =Zzlo|yA|
(Perfect Retrieval Privacy).

b A A|2" SRS7} Aol (eFal/ 7 o)
3, ZEEZ MHR(FZEA, AFA), doje B3
(A9 ZelolwA], Ao ZelolyA]), o] FE 1t
E3td, 3 A Zelo|WA)E BRIt 2
VIII. e BM HE

o] A= A AHYg Hol/ZefolA] Rd&
o] g3fe] 7|Eel| A|QtE Al ~ES K-S B4
8 2o} Agrawal et al.®] ‘Order Preserving
Encryption for Numeric Data’ (2)¢]  tjA} =
o7, Agrawal et al.9] 27L& o]n] (1]
AA] vt FHERAR 29 g ARE
o AFAeR BA3 Bz gl

p= =1

8.1 OPES (Order Preserving Encryption for
Numeric Data)

AL FAARE 2 dlo]EH|
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AAE By}, o473 OPESE daAle] A4 DB
o= AL rlssle, kA S AlnEE HAS=
oj= DBelAY A4 7hgsl7] el o3 AR}l
3 A2 A7t 7Bl & 4 9}

8.1.2 Li/2|F SAXI0f thet Z2EZ MY

1. A4 (Correctness)

OPESE A A7} 7Fe3k7] el 4 2hsh
91% (correct authentication)g &3kt &
e, 259 =% A4 8. EVALUATIONS
A AFE F3t o TS HojEh

{{EK(D).ID}s—SetSRS=SetUpEncDB
(KeyGen(SetUpSys(s)))

- &gt A (correct retrieval) @ Rge—
SearchDB(SendQuery (PIy, W,K))

- A8k B33} (correct decryption) :
Rp— RetrieveSRS= AuthUser(PIy) A
Decrypt(SearchDB(SendQuery (Ply, W. K
)))

2. 44 (Integrity)

OPESE +2A A=z dx=& 2rol&-
ek FolA ZREZ agE %@*é <= A B
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