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Abstract

As advances in computer technology, dissemination of smartphones and tablet PCs has increased and digital media has
become easily accessible. The performance of computer hardware is improved and the form of hardware is changed, but
basically the change in mechanism was not occurred. Typically, the data used in the program is resident in memory
during the operation because of the operating system efficiency. So, these data in memory is accessible through the
memory dumps or real-time memory analysis. The user’s personal information or confidential data may be leaked by
exploiting data; thus, the countermeasures should be provided. In this paper, we proposed the method that minimizes user's
data leakage through finding the physical memory address of the process using virtual memory address, and initializing

memory data of the process.
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font-name: =8

font-style: 00
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A= Aol g3 HA5s A

A3 374> Windows 7 32bit A A2t AMD
Phenom II X4 945 CPU, DDR3 4G #9] 3744 A

ahAth.

First File - C:\dy_test\test_before. dmp

QFFSET 00 01 02 02 04 0% 06 07 02 08 04 OB OC OD DE OF

04FDE030 70 72 6F 63 B5 73 73 20 6D 65 6D 6F 72 79 20 72 process NEmOry r
04FD5040 65 6D 61 69 6E 67 20 74 65 73 74 20 6E 6F 74 65  emaing test note
04FDE0S0 70 61 64 2E 65 78 65 20 70 72 6F 63 65 73 73 20  pad.exe process
04FD5060 6D 65 6D 6F 72 79 20 72 &5 6D 61 69 6E 67 20 74 | nemnory remaing t
04FDE070 K5 73 74 20 BE 6F 74 65 70 61 64 2E 65 78 65 20  est notepad . exe
04FD5080 70 72 6F 63 65 73 73 20 &D 65 6D 6F 72 79 20 72 | process MENOIY T
04FDE050 K5 6D 61 69 BE 67 20 74 65 73 74 20 6E 6F 74 65  emaing test note
04FD50A0 70 61 64 2E 65 78 65 20 70 72 6F 63 65 73 73 20  pad.exe process
04FDE0BO0 6D 65 6D RF 72 79 20 72 &5 6D 61 69 BE 67 20 74  memory remaing t
04FDS0CO 65 73 74 20 6E 6F 74 65 70 61 64 2E 65 78 65 20  est notepad . exe
04FDE0DO0 70 72 6F 63 65 73 73 20 6D 65 6D GF 72 79 20 72 process NEmOry r
04FDSO0ED 65 6D 61 69 6E 67 20 74 &5 73 74 20 6E 6F 74 65  emaing test note
04FDE0OF0 70 61 64 2E 65 78 65 20 70 72 6F 63 65 73 73 20  pad.exe process
04FD5100 6D 65 6D 6F 72 79 20 72 &5 6D 61 69 6E 67 20 74 | nemnory remaing t
04FDE110 K5 73 74 20 BE 6F 74 65 70 61 64 2E 65 78 65 20  est notepad  exe
04FD5120 70 72 6F 63 65 73 73 20 &D 65 6D 6F 72 79 20 72  process MENOTY T
04FD5130 K5 6D 61 69 BE 67 20 74 65 73 74 20 6E 6F 74 65  emaing test note
04FD5140 70 61 64 2E 65 78 65 20 70 72 6F 63 65 73 73 20  pad.eze process
04FD5150 6D 65 6D RF 72 79 20 72 &5 6D 61 69 BE 67 20 74  memory remaing t
Second File - C:\dy_test\test_after.dmp

OFFSET oo 01 02 03 04 05 06 07 08 0% DA OB OC OD OE OF

04FD5030 00 00 00 00 0O 0O 0O OO0 00 0O OO 00 00 OO0 00 00

04FD5040 00 00 00 0O 00 OO0 0O 0O OO0 OO0 OO 00 00 OO0 00 00

04FD5050 00 00 00 00 0O 0O 0O OO0 00 0O OO 0O 00 OO0 00 00

04FD5060 00 00 00 0O 00 OO0 00 0O OO0 00 00 00 00 OO0 00 00

04FD5070 00 00 00 00 0O 0O 0O OO0 00 0O OO 0O 00 OO0 00 0O

04FD5080 00 00 00O 0O 00 OO0 0O 0O OO0 00 00 00 00 OO0 00 00

04FD50%0 00 00 00 00 0O 0O 0O OO0 00 0O OO 00 00 OO0 00 0O

04FD5040 00 00 00 0O 00 OO0 0O 0O OO0 OO0 OO 00 00 OO0 00 00

04FDS0E0 00 00 00 00 0O 0O 0O OO0 00 0O OO 0O 00 OO0 00 00

04FDS0CO 00 00 00 0O 00 OO0 00 0O 00 00 00 00 00 OO0 00 00
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04FDS0ED 00 00 00 0O 00 OO0 00 00O OO0 00 00 00 00 OO0 00 00

04FD50F0 00 00 00 00 00 0O 0O OO0 00 0O OO 0O 00 OO0 00 0O

04FD5100 00 00 00 0O 00 OO0 0O 0O OO0 OO0 OO 00 00 OO0 00 00

04FD5110 00 00 00 00 OO OO0 00 OO0 OO0 OO0 00 00 00 OO0 00 00

04FD5120 00 00 00 0O 00 OO0 0O 0O OO0 00 OO 00 00 OO0 00 00

04FD5130 00 00 00 00 00 OO0 00 0O OO0 OO0 00 00 00 OO0 00 00

04FD5140 00 00 00 0O 00 OO0 0O 0O OO0 OO OO 0O OO0 OO0 00 00

04FD5150 00 00 00 00 00 OO0 00 0O OO0 OO0 00 00 00 OO0 00 00

NAFNMETAN nn nn no nn no nn nn nn nn _nn nn nn no nn no nn
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Fig. 11. Comparison of the data after process

termination (A) and memory initialization (B).
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Fig.
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The packet data area after memory initialization.
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