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A Study of Development of Diagnostic System for Web Application Vulne
rabilities focused on Injection Flaws

Jeom Goo Kim* - Si Choon Noh** - Do Hyeon Lee™**

ABSTRACT

Today, the typical web hacking attacks are cross-site scripting(XSS) attacks, injection vulnerabilities, malicious fil
e execution and insecure direct object reference included. Web hacking security systems, access control solutions, a
ccess only to the web service and flow inside but do not control the packet. So you have been illegally modified to
pass the packet even if the packet is considered as a unnormal packet. The defense system is to fail to appropriate
controls. Therefore, in order to ensure a successful web services diagnostic system development is necessary. Web a
pplication diagnostic system is real and urgent need and alternative. The diagnostic system development process mu
st be carried out step of established diagnostic systems, diagnostic scoping web system vulnerabilities, web applicati
on, analysis, security vulnerability assessment and selecting items. And diagnostic system as required by the web sy
stem environment using tools, programming languages, interfaces, parameters must be set.
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