A Study on the Self-Key Generation Algorithm for Security Elevation
in Near Field Communications
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ABSTRACT

Importance of security is emphasized along with development of local area network such as NFC, Bluetooth, WiFi etc., but
research that is worth watching eagerly up to now is not gone. This paper proposed SSEN algorithm for security elevation of
approximation communication network. Proposed SSEN algorithm is algorithm that special cryptographic function creates own key
without necessity. Also, SSEN achieving certification function additionally, did so that can have more than performance about the
processing speed and mistake of service voluntarily.

B R =
NFC, bluetooth, WiFi, cryptographic algorithm, authentication
NEC, £FF2, WiFi, 3¢ uelE, 95

4 MEAD 7% IT B4 J1%9 989E F 1 Ad
WA7le ASA BA Ame FEHUS BAAA olsh 2 anlge Auls @ FA 52 WEAY
vlle] A2, AA|, AE], Bah 5 e Fokel s 7] a4 24 BAPEIe FF vekel B A
wafel Al FAL s v, Sal 9 Ao Aztan

» Ste{ti &t w HE|o|C| oy 2 & 413 5tHjeongyeol @ hanmail.net)
o ddEn MIIMA Y HEZEF (caiserisk@googlemail.com)
=X} 2012, 07. 23 AAH )L AL 0 2012, 09. 05 HAMEH AR 2012. 10. 05

=

1027



=2A ATA A5E

Zejut ol FAlel HF FA|ZF oiFEI drh
F/FA, Q/2A, d/FRE T UEA 7 4
Myl F577F st Ha ARgAEY] 7 S7H2]
HUA 1AE FREAA BAHAD &, A
SO HMo] EAAE] A LA =T}
A FAle]t}

olzlgt @Aol AZ3dr] ke B ATelA
SSEN(Self-key generation for Security Elevation in
Near field communication) ¢ ig]FS Al th
AorEl SSEN < ua]Ze Heol BAZS nul 93ts
SAAALGAA AT 5 A=

Aokt SSEN &ngj&e
T25 AAE ol &<l

Z7}sta

@ A3, 7% Awe] 4
ol Ael Aolt glov] @Ee D % 7] An g
o) A7 A% AAete] A w5l AEFHOR
A elasg Ao 5 glov] Axd QA 454
g mgHom AT 4 3t Aol U Ao=
spel = glnk

Il 28 SAY Ab|20| Mets H=xo|

LAN Alz=sl[2]o] 2bA] /jAst B4 o2 SSEN
2 FRE o8& Jixﬂmﬂ vfo]zglel Fzo| Z

F °1Eﬂ atglom SSEN ®Ex7]e] 247] 7] A
7Faksi.

A ALU, WEEeo], IO unit, DSPS} 2
2ot AgraA AL&eHA "k =
T ot wE ¥k o 71H B E E}Ol
A7E Yol A ARgEE = ol FHE 2 "tk

SSEN ®lEx 3= A2 Ho]E7F SSEN ¥
Z 7z 9AHAS w 1 golEr} 2o UL_E]Oﬂ
I WEHEgo] Atk I WEIREH A

1028

L 2 dlolEl7t B Mm R
A EeA Gk A2l AgE dold F
Sus 2w Wi dUE AAAT B =F

]

off |o
2
o
ol
o,
Mo rr
Y
o
|
2
N
i)
4
0,
o
[t

(TBPL/];H) o|th.

olu, N, (= (N/r)log N) & HEZ A3 5=
A WEEeo] Foli 7y, WMEETe] AL
Ae el S8l Bad Agelv 1,,%
SSEN ¥z dugl&g ALtstr] 8 das Azt
= et

SSEN Wiz Fxolx 278t He= v
w2 N g Hi deut st ol nAHAY

Z3d e % A+E JMAE radix-r HEZX &

1@ FAA In-place 54& 7HAL AR ©

ok o]k 54X 3% 47] 715 A
[e) [e)

< 54 mEee WEzr]o

1] A= JJrXWW %*ﬂﬂ% Hlol8 &
olHE AEs 54<

=, HlolEzE & ]Eﬂif'rlﬂ HE Eeto] o
Az s AA = Ats Fdse v A
7b BE Eeto] AAAtEREH A

Ao Tl AREET ole FAlel
Hlol87F A s = Aok



oA ST Bl S AT AT A4 dagEel 8 AT

of g3t7] ¢l 54MbD89] AEES 2= QPSK/ Gz)=z"+2°+1 2
BPSK/7/4QPSK SSEN W&z Gz digls A7
of 29¢ DHEATHINZAL AN A8e A apep A (2 SSENel Arga Alekel 7) 2715 A
o ¥ 13} gon, 4t ew 4 (29 ¥ AFs A 32 v
21ge B 02 AslE 4 Asasc

E 1. SSEN HE=x ZZ MM MHA AlF

Table 1. SSEN MODEM processor Spec. 9= 9= 9= 1 ©
— f"‘ﬂ = ‘”‘ﬂ l%ﬂ SSEN 64 HIEZ Hz|5}7] 918 8 LFSRe] %7
Hed A= SSEN Wiz atyel= = = ]
o e Agejrk wE 0 A¢ LFSR ® WHE 1<i<gol
o] A HoZ e 0] WA o2 AdnAe] 273 5 F E-‘?‘ d9 s 7HAA
tlolE &% 54Mbps HAoHpl. 2822 LFSR 7] 2E" AAFEE 2
e QP BRSK) m/ Pk @), 4@ A4 @A) olgsd 7 FdFd 7
E‘r*&%ﬂﬁﬂ# 52 s e aro
sl MEsfeoe] & 4 2 e A 29 A tekae 93t 7] FEs
AuAee] Fus 714 0.3125MHz Yeh)= 740;’%1 2 =52 4 (49 MSB¢ LSB
A 12 TS o] SIS it dwbHo g oAbSEIAYY)
A% deg 5/10/20MHz o] FU)E 124 TAFHAAAH, olu] ko] F
dlole 4 4 block } L
ey symmetric FE, T/t A5E AYPEAC kdsith agEs
Je/=9 128/128 bits mol 71 QAP RAVE AASA Hed olE
7] 27] 64/128 bits HHAdlE F2 5A4S JHAXATE F7ld vldstd
7] &2 16 bits g Al 7ko] oAy 53] %7]/\1—’:%}‘& Be Sq
7] A4 Self(in data) Fo] Zojx|E= WA

E=4 AR =

hl o

T 52he] wREESHABAL} B0 + A A oo s

= o
H = Alasiad g = 3] Z = =
Bl 47)E AHRSEaL S27E ALl ymA Sh = o =] ofo] & H'}% BE oAl of
1271 JAFAEe] 43S A g 7 wkE _ - .
. &3t Aol ofya x7] dE ket o] &8tk
T2 ARSEH AT B =l Aget dudFe 4§ _
F7] Alzgel dig F7] ] ko] & I =
TG g o]l £ SSEN ¥z dug&s ¢
« . LEFSRE Z71gkell tsto] pubme] AlRbo]l A of
&8t AA FxoIAE felA dHE o FAH -
) 3 295 JAdTFEE < LFSRY Z3Ho= A}
& BTl fEiA ud 74 LANDBIE A o "
EAA 28 A7) A SSEN B2z ol uaZEs g3t

A8 722 AAskith

N (Do % B Aad oo s gom g AESHE eIt o e U Nu w
EhiE Solth 20 Be ) drel gRee) O 7] SR o) HRHE Guwd elgee dy
A A=y ool 2o ¥y wwe A 2 = s} o] BAHEE 7] g& s drh
A B4 4 0% 4 BAT F Ak A
Ade) TRl de Aol % A sl

(operand) &9 RF4E HgdozA 3 4 Qo)

n—1
X = -z, + ZxT (1)

i=1

1029



FRAAEA N =EA AT A5E

2y Tk

)y = 9181 T 9686 T 9sSs

2y Tk =gk +gg55 + 955,
2y thy =gy kg ggs, tgs8g

25 kg

= g1k, 9555 T 9555

2yt 2y = g1k 965, + 955,
+ky =g,k 945, T 945,

26 Tk

= g1k5 +gky + 935,

2tk =g kg T 9ok, + 955,

2gt 25
29 Tk
219 Fhyg
2ty

SSEN ®Ez Fx
A AbgEE

L

engine<

EER

&9 volH e dES
olHE AA7to® AT &

= g1k; tgoky + 95k,
= giks T gok; + g5k
= giky +gok, + g5k
=g,k

Algeel #3842 ROM
cosmeJJr sinedtS A3k radix engmeoﬂf\i =4

(4)

o] AtellA 3H OX} o=
o] &l

5]

gt AvE S ARG PARID radix

radix-2 WEZgto] F2E ol
ol Ztzt 270 9] RAM HWH &

sol.om]
Folx o

Aggat FAe Qs
LR

ol

o]} e A WAL LA A3 SSEN H

Bz 3
o 64-point 2 64/128 7] AA WHEx
EX

%9 QA 22 dolojde

7R,

1030

LFSR Generator 0
8 order polynomial

MSB-0 LSB-0

O
O

LFSR Generator 15
8 order polynomial

MSB-15 ‘ ‘ LSB-15

Key Sequence

MSB 15- MSBO- LSB 15- LSB0O
O 1. SSEN A}7| 7] MM
Fig. 1 SSEN self-key generation

a9 2% 2o
Z2AA T

Input 1
2
Input 2 Input Input

RAMI RAMI
(2x32xW) (2x32xW)

radix-2

Engine Input
RAM 2
radix-2 (2x32xW)

Engine

LFSR

Input
Generator P

RAM 2
(2x32xW)

Jgl 2. MAE 64-point SSEN HE XTI 25
Ctolof 12
Fig. 2 Block diagram of designed 64-point SSEN
Modem

A4 A8 e RAM M3t SSEN ¥
L R

dHE = ANEge *&%%%(samphng rate)ol|

o H2ol o g

7Y % RAM W3 & 92 RAM W3o] A9}
vP7HA R Startp A1 59 S 0A ek wEbA
%% RAM HW#H+= Startp 259 ;}7101]74 falling
edge)°l 4] SwapE o0 71t} &9

SwappingS 3 dlolg e s J3FS WA &
3L radix-2 H%H gto] Aakate] oJsA AEE dlo]
HE A&sA Agslisa Al & WAadae
radix-2 HE|ZZolo A AHeEE dolHES A4st
7] $18iA] AHg-ET

Smpl_Clk —‘ \—‘ \_‘ \;

Startp
Smplin_addr[5..0] OXFF 0xXX 0x00 0x01 X
Smplin J{W-1.0] X Tox X X Tox00 Toxot X
Smplin Q[W-1..0] QouF X Qox00 Qont X

Smplin_we

Address 0x000l1 12| 1Q EIOIE} /

a3 3 Mg wE Efolel &
Fig. 3 Timming charts of inputs

SSEN W&z i uidatd o) 2
oWEZEY wx 2 7] AAA BAE F A= 10
DCI781& #As7] $1ste] dole] % =AY
Saatolor Ak AT 2AAY PES Age
AXAl oW E29 2 LC, DC7F 2ASHA] &5 A



o wery

F2 AT A Y SueFel B A7

G2gl FAgol Aoy FES HEZToulF ol
Al FAAAS 3] dell AR R wAALS 3
F7] Aol kAt 2ALYHY S lFofopet gt £ =
FoA o] &dtAl H& radix-2 WEZTole] Aty
AL A (5)9 2t

|XI}|: "ToJr 'T1| = |x(]\+ ‘Tll <1

X |=zy—2,) - WPl=lzy— 2,1 < |3yl + |z, [ < 1

2 =ZoAE OFDM %4 1d& F4 LAN Al
g3 A 74 LANe| A48 SSEN W8z Al~
85 AAstE ®3 simulation A%< & WA
Matlabg o] &3}t

OFDM 44 112 =4 LAN A|~®3 277 =
M EAA2E A= PLCP Zady 71x2 zte=
olE] Zd& o] &AM F4lE skA ok F41H
dole Z#H el PLCP ZE| &2
7] F4& A8 AR&E™ SSEN ®iEzx o
P WA d=EEE dolgolt) weld B
= 4714 PLCP Z2|1&9] Short sequencest
Long sequence®] HloE S o]-&34 SSEN W&
Z dugFY diHe Matlabs 3 Ao
5‘5?} random WEHE FIA I %1 He drE
A2 A7e|A Synopsys toolS o]&3 Al Ed oA
S Z) AFsul § 2% SSEN WHEZ dugs
o] dAsks AFer] HalA AFEE Short sequence
9} Long sequence #< YWERNI Ut}

o] @y wWEe AA AdA  AAsiHd
QPSK/BPSK/x/4QPSK Aol BZ=% 4749 B
A3 E(complex constellation) & 2t QPSK/BPSK/
7/4QPSK AE= ARSIt ol WEIUIR W
84 Synopsysel 93 & ZIth

N

ol

E 2. Short sequence®t Long sequence Ci|0|E
Table 2. Short/Long sequence data

Data coefficient(64)
0,0,0,0,-14, 0, 0, 0, -1, 0, 0, 0, 1+, 0, 0.
0, 1+i, 0, 0, 0, 14,0, 0, 0, 1+, 0, 0, 0, 0, 0,
Short . .
0,0,0,0,000, 000 I+, 0, 0, 011, 0
SqUENce | o 0, 1+, 0, 0, 0, -14, 0, 0, 0, -1, 0, 0, O
1+, 0,0, 0
L, 1,-,-1, L1 -1,1-,111L1L11
Long | bbb L L eL L L L0
L Lo, 1A - 1L L L L L -l -
sequence |y o, o, 1L, L, L L L L L - -1, -l
-1 1
a9 29} Zo] AAY SSEN W&EZ Fxof fsh
A B o)A 18 4o Je it 218 4ol 28us
oA dlolEl7} Aol EYHOZA Tho|xel F

z9] 1% FM LAN A2 Ag&Ee] 36 us B
0

ol FdHe & 4 9laL, LFSRI9]

File Edit Marker GoTo View Options Window Help

Dl ] &[] wsfo (=] [ | <[+ * [Pl 8l1]
ol e s s
ITERDHOLD o 5
ITERDISTARTP 0 ]
ITBRDFWD |
TBRD/SMPLIN_WE |1 |
{TBRDSMPLIN_ADD. 0o o1 ['o0 [o1 [0z [03 [0s [05 [06 [07 [0 [ 08
B TERDISMPLOUT A.. [[z0  |fsF] 0o o 00 [ o1 [0z [0s [0aos [05 |07 |08
» [TERDISMPLIN_I(15:0)[FFe4 7] cAgs 77FF |caes|pses [ 1E6¢ [0zE2 [10DC 748 | 02cs [FAAD|oFDE
B TERDISMPLIN_Q(15.|[FFEE |[o° 6425 0000 6445 [co70[FD01 [Fao [ 148C [040s | FeDB [FA4D| B30
B /TERDISMPLOUT_I(1.J[ FFFD XXX FFFz_|FFF7|FRF2|FFFS|FFF7 [FFFE
B /TBRD/AMPLOUT_G(.{|FFFF KK FFFS|FrFa|FFFa]FFFa|FFFF |FFRF|FFFE | oooo [Frro bR
Sl s =
Ready Time = 10000 (Wif-16  |Wic=15  |Sel=1

a2l 4, ASo bl MME Zad AMS

Fig. 4 Generated output following input
Eg oleg How mol FEIH AAE FA
e AL BekATh 2eln BEGIA AAGL
A= FFT Z2AMA 9 dibA e A7) 32 usE
=3k glaqr
v.d 2
2 BANzE Aole] wAsE 43 Ad

1031



=5A] A7 AbE

Foe S ABA, AHSREE dolE T,
a4 9 =d7 5 vl wAsa Qe 71712
HHES AAe] Astel W =RelE BISA

AH-5E= OFDM(G.8GHz), 24GHz (ISM) tiele] W
S

Bz 280s Fdg glo] 8TFH= Bluetooth,
OFDM, Wireless, NFC, WiFI ®&x < ug]Ed o
A 71T F2 ol &HY dolxelel 725 Al
&M A2 SSEN ¥z dugFe o] 43 Mix
T2E A 448 SSEN Wiz 72
g¥ok= IEEE 802.11abx FE¢t] o8k s Fa

LAN A2el3} 74 S 2] MEZz T2 440

W, AWEEE 3200k A SRS T .

7% AzRel A%, ISM oA ALgEE A2
W1 4Bt A 5 oA werel glol
RFgol A o8isg gtou), ¥ =i wuzyol
Mol AmE 2uEe FaAon st H4H
A A OR, AT ANAE VS 5 JES

sk
a8eE ISM ti9el AH§HE BPSK/ QPSK/
7/AQPSK WEE AL Bl Tbsele BE
Qo AT SSEN WHE Aol ZzANE 24 B
Aol AgHA FEAY B F5AL oA
£3480) 3, QHIF AT AT TS 5 ATk

f =

[1] Bluetooth, “Update on the Wireless Link for
Mobile Computer”, May 8, 2000.

[2] Wireless Portable Devices, “World Market for
2G, 2.5G, and 3G Devices and Connectivity to
the Wireless Internet’, Allied Business
Intelligence. 1Q 2001.

[3] IDC, “Burgeoning Bluetooth”, April 2000.

[4] Test Mode, “Specification of the Bluetooth
System part 1”7, 2002.

[5] Draft Standard, “Wireless LAN Medium
Access ControlMAC) and Physical Layer
(PHY) Specifications”, IEEE 802.11, July 1995.

[6] M. Gude, "Concept for a High Performance
Random Number Generator Based on Physical
Random Phenomena", Frequenz, Vol. 39, pp.
187-190, 1985.

[7] E. Biham, A. Shamir, 'Differential Crypt-

1032

analysis of the Data Encryption Standard",
Springer-verlag, 1993.

[8] E. Biham, A. Shamir, "Differential Cryp-
tanalysis of DES-like Cryptosystems", Adv-
ances in Cryptology-CRYPTO'90 Proceeding,
Springer-verlag, pp. 2-21, 1991.

[9] R. Gottfert, H. Neiderreiter, "On the Linear
Complexity of Products of Shift Register
Sequences’,  Advances in  Cryptology-

CRYPTO'93 Proceeding, Springer-verlag, pp.
151-158, 1994.

0] 239, 8, “WEseiols Ui Sy
ot i SPN E594357, A=AAEAIS) =
A, 64, 23, pp. 171-179, 2011.

[11] 3%, /\Eﬂ’-‘—‘,, “VolP =St #¥
Y@ B, SAAEASE
pp. 385-390, 2010.

Fo7)eo
#XA|, 5@, 4%,

XX 27H

X 22(Woo-Yeol Jeong)

19824
s
1984 Zgojsta vjstel At
IHZBFAIA})

e Z*XP?‘M(%ZL%})

OJ “"HH Shal A X}-—l—?)‘]ajq.(:g—

0| M (Seon-Keun Lee)

19954
| SFAL)

1997 %%EH@E e Az

AB3fstn  HAx}pFF(F

2003 1o 8k ;szw qu}.usmr (28
2006L4~2008Ld S DA R e R e

olF BN, dBA L, VLSI A7



