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Design of Security Service Model in Dynamic Cloud Environment
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Abstract The rapid development of cloud computing and mobile internet service changes to an mobile cloud
service environment that can serve and pay computing source that users want anywhere and anytime. But when
user misses mobile device, the respond to any threat like user's personal information exposal is insufficient.
This paper proposes cloud service access control model to provide secure service for mobile cloud users to
other level users. The proposed role-based model performs access authority when performs user certification
to adapt various access security policy. Also, the proposed model uses user's attribute information and
processes before user certification therefore it lowers communication overhead and service delay. As a result,

packet certification delay time is increased 3.7% and throughput of certification server is increased 10.5%.

Key Words : Dynamic Cloud, Security Service, User Authentication

I
i
o
&
Rl
)
=
e,
N
N
il

>
>
op
ofr
ol
2
~
fins
1o,
o
fincs
1=

o

—

1. N2 PC
1

T ARS; AL el wheEh AREE HEE g0a)
]

A
o] =2 20124 FA7| AR5 FA skt ay 2 ghedsto] JEUl 7 2ukd FAl 7eke] 71
e P2 Aaw Ad ahel IT 4918 Aul A2 AZska gov] /19 Pev 7]
WA A A (e-mail: bukmunro@mokwon.ac.kr) e B

H2=2l20124 119 159)), AAekE 220124 119 309)) Aol Aol 7Aooz A FAL ZRIagod

35



as a Service), PaaS(Platfonn as a Service), SaaS(Software
as a Service) L9 2 F2}9-&5 AU 27} BRE S2
= Auz 50| wet 7R3sl AdE R JdEsh 4
B, whike] v 5o EREo] AuAayal gl
Huty Fehe-= AFPOAE ol F AHEAE ia}-r
T AFE AR o3 Ao dF e ARE
A FFE7) fEiA AW S Au[2e] Q1F
A 2=8E &gsto] o]F AMEALE QlFEkal 3l
2 5

= BREE oF e} A o %

ki
off ofN

rﬂ
o [+

e | ) %E}O = /\]-Q—Z]—ﬂ- R

_‘

el FeHE wek AusE AR BhE AgA
A AT AR Febgs ez A2 Ao w
D2 AT, At BAL A7 ko] AFE
AT ) G AT 0 AAL AT AET A
of Sjg7]ure] HEAT FelE FATT, EF, A w
Ge AbgAte] £4 AR ol gate] ALEA AF Aol
3] G FA LSS D Au|2 st e

= 7

oLl

2 Hek Aujs BElE A
Dol th e 7tE

o] =9 AIE gofsta &
At

FE AFEelA = 71

A 3} o] AR} AUl 2]
FrHoR AFEL, daaf, HER HFE,
B AnfEE 59| [T 7)7] 53 22 Ze}o

QAo nAhs FFY AT gt

L= THSlol ArE Al

2SS A B el] sl =7k et M
we] Tl 5] W), HlolE

Hl g, ZxEgo] )

Hg 5 A Mg A E 29 5 9, ol
A AL o $ sl 3 3
& PCol A58 WY A4S ez gof ow

sl AR} E4T FE 97

o5 Muje]l Apsgo] A% 7] wtel bt

dellM =

t-’a\ o3 ‘\3_5—
Ly sl =
A28 IT=

(0l U A2e J\@\‘/\
8

Hot E3
SH HYIA Wl
OIE4l QIEI
AUl B A MU 2 B A
(Connectivity) (Identity)

a2 1. 222 Hd
Fig 1. Cloud Concept

H &k A
IE SURE BUE AU

36

EEEI=Wl-
HERI

7

S
e
\_ VESETES %Hﬂli
0b 0%
- L SaaS Y.

i ©

Ll l'\-l
forod

1= ()

2N A~

1=



S 2R 2ol HEst Hot MH|A HE M7
A ARE B F dx, A 3309 Aok 53 2y e
CIHtOIA 1 CIBfOI2 2
F glon Al otME zpalo] e BA B A
BT 5 Ak A AL AR A A sz
B &g 5w, AE o7l B AR o] &l 3¢ %
2rhsate wHE Al ot By
. N CIHtoI £ 3
Fhes HY B RN SAske) A sl oo
o] H= 7t 7lee g e ARl gH| SelM & oo ot
A AVEE A = BRSO npx] g2 Au| 3 o)y} 2718 CIBtOIA 5 Cldtol2 4
A]E Ol Al A oE 2~ o] Hul= DHIY 22RE FEE
AAE AAANA Q55 S e die] AHE
A B AANA uAT, udE guAY Fed 4 O8 2 2t 32RE P4
© 9tH2] Fig 2. Structure of Mobile Cloud
AN .

2.2 HHIY S2RE

miel Fehsis Ty 25} o 71 FehE A
ol ARl ol B AT Auls FeeA 2
e AFYS A B o R B B
2E 0 LAAAE Ao Azwolt)

20124 A A AAHoR wrkel Fohge Auls
HA%AoR FHST gor], TR R
B9 193 AR FHOE ke Fee] w)

FoH9-E Au27t 7

2 okl Fee Aus el Fekes
Al o] AREAL Au s sl Bk AR BE
T FEEE U 284, RZES ] gold s 8 A

A2, AR 2T Compliance 5 tFFe - Eof o

ol

>

2 2 ol rlo &
ot
r\l r-|—4
o
b
=
Mo
[l
jus]
=)
e

dromox W
o
at
S
42

) oat7|HFTL JHOIAMS o|25}
& A7} XLH 7 9k 3. ﬁ;7|o._J-f 7Ho._—.c:|EMO|o._
= c
wke) Zebem AFEE Wl SEAu s S 222 E 2ot 28 47
2 1)-0] u} Q Hlo] ZHglo v AL -
o} Butdd v ARgAbe Al M 7|gke] Seke-= A o] Ao AnEZT 2o F7)7]E o] L5}el
E]}\Hv}_\_vE_'_Z:ﬂ_—‘—“]DHO]I;}-ULE_ e = OJ:_. -
g A aE ATEn e HEEE TR FHEE gapen aque) g4 Aulag olgsel A2 e
AN st Ae TR AAE ofulael]
1. ZHY SeeE E4[1]
Table 1. Character of Mobile Cloud
7130 OS HIBSER! ZHY S8 JHY Z3HE M3
ZHY Hafo] S8 AR SHA(H/W XH, 0S REZIE|, S&)S oiLil AAHAR XFotn AFSX} QIABASO)
MH-ZHIY et 7t SR Olad ¥ Y ME
DHIY SH-MHZE AF/9H 7S HME
THHIY S2RE o 3 MY Hot JlE
Y 2 2R 4 o0|INE Jis
K (A 1| oy omo= St =i A
oujel ciakciat 71 Salec THA(EE 2 HW XHA)SRE st E3E 718
Y olsdo| mE HY 2t 22RE XS MY TIE
HE 7t SRE 74 HEo| oY EE Jls




YLopy Ny,

HeyEeree
Oicio 52 23

21 o
HAE agx
MEA 2N o2y

33 3. ZHIY SARE SFE0M2 &2

ule] Fahg-t Wk Al Ag AHAE A <
T NG Febs- Al

A3t A
Ak,

=R =I KN

= A AT AN

St (319 3147 AH8ATE mHkl

= UEAQ] Het AEE

7]

jus)
-
S

RO =
e
(M gy
ki)

an)

F

2
o ko
rﬁ&rﬂ$
ool _‘UL
X
2 2 x

I
=

~ F

iy
o

o
oo x 12 of o

Azge] 9l w A5 A4)

L Hlég ARHES A5

it

> mQL‘
=)

T of Fitt.

3.2 2ERE Hot 2Y M
AQkE FEHSE wek Ml wale (17 dlsh 2
(19 4% 9% AgAE Beke Fehes w2

A7) flaiA = Hutol X 7]7]9F An] 2 A H Afoldf

o
g

8

2,

°lF Z4= 38,
Sa2M 2%

0lE =mel Sar
DEH=E 23
S E—

o 2

T

Fig 3. Security Problem in Mobile Cloud Environment

38

A2 H Hel RS B3 AR Ad 9 Sl
el M| 25 A3l HEet Azl AR 717
o gk A= ARt} H2A BEAE T AFEA
o QIR HAE AFAHe} Hel= A U] dlo]E]
wlo]2o AgElo] 9= Hre} nuH I T T
Ao FE A9 AR Aol e HulxE
Ageh A BEoA AU2E AFshs AHE o

A AES ARSI ES A, AHgAE A5
7 AN Q1% Aol AHgALS] ASARE Hshe
Aol ohleh e mek A W deleule]ze] X
of gtz AbgAe] Y Bue] AF - F Aug
A% A

B3 Selshs B e S o HA4S
Fo) AlSt BN ZEA /)5 Bal 9
o

AHe]
W =ol Adx Aue] qux x9S Hrsels &

Sl &
e A=t

=

o o

A¢

H 2 il &4 HE
Table 2. Personal Property Information

’GID‘ ID‘A[‘ﬂme

AP | ar |

Agt Belo] A=
7] 814 *}%X}ﬂ

QB =gk An)2 Al
153 el Al

7’
)
5
[
-0,
2,
N,
=
>
ofo A
>
1o
=
ro,
»
llo o 1
Xr
g
ok

CEEBEEER L

Qo) 7t 4B wolFa

il
L
A=

Ark [ 244 @



MH|A ZEl A7

( Claee HorE2 ZA ( 3 )
I Al : 2 @@
@ \=or )
\=2 Sa12c MU~ OHE2I3018 S Hbl~ )
WS AMR R el HHIA =
: issa NG |
i, B o Sy
= il &2 2ot dl&l &
A el ITSAM ()
\_ e s Al AE |Trusl Managerl |Acoess Manager SaaS y
[ ¢ 1Ll ¢ ]
I ITrust Palicy II IADcess Policy I
ok HiE @
el 2 worea
ESTINTES U1~ B AERX| HHM
oIE Y oIE Y &
AHIA B A AHIA B A :‘:
(Connectivity) (Identity) HLE A= ()
T B2APE BB M~
J% 4, A8t QLM Y|He| Z2tRE Ot MH[A ZE
Fig 4. Cloud Security Service Model based on RBAC and Personal Info,
NGl ALGATE &3 FESE TF QA4S ek, 4. T}
D= AR N9 144 JuE bl AR A%
Aulst 5718k 8 ekl dued srsbt g 41 288
gHoz YsU |, APHos Y5 gom 0o o] At mulel Fe9E AolN =il 7]7]
2 UEHIT, Timed AHEAT) SR9E ANAE 2 B ASSHE A8 B8 Fehes SYE An)2o)
FADE e, AP A} ASAMRRE B REE © AL 33 0SS Boke] ALgA
oo Q1% B SR, o 7 Fekes BN AFS FATo M AFA M o=} Aelx A
N AHEAte] g Algehs ks et we] Qs A9e AasEs AL 71E JEe bl
Gl @A A} &3 Fehes 0F Anan, Ake B7kte].
Ao FEUY ARE vehid,
H 4 A A
B3 M2 ma| morxm Table 4. Experimental Environment
Table 3. Access Management Secuirty Information EES T
ARRKZHIY 77]) & 1,000
’ w ‘ Grade ‘ Time ‘ il ‘ or ‘ SA Al o 100
Al 3600 s
_ _ HIH 37| 50 packet/s
[ 3}& 4 uek ) ALgAfe] gt weh g s 2R S0
S Aofsr] A AF AR ATsE ARe] 7t GlolE T3l 27| 100 bytes
4=5 YehiaL gtk DE AREAY] IXAE e #el A 27] 25 bytes
3 Grade= AR P 57 VERATE Time S A} sl o3l 27| 25 bytes
8217} e85 HE|AE 9 H3 A0S e o, pr
£ A AT AN e, D AR o5 LA AR = 7171 A Ay

71719] AHE YR

39

= 1000 0.2 Hgehe] 42 1t AFlo] HAlo]



iipg=tl

SRz

1=

5l

o

ISMH2| 2]

P

DHRI TP 5=
o

100

=

Bated 7)171 248 dle]

L

L

| =2X| ®M2# mMi2
ek A

=

o Zukd

wel 71715 Aol ¢

}

K
yal

N

=
o

o
I

B3
o

NS
)

—

JRAY

RHog 7}

L

L

7HA

=

=

509719] 7]

L

L

AH o] ¥ =7

e]
b
ﬂmO

~

o

.o

N
b
[=t

g 6. 2HKY 7|7]0 ME
Fig 6. Overhead of Authentication Server through

3 ALgAke] Al

of me ez e ez 2

S

o)

el
N

el

bs

Eagu<R

=1
=

ol A A

o o4
bol AbgA)

I3

< F7F

SHA Als

S

]

2 AR
x

4

S

4

4

A
g o
ok ol

=

1=
H

2

Fehe-
A
A+

=

Number of Mobiile Device
o]

2}

L

A7 A= T

ted

A

°

p

L

3t

7

S

I

Al
i

Aol QW= 21%

=
g
=

[}

1

7]
[e)
R

O
i
=

1__

E

71714l vk

SHA LRt

AH o] Mu) 2 Al AIRE

B

Average

o

o]

A

=
R
=

A=
—=

‘ DHoteY =7lEDd

ARz Aujol A A

=

=

AlZHM)
ke 7)7]el e QlsAn e end

[e]

R

stol ALgA} 1% A

AHEAR Al ARl= MR AE AlEsl] o

Y5
25 |

o~
T

B} A= Azt ALgA}el Al Au]

Fig 5. Delay Time of Authentication
(2% 6]

ol
[
r

-

__A_”_

ST,

, pp. 44-49, 2011.
, pp. 14-22, 2011 12¢.

5

3.

it

k)

18
@79 QAR BT o)

g4 21

2
BAR R et AT,

=

e A (R eHE2]) 289 10

A", JEE

Multi-tenancy 274l
o u}

40

Au el Elojejuo) el A%

=

o

]

[e)
Rs

AeAl dgsto]
o oWz =st B 219% WAl v glok

=

o



MH|A ZEl A7

WHe=11 38, pp. 455-478, 2012\ 2.
[] A, 86, "ol a4l A Jwe] B2y oA A%
% R W WAUE, BFYNs1E9 e o |

&, pp. 147-158, 2011a 1€,
(5] A&, A&, “oto] 7 ke fralzzlo) AR AR B

)

3 ZREF A1) 3]=wA 9(10), pp. 133-141,

[6] B, W), "B A Al ze] Hg A43)
2 918 29 9 ABeo A, B Belo| 1 e A
A

i)
a3,

—
J°1'
g
ko]
-
OO
S
=
»—a
L o=

VS BN |

X & 4(Yoon-Su Jeong) (g2l

+ 19933 29 AT st dApAE
EE S

= 2000 2€ : FEUIga Az
Abstal AAL

+ 2008 29 FEUS W A
}\]—6’1-}4- ukA}

=012+ 3% ~ ?ﬂxﬂ
<FHAIEOR> - *d EO} oum

Network Security, ©]%& %415k

41





