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Abstract To resist the relay attacks in RFID system, it is commonly used RFID
distance bounding protocols using the round trip time measurement for 1 bit challenge and
response between a reader and a tag. If the success probability of relay attacks for the 1
bit challenge and response can be reduced in these protocols, it is possible to make an
efficient distance bounding protocol. In this paper, we propose an efficient RFID distance
bounding protocol based on 2 bit challenge and response which is modified the RFID
distance bounding protocol proposed by Hancke and Khun based on 1 bit challenge and
response. The success probability of relay attack for the proposed protocol is (7/16)n for
the n times of challenge and response, which is much lower than (3/4)n given by Hancke
and Khun's protocol.
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