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A Study of Data Mining Methodology for Effective Analysis
of False Alarm Event on Mechanical Security System

JongMin Kim* - KyongHo Choi** + DongHwi Lee™***

Abstract

The objective of this study is to achieve the most optimal data mining for effective analysis of false alarm event
on mechanical security system. To perform this, this study searches the cause of false alarm and suggests the data
conversion and analysis methods to apply to several algorithm of WEKA, which is a data mining program, based on
statistical data for the number of case on movement by false alarm, false alarm rate and cause of false alarm. Analy
sis methods are used to estimate false alarm and set more effective reaction for false alarm by applying several algo
rithm. To use the suitable data for effective analysis of false alarm event on mechanical security analysis this study
uses Decision Tree, Naive Bayes, BayesNet Apriori and J48Tree algorithm, and applies the algorithm by deducting t
he highest value.

Key words : Data Mining, Mechanical Scurity System, False Alarm, WEKA, Algorithm
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Grelation False_alarm -~
@attribute Section {1Section, 2Section, 3Section, sSection, S5Section}
@attribute False_alarms_due_to_the_mobilization {16_or_more, Excess_of 16}
@attribute dispatch_of_the_ohgyeongboyul {Less_than_99, Hore_than_91}
Qattribute Cause_false_alarms {User, System, Aninal, Other}
Gdata

1Section,18_or_more,Less_than_98,User
1Section,18_or_more,Less_than_98,User
1Section,18_or_more,Less_than_98,User
1Section,10_or_more,Less_than_90,User
1Section,18_or_more,Less_than_98,User
1Section,10_or_more,Less_than_90,User
1Section,18_or_more,Less_than_98,User
1Section,18_or_more,Less_than_98,User
1Section,18_or_more,Less_than_98,User
1Section,18_or_more,Less_than_98,User
1Section,18_or_more,Less_than_98,User
1Section,18_or_more,Hore_than_91,User
1Section,18_or_more,Hore_than_91,User
1Section,10_or_more,Hore_than_91,User
1Section,18_or_more,Hore_than_91,User
1Section,18_or_more,Hore_than_91,User
1Section,18_or_more,Hore_than_91,User
1Section,18_or_more,Hore_than_91,User
1Section,18_or_more,Hore_than_91,User
1Section,18_or_more,Hore_than_91,User
1Section,18_or_more,Hore_than_91,User
1Section,18_or_more,Hore_than_91,User
1Section,10_or_more,Hore_than_91,System
1Section,18_or_more,Hore_than_91,System
1Section,10_or_more,Hore_than_91,System
1Section,18_or_more,Hore_than_91,System
1Section,18_or_more,Hore_than_91,System
1Section,18_or_more,Hore_than_91,System
1Section,10_or_more,Hore_than_91,System
1Section,18_or_more,Hore_than_91,System
1Section,18_or_more,Hore_than_91,System
1Section,18_or_more,Hore_than_91,System
1Section,10_or_more,Hore_than_91,System
1Section,Excess_of_18,More_than_91,System
1Section,Excess_of_10,More_than_91,Systen
1Section,Excess_of_18,More_than_91,Systen
1Section,Excess_of_10,More_than_91,Animal
1section,Excess_of_18,More_than_91,0ther
1Section,Excess_of_18,Hore_than_91,0ther
2Section,18_or_more,Less_than_98,User
2Section,18_or_more,Less_than_98,User
2Section,10_or_more,Less_than_90,User
2Section,18_or_more,Less_than_98,User
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Relatio m  alar
Instances:
ttributes: n
sertion
False_alarns_ue_to_the_nebilization
ispateh_of_the_shajeongboyul
Bause_false_alarns
ssaciator mdel (RULL training set)

apriori.

Hininun supports B.1 (38 instances)
Hindnun netric Confidenced: 0.9
Hunber oF cycles perfarned: 15
Benerated sets of Large itensets:

Size of set oF Targe ftensats L(1): 11
Size of set oF Targe itensets L(2): 20
Size o seb oF Large ftensats L(3): 9

Best rules Found:

. Gause_false_alarms-liser 171 == False_alarns_due_to_the_nobilization-10 or_wore 11 conf:(1)
Cause_alse_alarmis=Systen 189 ==> dispatch_of_the_ohayeonghoyul=tore_than 91 18 can:(1)
dispatch_f_the_ahgyeongonyulHore_than 91 Cause false_alarms-lser 8 -

conf(1)

conf{1)
conf:(1)
X conf: (1)
dispatch_of the nngylnnunnwl <Hore_than §1 89 conf:(1)
. Fallse_alarms_due_to_the_mobilization-Excess_of 19 47 = dispatch of the shayeonghoyul-Hore thar (1)

. Section=5Section Lalse_False alarrs=User 4 == False_alarns._due_fo_the_nabilization=10_or nore 13 umf.(ﬂ

. Section=dSection Cause_False_alarns=User 1 ==> False_slarns_due_to_the mbilization=10or yore M1 canfi(1)

. Section=2Section Cause_False alans=ser 38 == False_alars_due_to_the_nabilization=1_or nore 38 conf:2(1)]
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Relation: False_alarm
Instances: 208
Attributes: b

Section

False_alarms_due_to_the_mobilization
dispatch_of_the_shgyeongboyul
Gause_false_alarms
Test mode:16-fold cross-validation
--- Classifier model (full training set) ---
Ju8 pruned tree
False_alarms_due_to_the_mobilization - 16_or_more: User (251.0/80.0)
False_alarms_due_to_the_mobilization - Excess_of_10: System (u7.0/18.8)
Humber of Leaves : 2
size of the tree : 3
Time taken to build model: 8 seconds

Stratified cross-validation ===

--- Summary ---
Correctly Classified Instances 200 67.1141 %
Incorrectly Classified Instances 98 32.8859 3
Kappa statistic 0.2835

Mean absolute error 0.2248

Root mean squared error 0.3358

Relative absolute error 83.618 %

Root relative squared error 91.8471 2

Total Number of Instances 208

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure ROC Area Class

L} L] a L] a 0.882 Animal
Weighted Aug. 0.671 0.396 0.617 0.671 8.601 0.63
=== Confusion Matrix ===
d <
171 a 8 el a = User
88 29 8 B8] b =System
[} u L] el ¢ = Animal
8 14 L] el d = Other
(718 10) J48 cross—validation
2 =goA A48dE 25 71HE st o AR
o] & A¥ HF7tE 93 AXRZ= TP(True Positiv

1

e)9} FP(False Positive), FN(False Negative), ~12]
Recall ¥ Precisiondmf ©]-&3}%t}. TP <ju]=
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& on|gth Recall?} Precision® 215
3 7

F8-2
W oSk 2 14].

R

N

o

f

]:/\6] —

Recall = ———— 3

TP

Precision = TP FP 4)
Zy 3] w5 A gt 2= v
Fagesy

WA Decision Table9] #/F7|HS BA HH W
EKAY] ClassifyE ©]-&3] Decision Table -X 1 -
S "weka.attributeSelection.BestFirst -D 1 -N 5"
£ olgd A (27 103 2

=== Summary ===
Correctly Classified Instances 200 67.1141 %
Incorrectly Clasgified Instances 9 32.8859 %
Kappa statistic 0.2835

Mean absolute error 0.2287

Root mean squared error 0,3359

Relative absolute error 65,0338 %

Root relative squared error 91.8662 %

Total Number of Instances 298

=== Detailed Accuracy By Clasg ===

TP Rate FP Rate Precision Recall F-Measure ROC Area Class

1 0.63 0.661 1 0.81 0.654  TUser

0.266 0.093 0.617 0.266 0.372 0,349  Systen
0 0 0 0 0 0,882  Anipal
0 0 0 0 0 0.923  Other

eighted dvg. 0.67L 0.396 0.617 0.671 0.601 0.632

(Z29) 11) Decision Table

}2© 2 Naive Bayes® #7718 BAHHE W
EKA®| Classify® ©]4-3l°] "Naive Bayes'&
Ags AneE (29 12)9 2

=== SUmDArY ===
Correctly Classified Instances 178 58,7315 %
Incorrectly Classified Instances 120 40.2685 %
Kappa statistic 0.161

Meen shaolute error 0.1894

Root mean squared error 0.3101

Relative ahsolute error 04416 %

Root relative squared error 84,8187 %

Total Number of Instances 298

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure ROC Area Class

0.848 0.598 0.656 0.848 0.74 0.766  User

0.303 0.233 0.429 0.303 0.355 0.662 Systen
0 0 0 0 0 0.889  Anipal
i 0 0 i 0 0.904  Other

Weighted Avg. 0,597 0.429 0.533 0.597 0.554 0.736

(29 12) Naive Bayes

(79 13)S EWH BayesNetd &7 7|Ho2 WE
KA?2] ClassifyE ©]&3] "BayesNet -D -Q weka.c
lassifiers.bayes.net.search.localK2 -—— -P 1 -S B
AYES -E weka.classifilers.bayes.net.estimate.Sim
pleEstimator -—- -A 05" o|&3 Aot}
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=== Sumnary ===

Correctly Classified Instances
Incorrectly Classified Instances
Kappa statistic

HMeen ehsolute error

Root mean squared error
Relative absolute error

Root relative squared error
Total Numher of Instances

=== Detailed Accuracy By Clasg ===

178
120
0.161
0.1883
0.311
70.0107 %
85.0451 %
298

TP Rate FP Rate Precision Recall

0.848 0.598

0.303 0.233

0 0

1] 0
Weighted Avy. 0.397 0.429

(1%

0.656 0.848
0.429 0.303
0 0
0 0
0.533 0.597

59.7315 %
40,2685 %

F-Neasure
0.74
0.355
0
0
0.554

13) BayesNet

ROC Area Class
0.765  User
0.66 Systen
0.89 Aninal
0.905 Dther
0.735

g8 BEF 7]¥8-& Decision Table, Naive Baye

s, BayesNet 18|31 A% &7 7|H o= J48Tree
duESS AL39L <E H>E dugsse
283 g2 A e slolth
<E B> & 7MY 9o 23
Classif Preci
. TP FP . Recall Class
ier sion
Decisi 1 0.63 0.681 1 User
on Ta 0.266 | 0.095 | 0.617 0.266 System
0 0 0 0 Animal
ble
0 0 0 0 Other
0.848 | 0598 | 0.696 0.848 User
Naive | 0303 | 0.233 | 0.429 0.303 System
Bayes 0 0 0 0 Animal
0 0 0 0 Other
0.848 | 0598 | 0.656 0.848 User
Bayes | 0.303 0.233 0.429 0.303 System
Net 0 0 0 0 Animal
0 0 0 0 Other
1 0.63 0.681 1 User
J48 0.266 | 0.095 | 0617 0.266 System
Tree 0 0 0 0 Animal
0 0 0 0 Other

o] FolA EF Aol i AFAE BA HH

> AL Decision Table¥} J48 Tre
22 7S YER oY Mean absolute error,
Root mean squared error, Relative absolute error, R

oot relative squared errorol*] Decision Table®E.t} J
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