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Integrative Security Model Design for Academic Affairs Database

Yoon-Su Jeong*, Seung-Soo Shin™

2 o HT % 4%“ Alareh AA a2 P2 A tietede ARske FAlska glou MRS HR
3 AT wRiE S8 FEE0] b HlolEuo] 2o A Eo] glof Tof wE BE o] Fasitt o] =&
ol A= At ﬂolEMlol* Tl ARS-El= DBMSS] Ao, 71, A4 TRl KoL So] RS o
she] Ao Agst sha}b dlolEHlo]A B3 Hol mEle Alotslith Aot e Al 4 tfstEo] glo|guolA B
ob AlES &8stal QA 337 o7de 12fste] DBMSZL Algshe 7Ie R R Hekol 7P Sy 84l WA 5
& TSk Al ke AAERaL ok

ZFHO : sk st dlojEjElo] X, 1ok mel

Abstract To improve educational excellence and quality, academies carry forward integrative security model
related to academic affairs including personal information. This paper proposes an integrative security model for
academic affairs database, which guarantees DBMS access control, confidentiality, integrity, and security
inspection. This proposed model considered that most academies can’t make good use of data security product
and suggests a detailed measure to realize the confidentiality based on the function of DBMS.

Key Words : University, Database, Security Model
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Insert into etchjdb.sngj_trigger
(vy, shtm, std_no, shjt_no, clss_no, inpt_dt, bf_rec_grd, af_rec_grd, flag)
values
(old.yy, ‘old.shtm, :old.std_no, :old.shjt_no, :old.clss_no, to_char(sysdate,'yyyy-mm-dd hh24:mi:ss’), :old.rec_grd,
‘new.rec_grd, 'A’);
end if;
end;
5. A= [2] KISA(2009), “Explanation Document about
Technology and Management Security Follow—up
H< diste] sl Al QIEUL Aul2~of ) Bl ) Measures of Privacy”, Korea Internet & Security

E &5 T8 45 Az N T3 2 3 A B] Agency.

o] BAA Wskes oAl ue H FAEZHE 3% [3] B. S. Kim(2009), “Database Security for Privacy

Q1 Whe-S A3 & wHA WS W] E3 Bkl % Protection in Education Information System”,

Ho| A= Fo] 7MEE A gl Aol Aot} £ = University of Seoul.

o= digte] olg A oAWE aste] gHAH [4] ITFIND(2008), “Report of Cryptography Use

B3k 1} A4S Huig &3] ShAL dlo]ElH[o] 2~ Activation”, TTFIND.

o] Bet v|jE AL ditslal HAselr] 9% d8AF 6] H G Lee, S. M. Lee and T. Y. Nam(2007),

dloJe o] §3F Hot RS Aokttt AbE X “Database Encryption Technology and Current

g2 A} glo|El o] 2o et A BAl, 7|EAdT T Product Trend”, ETRIL, Vol. 22, No. 1, pp. 105-113.

A4 2 wok 7} 59 7% 242 7IX|9, glo|E]uo] [6] NIS(2010), “Security Requirement of DB Security

~ Hol A EL /\}__Q_{s],l: Aol 18x] B3 AoE Product”, Natinoal Cyber Security Center.

Fo] AAFo =M 7 gEtso] o7l w= e A [7] TTASKO-12.0064(2007), “A Guide for Database
sle] BaE 5 QR }gﬂ\;} 5 Ao A= Aot Security”, Telecommunications Technology
welg FHste] 7 ekse] A4 nek ndg £9% Association.

EDE [8] A. Shulman, “Top Ten database Security Threats”,

IMPERVA
[9] CPNI(2008), “Understanding Database Security”,
X 7 O 5 Next Generation Security Software.
== [10] DISAQ004), “Database Security technical
[1] KISA(2009), “Database security audit log Implementation Guide”. DoD.

Specification for Personal Information protection”,

Korea Informatino Security Agency.

240

[11] E. Burtescu(2009), “Database security - Attacks
and Control Methods”, Jounal of Applied
Quantitative Methods, Vol. 4, No. 4 pp. 449 - 454.




that stA} o O|EfH|O|

A S8 2% 29

nx

A

[12] H A. Afyouni(2006), Database security and
Auditing, Course Technology.

[13] ISACQ, IS Standards(2009), “Guidelines and
Procedures for Auditing and Control Professionals”.

[14] Oracle(2008), “Oracle Database Security Checklist”.

[15] V. W. Marek(2007), “Database Security Issues’,
University of Kentukey.

[16] Yoon-Su Jeong, Seung-Soo Shin(2012), “Study of
Compare Research Analysis of Security Present
Condition in University Academic Affairs Database”,
The Journal of Digital Policy& Management, vol.
10, no. 3, pp. 113-120.

x4+

- 20000 24 : FE ek dieky A
A A o] gHA AL

- 20084 29 ¢ FEuIsh digh A
AL 2}

- 2000 89 ~2012 2¢ : gt
A AEA T AYATY

- 201241 38 ~8A) - EYdista A

A

of>

- IFoF  YEY AR USN, 2=
nlEZLE,

- E-Mail : shinss@tu.ackr

241




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


