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1) the desire by each of us for physical space where we
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accountability and the attempt to control the time and
manner of disclosure of personal information about our-
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Abstract

Personal Information Detection by Using Naive Bayes
Methodology

L% . ko
Namwon Kim - Jinsoo Park

As the Internet becomes more popular, many people use it to communicate. With the increasing
number of personal homepages, blogs, and social network services, people often expose their personal
information online. Although the necessity of those services cannot be denied, we should be concerned
about the negative aspects such as personal information leakage.

Because it is impossible to review all of the past records posted by all of the people, an automatic
personal information detection method is strongly required. This study proposes a method to detect
or classify online documents that contain personal information by analyzing features that are common
to personal information related documents and learning that information based on the Naive Bayes
algorithm.

To select the document classification algorithm, the Naive Bayes classification algorithm was
compared with the Vector Space classification algorithm. The result showed that Naive Bayes reveals
more excellent precision, recall, F-measure, and accuracy than Vector Space does. However, the measure-
ment level of the Naive Bayes classification algorithm is still insufficient to apply to the real world.

Lewis, a learning algorithm researcher, states that it is important to improve the quality of category
features while applying learning algorithms to some specific domain. He proposes a way to incrementally
add features that are dependent on related documents and in a step-wise manner. In another experiment,
the algorithm learns the additional dependent features thereby reducing the noise of the features. As
a result, the latter experiment shows better performance in terms of measurement than the former experi-

ment does.

Key Words : Naive Bayes, Document Classification, Personal Information, Privacy, Security, Social

Network Service

*  College of Business Administration, Seoul National University
** Graduate School of Business, Seoul National University
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