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ABSTRACT

The mobile Virtual Private Network (MVPN) of Intemet Engineering Task Force (IETF) is not designed fo support NEwork MObility
(NEMO) and is not suitable for real-time applications. Therefore, an architecture and protocol which supports VPN in NEMO are needed.
In this paper, we proposed the cost-reduced secure mobility management scheme (CR-SeMMS) which is designed for real-time
applications in conjunction with VPN and also which is based on the session initiation protocol (SIP). Our scheme is to support MVPN
in NEMO, so that the session is well maintained while the entire network is moved. Further, in order fo reduce the authentication delay
time which considers as a delaying factor in hands-off operations, the signaling time which occurs to maintain the session is shortened
through proposing the hands-off scheme adopting an authentication method based on HMAC based One Time Password (HOTP).
Finally, our simulation results show the improvement of the average hands-off performance time between our proposed scheme and
the existing schemes.
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v=0

¢ = IN IP4 sip-nvg@hs.vpn.com

a= URIlist: <sip: cn_1@hs.vpn.com>port=6600
ID = 132387 sre =sip : mn_1@hs.vpn.com

a=URIlist: <sip: cn_2@hs.vpn.com> port=6868
ID =327623 sre = sip : mn_2(@hs.vpn.com

(3%l 8) SDPaiIM 2712] CNE =gtst URI =52 ofl.

SE3lof stttk

o]F o] SIP-NVGE AlA HojEo] wahd Eukd
EQI o gle MN9 43t oFE A|Isith
SIP-NVGE EE JgdZe AXE B33 g8 e
CNS reINVITES] oF gch 28 o] #42 FA 33
of et A2dy wiAlR9 dele] # & 3
SIP-NVGE A|19" WS =S Z0]7] $l&], CNE2
BE d4F4E URI 559 ZAsith o]F URI 552
Shte] INVITE WA Aol AWt]= ¥ SDPol| <jsl A4
Hr

(1% 8)= SDPolA URI &&9] o2 HAZET) re-
INVITE WAIA= SIP-NVGE] Al 92 F4& X33t
Atk IR SIP Proxy 12 HUXIth o] % SIP Proxy 1
2 8520 A &9l Fge] = SIP Proxy 22 W
AIAE FH-Esith

URI £20] 23 INVITE HIAA S Ag @2 SIP
registrare B CNEl 7] ZH2F INVITE WIAIA & A

)

o

rl

>.

=
=
=

5

s
s
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=20 -

Client Server

Request

Secret nonce Secret nonce

Challenge

||
digest (nonce)
No

Request

Client
= unauthenticated

(digest)
Yes l

Client
authenticated

(3% 9) HTTP Clo|HAE ¢IF

User Server

Secret  Counter

Secret  Counter ks .
ks c l l
| | HoTP
Algorithm
Hotp

Algorithm

Request
| qu User

unauthenticated

(Call-ID with HOTP
password) Yes l

User

Response
authenticated

(200 OK or
401 unauthenticated)

(3% 10) HOTP SIP 21

t}. CNE2 A4 A4 o] = 7399l SIP registraroll Al 2
= HIA1A](200 OK)E A5t o] H gk 7 |
oA et Al ™ wAA L] o] F F gloH, o
ANTEE QW =g E0)7] Y8l v S H WARAE
-2 SIP registrar= CNE9 EE 4 45 URI 55
of F7kate] Aggiet o] % URI 552 5luho] Allocate
Resource @&l xFF o] ALGY) Xd gt} Allocate
< W& ALGE URI 559 93] 9%
231 5 SIP registrarol 7 Allocate Reply %
HAA S ALdth 1 thS, SIP registrars SDPo] URI
E5o] x3hE she] $§ HAIAE SIP Proxy 12 A4
it}

AIFEE CR-SeMMSE ZHzhe] &4 AlAdS 153
Sl8l, (1% 1003 22 HOTP SIP 915 WS A9 &kt
HOTPE oWIE F7|3} 49 OTPAY S2FoEM
o WOl AME4o|AR FEIAE AFS FYsit) F
Zlo]AE S} Q15 AW Zhl] F718H8 Al kst FLe

=

INVITE sip : mn_2@hs.vpn.com SIP/2.0
From: <sip : mn_1@hs.vpn.com>

To : <sip : mn_2@hs.vpn.com>
Call-ID : 238730@hs.vpn.com

Cseq : 43 INVITE

Content-Type : application/sip
Content-Length : 0

(3% 11) HOTP 2 ID(CallHd)E =efst SIP HAX|2] of

J A AREAF Al B
(challenge) /\}&X}% HE AMSEtY Ak A
Atk o714 Yee 29 #S 438 ga9sg &

wate] AREA}F Q150 -’Fﬁﬂfﬂt‘r. oAZ AeE A3 T
wel Aedeolas o= sk mebd o B Aad
g Algo] I A ID}. MNo| Zuld YEYT o
29 u) SIPNVGE MNS YeRf & ¢l B3k Bot
JEE A AFgh (I8 )= SIP HAIA S
Call-ID o] HOTP &g &[5]el <Jsl A a2
To] & HojFErh

Diameter SIP 3-89l 41 2] Diameter ™ = (MAR/MAA)-S
AS WAIAE Hested ARtk AJ1EE W=
g Zo17] $lsl 7+ Aldel sk Het Z4E—L— ahte]
MAR/MAA W AIA] o]l gt oA M E St3he
oz e AAel stk A& ¥l 10}04 MAR/
MAAS] Diameter 315 Well )= Command 22 Lo o
okH HIE Mg AR TOZ shesith wEkA, HA SIP
Proxy 2+ Diameter A7} A& 153 SsHE
LAY MARE HHith °]% Diameter A¥+ Call-Id Oﬂ
ETE A2z} AtE A2 E vwsle] ALEA}
o] EE AFt) F kol 22 7%, Diameter A1H
T o W As4o|aR AR ASEAE SR
Diameter A1¥& <15 Blo]E]E <18} SIP Proxy 2°]
Azt Y Q1S ARE YT AMe] 4T
5™ Diameter AWM ©] Aol tld TGKS}
MIKEY ¢ %S AAsich o]F MAAE 7} A4 ojgt
RE 89 A3 F=E HAsA Ak

SIP-NVGE IEHle] o] 8§54, SIP Proxy 2
=AY RS E 8 FE3 A S dslof gk &
A, SIP Proxy 2= ALGOIAl 7F 7135l el tste

el

b= QlE{Hl HE S| (13739)
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b H|2A 20| obME} 0|SA M| 7|

SIP Proxy 2

MN SIP-NVG SIP Proxy 1 Diameter Server (SIP registrar) ALG o

Regisfration to SIP regis{rar

INVITE
L_with 3 URI list INVITI
with 3 URI list

MAR

MAA

Allocate Resource
with a URT list

Allocate Reply
i with 3 URI list
with a URI list

200 OK
with a URI list

200 OK

ACK

ACK
with a URI list

ACK
with a URI list

RTPSRTP |

(32 12) ZHi UEZV} 2F UIEAIOA CIE 2
T UE/HIZ olSAl HARISE

W A A WE F
SIP Proxy 2ZH-E]¢] &2

TGK, 123 CN9| 2} FAFL8 FA X
4 Utk ALGE o ¢F

i
¥
B>
1o
e
it
ko
2
s
£ H
w2
=

o
%
g
g
=
4
>
X
[
kS
¥
>

4
ut
i
R
~
ro
i)
-

ol
[

2 9
SDPo| 4241 F49} 41 LEES A3t} T3 TGKS
A$3t7] 98] SDPel MIKEY %713} WA A& F7}3)
t}. =4o] $EHH SIP Proxy 2& Al 29 SDP7} £3H9
7} OKE SIP-NVGolA AF3ttt. SIPNVGZE 2 OKE
FABE, IR MNolA HARNE Agit) ALGE
W 3 oR g% Aol FEHUS 9 FEsh] Al
gith Enld U ES I AZ2E 7z MN7F MIKEY £7]
st WAIA7E 23 OKE WokSw|, 27312 MIKEY %
718} YA E A st ¥ TCKS FZdoF sttt} o]
& MNE MIKEY ¢ HAIAE 2338l= SDPe
ACK WAIA]E HJth MNE ACK WAIRE A3 &
o BE A% NS A&eh

(A9 1202 Zuid YEY AV A tE 9F Y E
IR o] e 55& HoFth SIPNVGE &
Registrar®l] 1719] |22 91X & HH|o|Est, €79 Al

o |

SIP proxy 2

MN SIP-NVG Diameter Server (SIP registran) ALG cN

Registration to| SIP registrar

INVIT
with a| URI list

MAR

MAA

Deallocate Resourc:
ith a URI list

Deallocate Reply
with a URI ist

INVITE

20d oK

200 OK
with a| URI list

200 OK

ACK

ACK
with a| URI list

(O3l 13) ZHIY HEHZV} 2F HEHIZRE = Ul
Ef|3z Z0I2A| HAXIEE

AL 7HA CNEIA e INVITES B9 227} 9t} 1
2]t} SIP Proxy 2& CNE+& talste] OKE S5 Ao
t}. SIP Proxy 2& T ALGOlAl 9] 2 F49 ZE
g #Astey gEsth 559 veA 2R (3" )
# frAtsieh

(19 B)E ZHY MEQ AV F VEHAR o5
o] 558 HoFth JEZ YFoA= volH E
g Fo] kA7) wHo] ALGE BE YE 2 9329 =}
AEFE FA3EE 9 gct

A<tk CR-SeMMSE SIPE 7|Hte 2 3}7] wjEoj
MIPZHH A&0E EAH Hided 98 eHss) 2
7] Gt THEnd-to-End) A& AES oA A A= E

A7 HA e
4. 3% #H

A ¢Fek CR-SeMMSe A& HEQ X Fk A A4
& A&HOE {817 S8l Al1dE WAAZF B
o} A|ret CR-SeMMSS] 45& H71sl7] 218t Al
g8 Hg-& FAgete Aol T2tk 212419 FA
© A% WEH Mg vgor
Mo MESY A TAbolg A
<= WAIAE Ashe e
AR E Belste v4o] T Ak CR-SeMMS
A B UEYAY] A5 99 E9(Inter-Realm
Roaming)& o}gf ¢} 7o) A 7kA] f3e) lmozz 7
d¥th
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NoH A 2u

...... 0 I e

Qe UESZ

Hold JELIZ SIP A9 222 T8 A9l X
o}<+ 3} (Poisson process)= WHETHY 7HG 3 A4 <

U

— T T AE| 2 AHe Bol 1/l AFEES wETh (1Y
e 198 Fuste] Bk MY viel A9F A4
[ e s o) Qi Felol A Rutel YESIZ7} F oW E Afolo]
[ Foren e A el AEYE B HES o) 2 Fldtt o
(a2 14) 2MS 95t HEYT EZZX| 714 oI EE M2 AlAdo] E&shs Aoy AT
Algo] mutel W EHAZRE Wolbs AL oju| @},
(F 2) BAA| ARREl ojefolg] R T 708 A& oMIE Abele] AL ¢ 0 ekt
p P t, 59 motd YEYIE ife] A5 Aol 3l
v | B VEAIA AEEMloR Eebbld ok F7le SRAQ Eold Ao Aate] Gl 7)uta)
ke MEHS 5 o, t, = AR Fold FHe| F £ Aol 4
A | Zupd Y EQTC) gF AX =2 A9 2 oo mebA
V| B AR A2 A7
Iy | B MEQA AFAL 1
¢ | mned MEAANNG A5 AL AdF A Avia SR
S, | oo W ¥E U= 35 AT 1
' (1)
) EFMENIZ HE R YEAZ )5 A=
A7)0, e Bukel YES A &E8E 1952
JESE NE EOE o YEgDE o Aol Aojgolth. 91e) 719l Wk tes dg 5

oh;}_
_ - Ao
oz

R YEYIARE HH T UEYIAE o)A A=
v

N
fo to oft to lo dpd
> e K

= f(m)r
ai(k): 7?’ N
Ea IRV AC) | FAC) I S

’k:OS

av)

ARES 242t Hyp Hyyy LB Hy, 2 28ETE Y]
EYI EZZAE (I 149 7o) Bupd vEYIT}
N—=170¢] R YEAES sl o5 Fol 2
E gy 07 Zolo AL A3t .
E Zl(home network) & 2 E-o} -2 7}\4&‘»‘4 } Aekakalr] o, =el UeAea s &=/ (7)
ZhA, No] Bt o & A9, Euld Y EYIE T UE
A7 Boloy] Ao, I F YEYIAR Ry ¢ e o2 gty o7]oA] k=jN+g T3l 0<g<N o

oAggth g Eol, D=CE SME H HyHy . 2 3y,
Hy Hy, 2 Uehd $= 3tk (& 2)9e 240 A5
2
= WA M vgEe ok a.(jN+q):M(g_N)jg_‘f i,
Eatd Y EL Al thate] MBI YEH D AF 78 ©)

AZF 0 diE pdfBFEEETNE £, (1) 2E 3,
E[t,]=1/y o2 spw JA9 gZets Hae g

31T QlEY Hwstsl (132433) »



CR-SeMMS :

NEMOZHZ0IM SIPoll 7|ttet HI2EZ2| oHXsH 0|

4714 550§3} QAL ALH 0T 4817 918 reINVITE

Mgoz PYRL 55 m%—a— SIP-NVG7H 7] muh

ieg) L MEZ thal) SIP registrare] 558 5 917] Wl

=T iTe s o, 2o WEHZA 1 A9E AL £ A

7} @itk WHHell, e INVITE H]-§-2 Eutd U Ef e

4 2R e, MEAD AT ) g ST B A8 £ 0k e 993 A
o mer hae 1 28 71 571 MB S, Jeh, URI %

fopetE o] ehEeks ke

s+ P 4)
ol W, e 48 4 Utk
B
_ o |
gi-fm(zr,.)—[ﬂi”ﬂj 5

A oFal CR-SeMMS©l A 2uld W EQ I off 72
HEAZS Baste] o5 uf, 239 9XE Hle]
E3}7] $15te] SIP registrardll 522 438 7} Q)
o} E3k 2okl YES AW o7 el MNZe] s
= AAe] thA o7 7]9] CN2Z reINVITE WAl
Ag 23 P} otk webd &L SIPNVGE 93

_r>z

kel rINVITE W A170e] EQ5% 47 ah7]
Fol, HAI2 217}¢] ONO.2 reINVITE W A4S H1)7]
A19) reINVITE )42 Bile) WEgde] dvh} g
ABFA ARl QE7tl 4Bl A9l AR, E

3}, REGISTER =+ INVITE 2% A] HOTP7]WHe] o1k
A& AHEFOER e A=A o|AR FEolAE
S FYdth ojAE A3y HAXNE MIF df

=1 Zoq

Reques/Response 315 EHFOE A9 A H&
S A3 E29F0 232 (a9 7), (I¥ 12) 182
(3™ 13)9M B < ok 283 4 A2 v)gel o)
3 WAEEE (F 3)3 o] g,

upEhA], M@ el ik A|2dY HEES T 2
o] Yerd 4= 3l

Sy =R, + L, +il,,
Sy =R, +Ly+il,, ©)
Sy =R, +L,+il,

Wy 4 73

Siy i7he] APFel RS 71 Eutd VIEYAZE & UEYIAAN IR YEHAR o]FA Ha A= Zn) g

Sy i7)9] A2 AL 1N et YEYII) 9B YEYINNM EOE R YEYIR o]FA T A= ZH|E,
S i APFel AR 74 Butd VIEYAT} R IEYTNAM F VIEYIAR o)FA H A= Zn| g

R, 2utd JEAZE A9 & VEYAR Eojz W Entd WESAS] Hi 55 v

R, Entd EQ AV oF MEHAR Soiz w] Eukd YESIAL] JF 55 v

Ly, ol EQAZE 79 F MEHSAR FH F UEHYIE o]FA AUA re-INVITES] e HF HE.

L, Buld YESAs 97 YEIAZ B ToE oF YEJIAR o5 AWMA reINVITES] tid Ha 4.

Ly, Rutd YEAZL oF UEYIAR RE 179 F UEYAR o]FA AWUA reINVITES] tet & HE.

Ly ol EQAZE 79 F MEHSAR FH F UEHYAE o]FA FHUA re-INVITES] e HF WL,

1y Buld YESI7 97 YEIAZ B ToE F YEJIAR o5 FWAl reINVITES] td Ha ¥4

1y Rutd YEAZL oF UEYIAR RE 279 F UEYAR o]FA FHUA reINVITES Wt & W&
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CR-SeMMS : NEMOZZ0A SiPoi| 7[Htet H|@HZto| obMgt o|Sd&z| 71
(1" 14)01M A9, Zutd MIEHA7} ¢ FF k7H2 A A2 A AFEEE wHETh B ofy el Bt
AHBYS £3 sty 7PAsTh 183 et YEY 4 VEIAA s &H = APFA A A = ¢
=7} QEFS HHEE A|ZFEE] mhx]Eke] oWl E v} ur O R AgkE] ol otk wEbA, Eutd UIES A ¢ 7
sz AR dA0] Fdehe MBYY] 5 o2 U AT A FE MMcle 7T A28 (queuing System)
BT} o2 Uy & 5 olvk Bukd vIES A )] g
0<o<N A, ¢t Eote] mulel YEYIA ] F < Aol Qe 73 el EHE(steady state probability)<
N1de uee et 2 o 2ol sl deojxit. [22]

| i | k+o—1 | k+o
‘%{Sh’{ N } S”[ N } 0

g7 (S8 =Sy + S, -Sp)(1-g)e 8o gox P
T (l_gil\)giaﬂ-i
C tial R”l
WoF go] AFRES BETY, oo i pdf & o 2o an
&3 2o,
A FAAA w9 p R (1) F (10914 2E & ek
126 02 4 N-1 T, SelE ol$uHe Wakl e gL s,
ST it AF A7) ZHeHE ¥ (gamma distributed [23], [24])E
5, = Y Hen /PR, me, 1 Wk 0ed 2.
(N J)( — — J, <o<N-1
l-e 2
Var = —
®) T (12)
hEkA, ASke CR-SeMMSS] 52 B7kak7] <13, (& 4)h

e Wl WersS gelan,
Ciiexp onential (N’ ﬂ-i > }/)

N- y(1-g,) (& 4) CR-SeMMS A|1d2! H|Z o7t Ho|
Z& C(N,7,,y,0) = S)—+-7—=1c
=0 7T i(l_gf) ‘?‘L‘T‘ ’Q “ai
, . a, |=IZ 204 SIP registrationol] st 2|H]L
(1-e )(S,,, Sy +(Sh-5,)g” ‘)
| 2g V2 | 1 ) b, |=Z 2ol SIP INVITE Wl Ao ot A2 $
(1-e")(Siye — Sy + 85— Sy)e"” Auy |5 0% = yAbelol SIP registration 4]
+
_n (N2 -1
1-2e te YE 29 LI yAlole] SIP INVITE HlAA4] o)
B,
(N-1)/2 e N-1 ef(N—o') B - ot <y
—+
; e’ a:(;l)/z g’ . SIP Proxy 1°] UAR/UAA HIAIXE AL
Diameter A|HZ Z$317] 18k AA0]&
o AFE HEAY, Buid MEAZR) A4 e el Bt
e i AE A% 918 Axng.
S22 o} 37 Poisson process) S WETh 127 A Diameter i °

el

= olE{ull HESHs| (13H3%) 41
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(& H1A z, y= 22 MN, SIP-NVG, SIP Proxy 1, (&% 5) IETF MVPN A|l2<4a! 5|2 o7l Hof
SIP Proxy 2 (SIP Registrar), ALG, ZL2] 32 CN= X A|8h= TS H =
mm, nvg, pro, reg, alg = o] B 4 ATk 3 FollA M, xMIP 55 H&
Argek AldE WA S5 mEbA, $19] H&2 o u MNe] QIEghl o] T w iMP 5%
w3 7o) At Yo | w)g
, MNe] QIEghll Ujfe] 91X o iMP 5%
M;_; H]-Q—
R,=a,, +a, +2A1W€g +M, °©
T, | IPsec E'de] 4% ] &
R/' mg +2a +areg, +2‘Aﬂvg,ﬂm +2AP"JJ4¥ +U+M’ Ler IPsec E‘]‘T“;"_g] 8HZ] H]%
L, =2, +3b, +4b, +2ba,g+3B"wm 3B, d, | =E zolA MIP S5 g Azu) &
1,_T_E xT :l' 2 H (¢}
” W EE 29 k& yAlole] MIP S5 tig
L,=2b, +3b +2bng +by +3B, o T3B, e svo | ag
B 29 2 yAboldl| IPsec WAAl thak A
+ZBregalg +M, Zry ES K<
L 2bzng +3brc‘g +ba1g +3Bn\g reg 2Br£g,a1g +Brc‘g,<'n +M’ H XHA7} HAR/HAAQ]— ANIR/AMA u“ A] X] N j%}q_g]—
3L AAAFS} AAAHZ A%317] 9138 A v)&
1,=b,+b,,+b,+b,+2B,  +2B, .
1,=b,+b, +2B, ..
D,=M +M,  +T,,
1,=b,+b,,+2B,  +b +b,+2B_ .; D, =M.,
IETF MVPNel M e] X192 w3} wlws) 9ls), Dy =M+ L
$-2]+ Diameter MIPv4 Application [25]7} x-MIP2 ¢1=
= o AbgEThy 7P s B3 $3E MNo| A el o}71 8l A o)l M, SIPNVGE A Zuld Y ES
Z(colocated mode)ell ATHT 743t} FA modee] & Ao gk ol F e ¥ F/ME}. JHER, Bkl HES
e AY 22 ARE 7L A7) ol AAEA] & a7t MEE MBYISE o] F31H, SIPNVGS HA| &
=t} ol EA mum, mg, vpn, zha 183 ihat ZHZF vl Y EHAE -C’r]'aﬂ SIP Registrarol] 55 &< 3t} o
MN, Mobile Gateway, IPsec-based VPN gateway, x-HA L A SIPNVGZF §loH, 722 Eutd VEYANA BE
)3 -HAE Yok I8]3 (& 59 2ol izl ¥ MN2 AR J79] A& Hul°|ET L7t 3l

< Aol ok wEbA, o B2 ATIEE Hlgo] BAdE fEle

(" 20l BAA = Al1d g mAA] S5l wat 9 SIP-NVGe] gl&we] v&E ok 2ol AA 26 &
o W& T8} o] AL &9
- 2d + 2dxha + 2I/an mg ZVVmg,xlm + ZH’ S/l;/ = mR/ + iLh/ + l.l}l/:
-0 = 2d + 2d + 2d + dl/ra + ZVan mg ng,xha ’ S} = me + iLﬂY + ilff’
dxha + 2Wmn mg 2ng,lha H Sﬂr N mR/Y - ILM - l]ﬂ'.
esz 2emn + 66 + 6exha +3ev[m + 6Zmn,mg + 6ng,xlm + 6thu,vpn’ $] )\&] oﬂ }\_] m_g_ EH]_O] H]E%]ioﬂ Odélsl'}i‘ IV[NQ]
L = Znmg * Zug.opn + - AgetaL 7P ek B3 AEEE ol T el Aol M AFR-sh=
HOTP(An HMAC based One-Time Password) Q15-H}]-2
2uld YEYF7} g2 UEYA Ao o5 o OYIE 713t WA o, dhel fgelar FaEkeldd
IETF MVPN9] S0 u2o thes} 70o] Adojzlth E Q35S St jhHe] B2 HZZEZA A
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H|2EZto| obM3t O|EAI M| 7|8

85t3 9= HTTP oA 2E Q52412 Challenge-

Response ¥ 2] Th S 719k 2 Siet. whabA, SIP A H <]
Zelo]91E7} SIP REGISTERSH INVITE HAA] HhgA]

SIP Registrar= AF&-2}e] 912 @ Q17}2 $)5}¢] Diameter
Agse] AFe
Fah=tl, o FHAA SIP AW Feho|AES}
Diameter AB#]7tol] T2 =4 o] 27} wpgie}. niet
A HITP tholA2E A4 A4S WS et

Aujell UAR/UAA, MARMAA 8% <&

ol AxtE

R,=2a,,+2a, . +44,, .. +2M,

R =2a, +4a,,+2a, +44,, ,,+44,, .. +2U+2M,
Lh, —3bmg +5b +5bmé +2b, +5B,t% o SBWM

+4B

reg.alg +Breg ,cn

+2M,

L, =3b,. +5,,+3b,,+b,, +5B,, ,, +5B,,
2B, 4, +2M,

L,h =38, +4D, 0, +5B, e 728 e T B o T2M,
=b, +bmg+b +b,+2B,,,,00 2B, s

I _b +b,,+2B,,
=by +0, 128, 0 tb 0,128, .5

5. A% A3

A 4ol A A A FA o sk 4%
%6&3} 47go A A gt H}S’Jr 7L°l A=
= Hlﬁﬂr A ¥4 AH 2=
128} 524 & *}Ol °l Aol e g
= 7}233}1, A28 SIP HWAIAI26], [27], [28],
2918 Ashe A IRlste A XFetta 7get
o AeS Adsr] fsl, geldes dgd vids
el (& o)l &= 9tk

123, IETF MVPN2| A| 19 H]&3} v w3}7] ¢
8, $-2]= x-HA°| VPN gateway 12|37 AAAFS} $7
AA oL 713k, i-HATE SIP Proxy 2/ Registrar9}t
e Ao 9Rgtt 71 ET) 183, IETF MVPN
o /1] AAAH+ CR-SeMMSol| 4 2] Diameter A1H] 2} 7+

Aol 91X}, AehE CR-SeMMSOlA, F23 &
952l shuE VPNS A9t =g Bl sk AL
] &S BAaATE Aotk

(¥ 15)%=, SIPNVGZ} 3=, SIP-NVGY) gl 1

2
o

r> o -

k) rlo_

e

2 2 i @
Ay 25.0 Ay res 5.0
Ay 5.0 Ay pro 10.0
Ayog 250 0.1
b,, 50 1.0
b,y 25.0 5.0
b, 50 10.0
by 40.0 B rres 0.1
by 50.0 By are 0.1
b, 10.0 B.gen 0.5
U 30.0 M 40.0
d,, 10.0 W ng 1.0
D 25.0 W g sha 10.0
dy 40.0 W et 1.0
dy, 25.0 W pnia 0.1
H 80.0 W it 5.0
- 50 - 1.0
g 10.0 - 10.0
[ 250 Z s 1.0
Con 40.0 - 11.0

Al HTTP ‘L% & /\}%3 = %‘EHOHH o] Ha Al1d
]

—8— 2Hld YEYT
ol Od St MI\M U&#om 3, $EE N=T,
m=5, ¢c=10 1283 p=\/p=523 73k SIP 7]
v ZRE % o) A, SIP re-INVITE HH 7} SIP 55 HH
Ztzke] M = Feot 3d Fovt gt wEhA, SIP
7|9 Z2EF ik AlT1dE H]E-E MIPoA 9] H&
B g &8 ZAolth Iy, (I¥ 15 SIP-NVGE 7}
71 CR-SeMMS7} IETF MVPNET} BT 0 o] tjjs}lod
o A& A2y v &S dethe A BAFET oA
2 IETF MVPN7L Al 719 BdS A4 H8lA &

A Az P82 7] wifo|th Wk olz}, IETF
MVPNZ T =Eo] o] FAE& 98] A7 wfZo]
t}. SIPNVGZF §le Butd U ES| A9} v W, o
=2, A CR-SeMMS7} = QX AT1dH HjE-&
4338 EFh o)A BEutd U ES A7t AEE A

ro

b= OlE{Yl HE5ts| (13H33)

43



CR-SeMMS : NEMOZHZOIA SIPoj| 7]t

Ol

b H|2HZo| oHNMEH o|=A | 7|H

o=

2500 .
| | BEE | [ I
| | L | [ 1
| 1 [ 1 L1 |
2000 |-\, | — — — IETF-MVPN |
P ! with SIP-NVG and use HTTP |
£ \ ! without SIP-NVG and use HOTP !
= \ ! o CR-SeMMS(with SIP-NVG and HOTP) | '
5 1800 = S = e e
§ e | | (N | [ |
Z N | | R | [ |
o 1000 M= — L I L o L]
£ RN N | RN | [ |
< B N | [ | [ |
% § N \\ N \\ | [ | | [ I
70 ) I N N T A [ B
™~ T N | [ l
T T T | [ 1
i I~ £ S [ |
0 I I [ TTT e e e |

1 10 100

Average residence time
(3% 16) CtE HFARZHresidence time) 0llM2] Al
SRRl = iml

— —————r—
700 ! TR S e, oI I I
IETF MVPN I A [ N B
- c=10 without SIP-NVG || | yd [ R
600 c=15without SIP-NVG ||| L L/ L I B v
. -c=10with siPnG | / Lo
g c=15with sSPNVG || 1) R P e
= 500 =10 SEMMS R L R
5 =15 SEMMS Ll IR
5 1) [ N I
S0 - L A0 [ N
§ | | ] [ | | [
2 | | I /\ [ | | [ B
] | Py [y S [ SO g b
& . | 4//{ [ = [ N R
? T L -~ Lo
200 — = — T == d =it It == T St 4
| [ |2 [ N B
| | |,,)/\ | | [ A |
10— Lt [ AN S N W
- | L ! ¢ i . 1 1 |
1 10 100

Avwerage residence time(1/Gamma)

(3% 16) IETF, without SIP-NVG, with SIP-NVG,
SEMMSOflAMe] AlOEE H|S H|W

BY 07 o]Fsl= A9, SIPNVGS AA Huld Y E
AAE x5S SIP Registrard] 55 4= Stk 23y
SIP-NVGZ} §loH, 22 Futg U EYIA BE MN
2 EHeR TR AAE HH|o|E sokslr] wFo)
o} 3L HITP tholAAE QAZSWa] S Algsts utd
VEL A9} vWshH, HOTP Q1= AMEAl B H&
ATy w4 ZhegE A8 HoFEd oRe SIP
A e Zao]dE7} SIP REGISTERSH INVITE ] A1A]
£ X 2|2 Diameter A7t T =402 E T2
2 37 gEolt), S8 w3 P U EYD AFAIZ
o] Z7}a uf, = Huld EYIAS} AhF o7 e o
EA44 7Y 9E W, A= o) i3k A1d Y WL

o padte AL ¥ F 9
(28 19 o] A=ezd Y Fit A1ETY
MEE BelZET oA H) WAl y=019 3%

£ Astas (Y 159049 A 54 S AR
. (A 159 "RPEAE, A CR-SeMMSE
SIP-NVG7} 91& A, 123 HITP Q154 S Aeshe
A Bt AEQ 2ol tiste o A A2y HE&S 7t
A3 ek 3, IETF MVPN+ p ol @} CR-SeMMSE.
O =2 EE O 92 AO9Y HEE 2 5 Sl
O] RS MIPO A A= o thah A|1d ujgo] AA
Aol ZgHo]7] wEolth, MIPE ©A| IP Aol A
olFAE T sth wEhd, M=oz gk AlT1dE
2 A £ 83 Bukd YE I A A
AFE el poll BARe] A fAH O
2 16)91 4, MN©] x-HA%} i-HAR BUE A7]3<l 9|
HulolE R4 IHEHA] Fgkrth T3 92+ xHA7L
A9 ol AT A3 0] d Q4B E
§Hd 739, IETF MVPNel tjst H|-&-2 d4 o =4 Y
b Aolth (¥ 16)2 CR-SeMMSdI A 2] A 188 H)
£o] [ETF MVPNol A 9] H&HTH H &5 & dtke A
S HFATH CR-SeMMSOIA Y oA AL w]Ee
IETF MVPNollA ] H]&HT} n]$ 278 HojFr
o] AL CR-SeMMSO A=, Azt 298 23 Al 9
Hada 22 ARte] g7 wiolth 8 B o7t 5
718w, SIP 7]t €54 (SIP-based solutions)ol] tha+ H
o HE 9A Zrkske AS EUTh O olfE, I
9 AAe] BEFE, AX A54S FAE] 8 o
B2 re-INVITE WAIX|7}F D8 517] wjZolh. At o
7F20k T § 2 A%l (28 16)0] FdE BE 7)Y
o] H-§-2 AL dAsHA KR o] AL p 7k 2000 2
A o, 7t 7oA Qe Fl A 2 Zukd ul
EQ T &EEe o gl mEshy] wiolth
SIP 7|5t 71®(SIP-based techniques)ol Al c=10 ZL18]X
=159 7A$-9 v W3, c=159 ZA$ol EZnld Y E
A3 o B2 AAe] A3l wEbA, re-INVITE
HAIR Y tste] o B2 A|l1EE H]§o] wAeth 1
g3, F MEHYIZEH ¥ UEYIARY o5 T
E fY9 doezEn o B2 A4y njde] 9
o] E7] W &el, & MEYAE s HHEshes A
9 g2 AIdy vge AFE 7P

6.2 £

IETF= 2k VPN o[H X & AIHATH IR
AL el AAHUT At

2012. 6



CR-SeMMS : NEMOZHZOlIA SIPofl 7|ekeh HIZEZe| oHMSH 0|3 a2| 7Y

Jas7] witel AAIZE HHE AEs] A 9y &
HIZE 73 ok o $HO 2= NEMOZL HE
A3 o]FAL A YA, NEMOYIA EutY VPNES
A Q37 98 820l HhHe ik

0] =E.2 NEMOo| A 9] MVPNS % 93t= dhHS
ke LﬂEﬂﬂﬂ OlFAl, A&HHoE NS

Eq HOTP 74k} § % *4% | oFa}od

=
TS shith 4] } P CR-SeMMS % B3] AA
ol Agstes el SIpE 7o R fth
2 SIP7I6ke] o] 54 HEvt B8 HAsE XY
7] *1%213}5 NEMO®| 4] SIPE A& 3to 2 lafed, 71
6&‘0 ARE FAS] f8) B2 Aladdy WARAE
%3171 HHTOH e o Fot AlIdH Hl% 1 57}
EE! 4 9tk A ¢ CR-SeMMSell Al URI &2& 7}7}e]
i /pEACE AlIEY HAIRE dEseA dial
o] SIP Proxy A& ¥El=d o] &8k kA Al2d
%1 ]&g ]—5\_6]—1;]- Uit'ﬂ— 7]}—HTTP q.o]xﬂ/kE o]_Z_
2ol w}e A2 QISAIE oY Wle] MT4o|aE
gy vjgo] B oL, At
3t CR-SeMMSE 2134 HOTPOIl 7]4kgh 1=HkA S A}
£30 2 Qlste] IFAMele] ML ola I+E AT
3] ©EEGth e A1dd vE2 Atk SIP
Proxy A1¥]9} Diameter A¥= Q153 AgHtolo] ok
A Qo] slth. T12] 3, ALGE MIDCOM o}7]gA]o] ufz}
A, HlolE AgS H3t B R A2 E 94 SIP Proxy
AW E FE g wolEdth ALGE EE¥ 17
J BIEZR G HolEE A3 18y FAT Yol
Atk webA, v A7HE dlolE e JE A ALGE &
#& F gtk 2 =idlA = Zukd VPNI NEMOE %
tﬂ-b-]-oiz,q N;\VL )\113] % -r]_‘:’_ g% 40] _j_.\?_ o]E
A #E a8 g A7 gl dis AuEgith
NEMOE &4 < Z/19AR teke V& 9 JAE
o] §HH Ay Ao Ay, §84
£ 98 A= HHs Wy, HElEY V&, £ olF Ul
EAcA] Au|2 vy Fo] ko' dAmojof & #
ofo]t}, S AL MUIAE 317 M= wE olF 2
2 7)gdl st A7= dasich

(A

>

)
\

ACKNOWLEDGMENT

o] =E2 2011dE AR EHY7 e AL
2 gFATAte] 72 AFAYE NG9S ol £ A
1(2010-0024695).

[11 V. Schena and G. Losquadro, “FIFTH Project
Solutions Demonstrating New Satellite Broadband
Communication System for High Speed Train,” Proc.
IEEE Vehicular Technology Conf., pp. 2831-2835,
May 2004.

[2] “WirelessCabin Project,” http://www.wirelesscabin.
com, 2011.

[3] V. Devarapalli, R. Wakikawa, A. Petrescu, and P.
Thubert,“Network Mobility (NEMO) Basic Support
Protocol,” IETF RFC 3963, Jan. 2005.

[4] S. Kent and R. Atkinson, “Security Architecture for
the Internet Protocol,” IETF RFC 2401, Nov. 1998.

[5] D. M’Raihi, M. Bellare, F. Hoornaert, D. Naccache,
and O. Ranen,”HOTP: An HMAC-Based One-Time
Password Algorithm”,RFC 4226, December 2005.

[6] S. Vaarala and E. Klovning, “Mobile IPv4 Traversal
Across IPsec-Based VPN Gateways,” IETF RFC
5265, June 2008.

[71 D. Harkins and D. Carrel, “The Internet Key
Exchange (IKE),”IETF RFC 2409, Nov. 1998.

[8] J.-C. Chen, Y.-W. Liu, and L-W. Lin, “Mobile
Virtual Private Networks with Dynamic MIP Home
Agent Assignment,” Wireless Comm. and Mobile
Computing, vol. 6, no. 5, pp. 601-616, Aug. 2006.

[9] J-C. Chen, J.-C. Liang, S.-T. Wang, S.-Y. Pan,
Y.-S. Chen, and Y.-Y. Chen, “Fast Handoff in
Mobile Virtual Private Networks,” Proc. IEEE Int’l
Symp. World of Wireless Mobile and Multimedia
Networks (WoWMoM °’06), pp. 548-552, June 2006.

[10] S.-C. Huang, Z.-H. Liu, and J.-C. Chen, “SIP-Based
Mobile VPN for Real-Time Applications,” Proc.
IEEE Wireless Comm. And Networking Conf.
(WCNC °05), pp. 2318-2323, Mar. 2005.

[11] Z-H. Liu, J.-C. Chen, and T.-C. Chen, “Design and
Analysis of SIP-Based Mobile VPN for Real-Time
Applications,” IEEE Trans. Wireless Comm., vol. 8,
no. 11, pp. 5650-5661, Nov. 2009.

el

1= olEll B ats (13233)

45



CR-SeMMS : NEMOZHZOIA SIPoj| 7]t

ro

b H|2A 20| obME} 0|SA M| 7|

[12] A. Dutta, F. Vakil, J.-C. Chen, M. Tauil, S. Baba,
N. Nakajima, and H. Schulzrinne, “Application
Layer Mobility Management Scheme for Wireless
Internet,” Proc. IEEE Int’l Conf. Third Generation
Wireless and beyond (3G Wireless), pp. 379-385,
May 2001.

[13] D. Vali, S. Paskalis, A. Kaloxylos, and L. Merakos,
“An Efficient Micro-Mobility Solution for SIP
Networks,” Proc. IEEE GLOBECOM, pp.
3088-3092, Dec. 2003.

[14] M. Baugher, D. McGrew, M. Naslund, E. Carrara,
and K. Norrman, “The Secure Real-Time Transport
Protocol (SRTP),”IETF RFC 3711, Mar. 2004.

[15] J. Arkko, E. Carrara, F. Lindholm, M. Naslund, and
K. Norrman, “MIKEY: Multimedia Internet
KEYing,” IETF RFC 3830, Aug. 2004.

[16] P. Calhoun, J. Loughney, E. Guttman, G. Zorn, and
J. Arkko,“Diameter Base Protocol,” IETF RFC 3588,
Sept. 2003.

[17] M. Garcia-Martin, M. Belinchon, M. Pallares-Lopez,
C. Canales, and K. Tammi, “Diameter A4
Initiation Protocol (SIP) Application,” IETF RFC
4740, Nov. 2006.

[18] P. Srisuresh, J. Kuthan, J. Rosenberg, A. Molitor,
and A. Rayhan, “Middlebox Communication
Architecture and Framework,” IETF RFC 3303, Aug.
2002.

[19] M. Handley and V. Jacobson, “SDP: A4
Description Protocol,” IETF RFC 2327, Apr. 1998.

[20] J.-C. Chen and T. Zhang, IP-Based Next-Generation
Wireless Networks. John Wiley and Sons, Jan. 2004.

[21] H. Schulzrinne, S. Casner, R. Frederick, and V.

Jacobson, “RTP: A Transport Protocol for Real-Time
Applications,” IETF RFC 3550, July 2003.

[22] D. Gross and C.M. Harris, Fundmentals of Queueing
Theory. John Wiley and Sons, 1998.

[23] M\M. Zonoozi and P. Dassanayake, “User Mobility
Modeling and Characterization of Mobility Patterns,”
IEEE J. Selected Areas Comm., vol. 15, no. 7, pp.
1239-1252, Sept. 1997.

[24] Y. Fang and I. Chlamtac, “Teletraffic Analysis and
Mobility Modeling of PCS Networks,” IEEE Trans.
Comm., vol. 47, no. 7, pp. 1062-1072, July 1999.

[25] P. Calhoun, T. Johansson, C. Perkins, T. Hiller, and
P. McCann, “Diameter Mobile IPv4 Application,”
RFC 4004, Aug. 2005.

[26] J. Xie and LF. Akyildiz, “A Novel Distributed
Dynamic Location ~Management Scheme for
Minimizing Signaling Costs in Mobile IP,” IEEE
Trans. Mobile Computing, vol. 1, no. 3, pp. 163-175,
July-Sep. 2002.

[27] W. Ma and Y. Fang, “Dynamic Hierarchical
Mobility Management Strategy for Mobile IP
Networks,” IEEE J. Selected Areas Comm., vol. 22,
no. 4, pp. 664-676, May 2004.

[28] R. Rummler, Y.W. Chung, and A.H. Aghvami,
“Modeling and Analysis of an Efficient Multicast
Mechanism for UMTS,” IEEE Trans. Vehicular
Technology, vol. 54, no. 1, pp. 350-365, Jan. 2005.

[29] S. Fu, M. Atiquzzaman, L. Ma, and Y.-J. Lee,
“Signaling Cost and Performance of SIGMA: A
Seamless Handover Scheme for Data Networks,”
Wireless Communications and Mobile Computing,
vol. 5, no. 7, pp. 825-845, Nov. 2005.

46

2012. 6



Ol

| 82Tl okFEt o|sk e T|H

o=/ -

CR-SeMMS : NEMOZHZoilA SIPof| 71tk

P

ONM X 2= O
Z # 3| (Chul-Hee Cho)
2011 A dota JREAneh PR S SIHE 4
FAEok : MES A Bl FMols UESA, 453} et
E-mail : chuli77 @skku.edu

X = ¥ (Jong-Pil Jong)

19973 Adwrddishn PRSI FEAD

20033 AdoAtstal ey PREAFsKF A

2008 AdrAogtal ikl FRFAFEIKF AN

20089~ &AA) AdAdistn PRFAFT} wg

FARol : RHlAAFH, Arol5A, AFEAIIWES S, 2rlEY]7|Het YEYARIY,
&%, A A o] A etc.

E-mail : jpjeong@skku.edu

et QlE{Hl HEst3| (1333%)





