=3 12-37B-04-04 B33 =] °12-04 Vol.37B No.04

ful

Two-Dimensional Binary Search on Length
Using Bloom Filter for Packet Classification
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ABSTRACT

As one of the most challenging tasks in designing the Internet routers, packet classification is required to
achieve the wire-speed processing for every incoming packet. Packet classification algorithm which applies
binary search on trie levels to the area-based quad-trie is an efficient algorithm. However, it has a problem of
unnecessary access to a hash table, even when there is no node in the corresponding level of the trie. In order
to avoid the unnecessary off-chip memory access, we proposed an algorithm using Bloom filters along with the
binary search on levels to multiple disjoint tries. For ACL, FW, IPC sets with about 1000, 5000, and 10000
rules, performance evaluation result shows that the search performance is improved by 21 to 33 percent by

adding Bloom filters.
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Rule No. Source prefix Destination prefix Source Port Destination Port Protocol
Ro 00010* 11001* 161,161 1526,1526 17
R, o110* 1001* 123,123 1704,1704 2
Ry 00* 0* 119,119 0,65535 2
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R; * 010* 53,53 0,65535 2
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Ry 11011000011 10101000 10
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Level 4
R 0110100100100 01100000 6
Level 5 Ro 010100100100101 00010010 1
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Fig. 6. Number of rules for each decomposed trie for Acl, Fw, Ipc
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