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Analysis on Vulnerability and Establishing Countermeasure Methodologies
for Privacy Protection in NFC Environments
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ABSTRACT

NFC(Near Field Communication),the short-distance communication protocol, is a technology with a wide range of
application applied to smart phones. In particular, many of the services in NFC environments utilize users’ privacy information.
Privacy information used in such services leads to new vulnerability due to the very features of NFC technology and of NFC
devices represented by smart phones. Therefore, the purpose of this study is to suggest a methodology that analyzes privacy
vulnerability resulting from a NFC environments in technological, managerial and institutional aspects and a methodology
aimed to establish a countermeasure to augment them. Also, this study will suggest vulnerability and countermeasures
accordingly in domestic NFC service drawn out through the above methodologies and a countermeasure to improve the
vulnerability. It is expected that various safe countermeasures for privacy protection in NFC environments will be established
through the suggested methodologies.

Keywords: NFC, Privacy Protection, Analysis on Vulnerability, Establishing Countermeasure, Methodology
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