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A Road To Retain Cybersecurity Professionals: An Examination of Career
Decisions Among Cybersecurity Scholars
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ABSTRACT

In the recent field, cybersecuriyt has become one of the critical areas in the information technology field, and demands for
cyberseucirty professionals have been increasing tremendously. However, there is In the recent past, cybersecurity has become
one of the critical areas in the Information Technology (IT) field, and demands for cybersecurity professionals have been
increasing tremendously. However, there is a shortfall in the qualified cybersecurity workforce which is a factor that contributes
to the vulnerability of society to various cyber threats. Our study articulates a model to explain career selection behavior in
the cybersecurity field. The study explored factors that affect scholars’ behavioral intention to pursue a cybersecurity career.
Positive outcome expectations from a cybersecurity career as well as high self-efficacy about skills and knowledge about
cybersecurity have a strong impact on the scholars’ cybersecurity career decisions. Further, perceived usefulness of the
cybersecurity curriculum has a positive effect on the scholars’ career decisions. The results of this research have implications
for retaining a qualified workforce in the computer and information security fields.

Keywords: cybersecurity, cybersecurity career, information assurance, outcome expectation, perceived barriers of cybersecurity
career, perceived usefulness of cybersecurity education, self-efficacy, stereo type of cybersecurity career
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[. Introduction

As the number of threats in cyberspace
increases, concerns about safety in cyber-
space are also dramatically rising. With the
Internet emerging as a fundamental infra-
structure of our society(1), Internet crimes
have also been increasing steeply. Internet
Crime Complaint Center received 231,493
submissions in 2005, an 11.6% increase over
2004. In 2004, the economic impact of cyber
attacks on business already reached $226
billion(2].
adequate security is acritical obstacle to

In the corporate setting, in-
implementing new information technologies
for organizations [(3). Cybersecurity pro-
fessionals are critical to solving security
problems while implementing new in-
formation technologies in organizations. As
our society realizes the risk of threats in
cyberspace, demands for cybersecurity pro-
fessionals will increase greatly and will be
needed to protect networks and information
systems of organizations. In this study, cy-
bersecurity professionals are defined as
skilled workforce involved in the set of ac-
tivities in cybersecurity areas. The activ-
ities include protecting computer networks,
responding to attacks, coordinating prepar-
edness against attacks, detecting and mon-
itoring the network, information and in-
formation systems from the cyber attacks
and other duties relating to cybersecurity.
The US government created a unique pro-
gram entitled - Federal Cyber Service Scholarship
for Service(SFS), which is designed to in-
crease and strengthen the cadre of federal
information assurance professionals that
protect critical information infrastructure
(4). Through this program 23 university in
the U.S have created undergraduate and
graduate programs focus on information as-
surance and computer security.

To secure a pipeline of qualified and skil-

led cybersecurity workforce for society and
industry, it is important to support a num-
ber of trained students in cybersecurity and
to retain trained workers in the cyberse-
curity field. In this current study, we in-
vestigate cybersecurity scholars’ career se-
lections in order to suggest possible sol-
utions to enable educational facilities and
organizations to address shortfall problems
in the qualified cybersecurity workforce.

The contributions of this paper are two-
fold. First, this paper develops a framework
to examine factors affecting cybersecurity
scholars” intention to remain in a cyberse-
curity career. While establishing the frame-
work, we apply the barriers, gender stereo-
type which has been identified in the in-
formation technology and computer science
literature. We also examine how the schol-
ars’ self efficacy, education in cybersecurity
and outcome expectation influence the in-
tention to continue in their cybersecurity
careers. Second, the study empirically tests
this framework through a survey of cy-
bersecurity scholars who are about to enter
the cybersecurity career as soon as they re-
ceive their degrees in the area.

Il. Research and Theoretical Background

Since cybersecurity is a subfield of IT and
the role of cybersecurity professionals in-
cludes activities related to computers, elec-
tronic communications systems, electronic
communication services, and electronic com-
munications and information security, it is
important to study Information Technology
workforce literature to establish a back-
ground for our research regarding the cy-
bersecurity workforce. We reviewed the pri-
or literature in order to find factors which
affect the IT workers and the special char-
acteristics of IT jobs as we assumed that
these factors and characteristics would be
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very relevant to the cybersecurity work-
force. Based on the literature, we focused
on education, job attitude, and barriers rel-
evant to the cybersecurity workforce. Prior
research can be categorized into three
parts. First the effect of the IT curriculum
in higher education facilities because stu-
dents in IT related majors in college take
various courses and learn specific skills to
qualify for IT job requirements before en-
tering their careers in IT. We also exam-
ined the factors and job characteristics that
would make an impact on the IT workforce
and how students dealt with them after
their first step into the IT career was also
conducted.

In the area of IT education, academic in-
stitutions needed to make efforts for pro-
viding more soft and business skills in their
curriculum, which would improve the use-
fulness of the education to IT workers(5].
Nielson's study found that college students
did not have a clear picture about the type
of IT careers that they would develop and
what factors would contribute to their IT
careers(6). Von Helens et al. also men-
tioned that college students in IT courses
had no clear direction about an IT career
and perceived that the courses they had to
take were harder than they expected(7].
This research concluded that IT education
needs to be improved to help college stu-
dents prepare for their IT careers.

Regarding IT job characteristics, Nielson
pointed out that subjects did not have a
positive image of IT(6). An IT worker is
generally described as a ‘nerd” who plays
only with computers. This image transfers
to career images in IT. Bailey and Stefaniak
classified job categories of IT workers de-
pending on their skills (e.g., computer pro-
grammer, system analyst, computer en-
gineers, database administrators, computer
support specialist)(5). Like other jobs,

there was frequent turnover in many of the
IT jobs. Igbaria and Greenhaus empirically
proved that IT job and career satisfaction
negatively influenced IT turnover in-
tentions(8].

Ahujal(9) and Nielson et al(6). addressed
balancing work and family for IT workers.
According to Ahuja, work-family conflicts
can be a major source of occupational
stress. In many IT-related jobs, workers
are expected to work on-call to solve tech-
nical problems and often travel for work(9].
This aspect was more important for female
IT workers due to traditional roles in the
family. Trauth emphasized that social sup-
port plays an important role in IT work-
forces(10]). Clayton and Lynch also stated
that students required educational support
before they entered the IT career path(11].
Drawing from the IT workforce literature,
we include several motivating factors that
we believe will also directly affect the con-
tinuance of the members of the workforce in
their cybersecurity career

The Theory of Planned Behavior (TPB)
(12,13), which directly predicts behavioral
achievement using a perceived behavior
control and a behavioral intention, has
been applied in explaining intentions and
behaviors in decision making situations
such as purchasing consumer goods and
adopting information technology(14,15].
The Theory of Planned Behavior establishes
that behavioral intentions drive individual
behavior - and further that (a) individual
attitude toward the behavior, (b) the sub-
jective norms and (c) perceived behavior
controls, affect behavioral intentions(16].
According to TPB, attitude toward the be-
havior is determined by salient beliefs
about that behavior and refers to the de-
gree that a person is favorable to evalua-
tion or appraisal of the behavior. Subjective
norms, the other major component of the
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theory, are perceived social pressure to per-
Another antecedent,
perceived behavior control, is defined as a

form the behavior.

perceived difficulty in behavior in assuming
to reflect past experience as well as antici-
pated impediments and obstacles(12) ex-
plored the behavioral intention of user ac-
ceptance and usage behavior in technology.
In our study, we use the TPB model as a
theoretical foundation. We assume that an
individual's behavioral intention to pursue
a cybersecurity career is influenced by his
or her attitude toward selecting and con-
tinuing a cybersecurity career. Beliefs that
specific individuals and groups, such as pa-
rents, peer, and faculty, think one should
or should not pursue a cybersecurity career
also exert an influence on the behavioral
intention to pursue a cybersecurity career.
Social cognitive theory(17) is widely used
to explain individual behavior. Its premise
is that personal factors in the form of cog-
nitive, affective and biological events, as
well as behavioral and environmental
events all operate as interacting determi-
nants that influence each other. According
to this theory, an individual chooses the
environment in which he or she exists in
addition to being influenced by that
environment. Furthermore, in a given sit-
uation, both behavior and the environment
affect each other. Finally, a behavior is in-
fluenced by cognitive and personal fac-
tors(18]). In this relationship among envi-
ronment, behavior and individual, Bandura
(17) introduces self-efficacy as a major cog-
nitive force guiding individual behavior. He
defines self-efficacy as people’'s judgment of
their capabilities to perform a task. Self-ef-
ficacy is concerned with judgments of what
one can or cannot do with their skills.
Self-efficacy beliefs are an important set
of determinants of human motivation and

action. They operate on personal behavior

through motivational, cognitive, and affec-
tive intervening processes(19). Bandura et
al. show that students academic self-effi-
cacy is positively associated with their aca-
demic performance(20]). In the context of
IT, the research suggests that individuals
who possess high self-efficacy toward IT
use IT more frequently(21, 22].

Self-efficacy is discussed as a strong pre-
dictor of career choice behavior in liter-
ature(23-25). According to Lent et al.(23],
one’s self-efficacy towards mathematics is
strongly related with one's science-based
career selection. Hackett and Betz (24) pro-
posed that self-efficacy might serve as an
important career development mechanism
and influence educational and career deci-
sions, achievement behavior, and career
adjustment.

In this study, we use self-efficacy theory
to explain students” behavioral intention to
purse a cybersecurity career choice. We as-
sume that an individual's behavioral in-
tention to pursue a cybersecurity career is
affected by his or her level of self-efficacy
about cybersecurity related skills and
knowledge. Based on the TPB and self-effi-
cacy model, we expand our research model
to reflect the cybersecurity career context.

Ill. Research Model and Hypothesis

3.1 Intention to continue a cybersecurity
career

In this research, we investigate an in-
dividual's intention to continue a cyberse-
curity career. The reason that we measure
intention instead of actual behavior comes
from the difficulty of measuring people’s be-
havioral choice that will happen in the
future. All behaviors are based on behav-
ioral intention(26,27). Davis also confirms
that behavioral intention is the best pre-
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dictor of human behaviors(28]. Based on
this prior research, we argue that an in-
dividual's behavioral intention is a useful
proxy of actual behavior. Therefore, we
base the intention to continue a cyberse-
curity career on 5 behavioral intentions: (1)
The intention to establish a career in the
information assurance field in the future,
(2) The intention to continue a cyberse-
curity career for at least 2 years, (3) The
intention to continue a Csec career for at
least 5 years, (4) The intention to pursue a
Csec career as a lifetime career, and (5) a
Csec career is my first preference.

3.2 Cybersecurity career outcome expectation

Outcome expectation is another im-
portant variable in cognitive theory. Bandura
describes outcome expectation as an antici-
pation of physical, social and self-evaluated
outcomes(17]). Lent, Brown and Hackett de-
fined outcome expectation as personal be-
liefs about probable outcomes which involve
imagined consequences of performing a par-
ticular behavior(29]). Career attitude is one
of the important factors for career choice.
For example, Felton et al. found that stu-
dents’ attitudes toward becoming chartered
accountants is a strong predictor of their
intention to pursue a chartered accountant
career based on survey results of 897 grad-
uating business students(30). In the in-
formation system field, Crepeau et al. dis-
cussed factors that affect an IS personnel’s
career decision in the IS field. From a sur-
vey of 321 IS personnel, they found out that
IS professionals rely on technical and man-
agerial orientations of the IS career as well
as expected values such as stability, serv-
ice, identity and variety in guiding their fu-
ture career decisions(31). Vroom proposed
that a person'’s choice of career could be ex-
plained by the individuals’ beliefs that a ca-

reer would lead to certain outcomes weight-
ed by their evaluation of the outcome(32].
Betz et al. also confirmed that career out-
come expectations are the best predictor of
career exploration intentions(33). Lent, Hackett
and Brown suggested that career outcome
expectation plays a central role in develop-
ing students” academic and career interests
and occupational options. Their research al-
so discussed how an individual's career pos-
sibility can be restricted by occupational
outcome expectation in early age because
people have a tendency to exclude careers
in which they do not expect a positive re-
sult(34].

Based on previous research results, we
use career outcome expectation of a cy-
bersecurity career to measure students at-
titude toward a Csec career. Since most cy-
bersecurity scholars, who are participating
in the SFS program, do not have actual
work experience in a cybersecurity field, it
is reasonable to assess their perceived be-
liefs toward their future behavior of choos-
ing a Csec career as their lifetime career.
In our research, a Csec career outcome ex-
pectation is related to possible outcomes
when the individual decides to pursue a
Csec career (e.g. High long-term earnings,
technical and managerial advancement op-
portunities, job stability, a structured ca-
reer path, plentiful supply of jobs, social
prestige, and a chance to make a con-
tribution to society). In this research, we
argue that an individual's positive attitude
toward a Csec career will result in a higher
behavior intention to pursue a Csec career
and to continue that career in the future.
Thus we state the following hypotheses:

H1: Csec career outcome expectations
have a positive effect on the intention to
continue in a Csec career.
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3.3 Cyberseucrity self-efficacy, math and
computer background

In social cognitive theory(19, 35]), as dis-
cussed earlier, self-efficacy is considered to
be an important factor driving individuals’
behavior(20,36].
beliefs operate on personal behavior through
motivational, cognitive, and affective inter-
vening processes [(19]). Bandura et al. inves-

Individuals' self-efficacy

tigated the role of academic self-efficacy on
academic performance and found a positive
relationship between students academic
self-efficacy and their performance(20]. In
the career choice context, self-efficacy is re-
garded as a strong predictor of career choice
behaviors in literature(23-25). According to
Lent et al., one’s self-efficacy toward math-
ematics is strongly related with one's sci-
ence-based career selection(23). Hackett
and Betz proposed that self-efficacy might
serve as an important career development
mechanism, influencing educational and ca-
reer decisions, achievement behavior, and
career adjustment(24]). We propose that the
SFS students’ self-efficacy beliefs about cy-
bersecurity knowledge and skills are pos-
itively related with their intention to con-
tinue in a Csec career. In this research, cy-
bersecurity self-efficacy is defined as a per-
sonal belief about his or her capability in
cybersecurity related skills and knowledge.
From the above discussions, we hypothe-
size:

H2a: Csec self-efficacy has a positive ef-
fect on the intention to continue in a Csec
career.

H2b: Csec self-efficacy has a positive ef-
fect on the Csec Career Outcome Expec-
tation.

H2c: Csec self-efficacy has a positive ef-
fect on the Perceived Usefulness of Csec
Education.

Even though cybersecurity has a distinc-

tive flavor as compared with other com-
puter science and information system areas,
computer skills and knowledge about com-
puter-related components are necessary to
pursue a career in the cybersecurity field.
In this research, we investigate relation-
ships between a computer and mathematics
background and cybersecurity self-efficacy.
Harrison and Rainer found that an in-
dividual's self-efficacy is affected by his or
her math anxiety. For computer
students, their perceived math proficiency

science

can be a key success factor(37). Havelka
confirmed that an individual's self-efficacy
about computer software is strongly af-
fected by an experience of computer(38].
Agarwal and Sambamurthy empirically
proved a strong positive relationship be-
tween individual's self-efficacy toward com-
puter applications and one's perceived ease
of usel(39). Based on the above, this study
proposes that there is a negative impact of
a lack of math and computer background on
cybersecurity self-efficacy.

Hypotheses 3 and 4 are:

H3: A Lack of Math background has a
negative relationship with Csec self-efficacy.

H4: A Lack of Computer skills has a neg-
ative relationship with Csec self-efficacy.

3.4 Perceived usefulness of a cybersecurity
education

With the growing importance of computer
and information security in society, many
colleges provide cybersecurity related courses
such as information assurance, computer
and Internet security and wireless network
security. Many education facilities includ-
ing community colleges, undergraduate,
and graduate institutions deliver the sup-
porting skills for information security pro-
fessionals through education and training

programs(40). In order for the federal gov-
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ernment to meet the increasing demand of
skilled cybersecurity professionals, it pro-
vides scholarship for students who are join-
ing academic programs related to in-
formation assurance and computer security.
These programs consist of the following
courses: information assurance, computer
& Internet security, wireless network se-
curity, data security, cryptography. In this
research, we investigate the role of these
cybersecurity related curricula of colleges
by investigating SFS students” overall sat-
isfaction with the curricula. Some re-
searchers advocate the role of education in
an individual's career choice(34,41). They
insist that educational opportunity and ex-
perience finally influence an individual's ca-
reer selection process. Understanding
course concepts helps students in computer
science field to do their jobs easier and
faster(42]), this study assumes a relation-
ship between cybersecurity curriculum and
career decision. This research adopts “per-
ceived usefulness’ to measure SFS scholars’
level of satisfaction with Csec education.
Perceived usefulness is often discussed as
one of the strongest determinants, which
has both direct and indirect effects on atti-
tude and the intention to use IT(28.43). In
this study, perceived usefulness of a Csec
education connects to whether the classes
offered in college are useful in establishing
practical knowledge and skills that are
needed in a Csec career. This is measured
by 4 dimensions of usefulness: Classes are
useful in: 1) pursuing my future career, 2)
learning practical skills that might be
needed in Csec career, 3) to establish a
knowledge foundation for information as-
surance, and 4) overall satisfaction of Csec
classes. In our research, we argue that the
perceived usefulness of a Csec career has a
positive relationship with an individual's
intention to continue a Csec career. Thus,

we propose the following hypotheses:

H5: Perceived usefulness of Csec educa-
tion has a positive impact on the intention
to continue a Csec career.

3.5 Cybersecurity career support

Subjective norms are an individual's be-
liefs coming from reference groups (e.g.,
parents, peers and faculties) approval or
disapproval of an individual's behavior. In
our study, the subjective norms are consid-
ered to be parents, peer and faculty sup-
ports for individual's behavior pursuing a
Csec career. Bank et al. suggested that
peer and parent norms have a significant
relationship to students” intentions to pur-
sue careers. However, faculty norms do
not(44). London also pointed out that work-
ers with high support from peers would
have high ratings on their career motiva-
tion scale(45). Guay et al. also empirically
proved that peers and parents support and
behavior are positively linked to career de-
cisions of college students(46). Based on
the above, we hypothesize:

H6: Csec career support has a positive
effect on the intention to continue a Csec

career.

3.6 Perceived barriers of cyberscurity careers

Among the many factors which influence
an individual's career choice, perceived bar-
riers(47) toward a career is discussed by
numerous researchers as a critical obstacle
which may hamper one’s entrance into or
continuation of a career(48-51]. Luzzo pres-
ents four categories of barriers based on in-
terviews of 375 college students. They are
family related barriers (e.g., balancing work,
family responsibilities, finding day care for
children), study skills barriers (e.g.. poor
study habits, lack of basic skills education),
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ethnic identity barriers (e.g., job discrim-
ination on the basis of race, different treat-
ment by teachers based on ethnicity), and
financial barriers (e.g., lack of funds for
higher education)(49]). Other research con-
cerning career choice barriers suggests that
personal difficulties such as problems ad-
justing to college, depression,
management are substantial barriers that

and time

influence career choice. Additionally, neg-
social/family influences,
about role conflict, excessive educational

ative concerns
requirements, negative school/work experi-
ences, and work conditions/reinforces are
also introduced as barriers(52). In this study,
we measured SFS students perceived bar-
riers of a Csec career in terms of three di-
mensions: Family related barriers (e.g. dif-
ficulty in balancing work and family,
spending not enough time with my family),
Personal barriers (e.g. having to work hard
but not being able to keep up, not fitting
with others in my work), and Institutional
barriers (e.g., there will be not many job
opportunities, less flexible working time).
Based on above, we hypothesize:

H7a: Perceived barriers to a Csec career
have a negative relationship with the in-
tention to continue a Csec career.

H7b: Perceived barriers to Csec career
have a negative relationship with a Csec
Career Outcome Expectation.

3.7 Perceived gender-stereotype of cyberse-
curity career

According to IDC report of cybersecurity
professionals, cybersecurity professions are
a male dominated field. Only 12% of cy-
in the U.S are
women, higher than in Europe and Asia.
Based on a survey of worldwide cyberse-
curity professionals,

bersecurity professionals

the report predicts
that male domination in the cybersecurity

profession will continue in the future(53].
Some researchers have discussed gender
stereotype of occupation as a contributor to
females’ underrepresentation in computer,
and engineering careers(54,55].
According to Ramussen and Hapnes, male

science,

dominated occupational culture in comput-
ing influences women and their position in
the area of computing(55). Newton also
mentions that these factors help to make
girls perceive computer work as a male
field. A certain occupation can be typically
identified as belonging to one gender. For
company president,
official, and auto mechanic are viewed as

example, government
masculine occupations whereas nurse, ele-
mentary school teacher, and librarian are
identified as feminine occupations(56). The
study of Ruble et al. defended occupational
gender stereo type as a set of probabilistic
judgments about whether a given job will
be held by a man or a women(57]). The main
determinant of certain gender stereo type of
occupation is current distribution of male
versus female in a job category(56). While
the gender itself is not discussed as main
affects skills in
puter(58), women in applied IT programs
are less confident in their computing abil-
ities than their male peers(59,60). Since cy-

factor cognitive com-

bersecurity professionals’ work is heavily
related with computers and its’ components
and are traditionally discussed as a mascu-
line field(54, 55)
fessionals exist, we can assume that cy-
bersecurity professions may have a gender
stereotype. To
perceived gender stereotype of
Csec career and the possible effect of per-

and few female pro-

investigate cybersecurity

scholars’

ceived gender stereotype of Csec career, we
propose the following hypotheses.

H8a:
Csec career has a negative relationship

Perceived gender-stereotype of a

with intention to continue a Csec career.
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(Figure 1) Research Model

H8b: Gender has a moderating effect on
relationship between perceived gender-ster-
eotype of a Csec career and intention to
continue a Csec career. Our detailed re-
search model is presented in Figure 1.

V. Research Design and Methodology

The current study conducted an ex-
haustive survey of cybersecurity scholars
who are studying information assurance
and computer security in the 23 uni-
versities in the U.S. This research adopted
a structured questionnaire survey and was
preceded by a comprehensive interview as
its research methodology. To investigate
the scholars’ intention to pursue a cyberse-
curity career and their intention to con-
tinue in the cybersecurity profession, we
administered the survey to 350 cyberse-
curity scholars from October, 2008 to April,
2009, who were participating in the scholar-
ship service program at 23 U.S universities
the U.S National Science Foundation and
are pursuing academic programs in in-

formation assurance and computer security
fields for the final two years of under-
graduate study or for two years at the mas-
ter's level study, including a summer in-
ternship in the U.S federal agency. Hence
this selected set of students has experience
in cybersecurity curriculum in universities.
Moreover, since they have an intention to
enter into a cybersecurity career for at
least 2 years and have pursued cyberse-
curity-related academic programs in col-
lege, it is appropriate to investigate their
intention to remain in the cybersecurity
workforce in the medium or long term
career.

185 students out of 350 responded to our
survey, resulting in a 52% response rate.
The average age of the respondents is 25.3
years, and 68% were male and 32% were fe-
male respondents. We dropped 16 unsat-
isfactory cases after applying logical con-
sistency and low variance checks. As a re-
sult, we used 169 cases for the rest of the
analysis. We used Partia lLeast Square
(PLS), a Structural Equation Modeling (SEM)
technique to test our research model. PLS
enables the specification of both the rela-
tionships among the constructs and the
measures underlying each construct(61].
The summary of this analysis is presented
in the following sections.

4.1 Measurement Development

We adopted many of measurement in-
dicators from career research literature and
modified them to fit in cybersecurity career
context. Measurement indicators of Csec
career outcome expectation are adopted
from(62,63). The measurements for per-
ceived usefulness of Csec education, Csec
career support, and intention to continue in
a Csec career are adopted from the technol-
ogy acceptance model and the theory of
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standardized loadings of individual items CORT | 0.124 | 0.227 | 0674 | 009 | 0204 | 0072 | 0.14 [ 0.282 | 0.025
were above the ideal cutoff level of CORS | 0084 | 0292 | 0.756 | 0.09 | 0303 [ 0.163 [ 0234 [ 0287 | 0.063
COR9 | 0072 | 0291 | 0633 | 0.040 | 0.233 [ 0041 [ 0100 [ -0.094 | 0.074
PGS | 0022 | 0156 | 0.016 | 0.662 | 0.003 [ 0170 [ 028 | 0219 | 0.007
(Table 1) Construct Definitions PGS | 0.0 | 0.186 | -0.065 | 0.962 | -0.132 | 0199 | 0.298 | 0200 | -0.076
— PGS | 0085 | 0183 | 0015 | 0.945 | 0145 | 0193 | 0330 | 0222 | 0.108
Inct(;?lstﬁ‘;fto Definition POSE | 0.004 | 0166 | 0.0% | 0.9% | 0149 | 0239 | 0329 | 0202 | .08
Conti o o . PGS | 007 | 0068 |-0.054 | 952 0133 [ 023 | 035 | 0209 | 0.1%9
ontinue a |Individual's behavioral intention to :
Osec Career|continue a cybersecurity career PGS6 [ 0016 |-0189 |00 [ 0965 |-0138 [ 0184 [ 039 | 0 [ 01
(1CC) 0CST | 0.116 | 0.382 | 0514 [-0.089 | 0939 | -0.051 | 0.233 [-0.87 [ 0.145
s oo 0 I el o) (S Ol e
career regarding his or her belief about g | L0} RO : Ll : -
Outcome |\ ble outcomes which involve FBL | 0074 | 024 [00%8 | o110 | 009 | 0.985 | 0397 | 0444 | 0056
Ex?éggt)lon imagined consequence of pursuing a FB2 | 0072 | 0078 [-0030 | 0157 | -0.068 | 0.9%9 | 0.457 | 0449 | 0014
cybersecurity career. PBL | -0.105 | 0.049 [ 0174 | 0208 | 0143 | 0.482 | 0.860 | 0.367 | 061
Perceivad [Individuals  perception of a PBY | 0037 0274 [ 0359 | 0267 | 0084 | 0.223 | 0809 | 0351 [ 036
Uselffllgeess cybersecurity education which relates PBY 008 0085 |-0113 [ 011 |-0190 | 0346 | 06TT | 0284 [0
to how the classesv which are offered IBL | -0.156 | 0.065 | -0.311 | 0.149 | -0.182 | 0.325 | 0.267 | 0.818 | -0.104
Egif;tel‘;n in college, are useful in establishing B [ 0.046 | 0007 | 0204 | 0% | 0182 | 0482 | 0411 | 0852 | 0416
(PUCE) practical knowledge and skills that B3 [ 0.09 | -0.213 | -0410 | 0.204 |-0.315 | 0219 | 0.352 | 0732 | 0.242
are needed in a cybersecurity career. [B4 | -0.065 | 0.086 |-0.018 | 0.120 | -0.119 | 0434 | 0.269 | 0.646 | 0.026
Csec Personal belief about his or her CSEL | 0.212 | 0.309 | 0267 |-0.005 | 0.190 | 0.053 |-0.228 | -0.130 | 0.871
Self-efficacy |capability of cybersecurity related OSE2 | 0.102 | 0.447 | 0.369 |-0.032 | 0.346 | 0.021 | -0.334 |-0.074 | 0.893
(CSE)  |skills and knowledge. OSF3 | 0255 | 0344 | 0.212 | -0.008 | 0241 [ 007 [-0200 [ 0082 | 0.8
Perceived

Barriers of
Csec Career
(PBC)

A personal perception regarding
possible obstacles and difficulties in
pursuing a cybersecurity career.

Csec Career

beliefs coming from

reference groups' (e.g. parents, peers

Individual's

Support and faculties) approval or disapproval
(CCY) . .
on pursuing a cybersecurity career.
Perceived
St(if:jter o A set of probabilistic judgments about
YPC | whether a cybersecurity job will be
of Csec
held by a man or a women
Career
(PGS)

0.7(66,67). Only three out of the 35 re-
flective indicators had loadings lower than
0.7, but they were higher or the same as
the acceptable level of 0.6(67.68].
Therefore, reliabilities of each item are
acceptable. The composite reliabilities, also
referred to, for the multiple reflective in-
dicators in our mode lranged from 0.871
to 0.966 (Perceived
Gender stereo type of Csec Career). They

(Perceived Barriers)
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(Table 3) Correlations, Composite Reliability and
AVE of Latent Variables

Squre
COR | CSE | €CS | 10C [PUCE| PBC | PGS “;‘;t (R | AVE

AVE
CCE | 1.000 0.740] 0.915] 0.547
CSE | 0.315] 1.000 0.887] 0.917] 0.786
CCS | 0.591] 0.208] 1.000 0.842] 0.875 0.709
10C | 0.542] 0.399] 0.437] 1,000 0.868] 0.939] 0.754
PUCE| 0.271] 0.304] 0.268] 0.344| 1.000 0.913] 0.953] 0.834
PBC |-0.268|-0.123(-0.250-0.010[-0.177] 1.000 0.763] 0.871] 0.582
PGS [-0.047[-0.189|-0.130(-0.193[-0.044] 0.325] 1.000] 0.909] 0.966| 0.826

CR: Composite Reliability, AVE: Average Variance
Extracted, COE: Csec Career Outcome Expectation,
CSE: Csec Self-efficacy, CCS:Csec Career Support,
ICC: Intention to continue a Csec career, PUCE:
Perceived Usefulness of Csec Education, PBC:
Perceived Barriers of a Csec Career, PGS: Perceived
Gender Stereotype of Csec Career

are well over the recommended acceptable
level of 0.7(68], which means that the
measurement model secures construct level
reliability.

We tested discriminant validity by com-
paring Average Variance Extracted (AVE)
and inter—-construct correlation. All AVEs
for the latent variables measured by re-
flective indicators were greater than the re-
quired minimum level of 0.5 and every con-
struct had a larger square root of AVE than
its correlations with other constructs. This
result shows that our measurement model
ensures discriminant validity(69]). The val-
ues of AVE, composite reliability and corre-
lation are presented in Table 3.

In our research model, there is a second
order factor (i.e. Perceived barriers of Csec
careers). As shown in Figure 2, the three
dimensions of perceived barriers are ar-
ranged in a second-order factor model,
which depicts the multiple perceived bar-
riers dimensions as multidimensional enti-
ties of the higher second order factor. All of
its indicators had factor loadings above 0.7
and were significant at the 0.01 level. Only
one out of nine items had loadings below

0.7 (i.e. 0.6462). However, it is still accept-
able as there are additional and other reli-
able indicators in the block(65). All in-
dicators load higher on the first order fac-
tors than on the second order factor and
AVE of Perceived barriers of a Csec careers
was greater than the square of the correla-
tions between it and its three first order
factors. It confirms that family related bar-
riers, personal barriers and institutional
barriers reflect the second order factor
well(70). Regarding the relative importance
of the three dimensions, the family related
barriers and institutional barriers are rela-
tively more important than personal bar-
riers since their path coefficients from the
perceived barriers of a Csec careers to fam-
ily related barriers, institutional barriers
and personal barriers were 0.791, 0.835,
and 0.710 respectively.

V. Results

Overall, the tests showed significant sup-
port for our model and the amount of var-
iance in the dependent latent variables ex-
plained by the model was moderately high.
Our research result is presented in figure 2.
As shown in figure 2, most hypotheses are
supported by data test results except for
the hypothesis regarding the effect of a
Csec career support to the intention to con-
tinue a Csec career. Around 48.3% of var-
iance of the students intention to pursue a
Csec career and the intention to remain
with the Csec profession is explained by a
Csec career outcome expectation, perceived
usefulness of Csec education, Csec self-effi-
cacy, perceived barriers of a Csec career,
and perceived gender stereotype of Csec
career.

For hypothesis 1, there was a significant
and positive relationship between Csec ca-
reer outcome expectation and intention to
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continue a Csec career (path = 0.418: p ¢
0.01). For Hypothesis 2a, Csec self-efficacy
had a positive relationship with the in-
tention to continue a Csec career (path =
0.198; p € 0.01). Hypothesis H2b and H2c are
also supported by data test results, Csec
self-efficacy had a positive effect on stu-
dents’ Csec career outcome expectation
(path= 0.287; p<0.01) and perceived useful-
(path=0.335,
p<0.01). Our data results supported hypoth-
esis 4, which postulated that a lack of com-

ness of a Csec education

puter skill has a negative relationship with
Csec self-efficacy (path = -0.373: p { 0.01).
The perceived usefulness of a Csec educa-
tion also had a positive relationship with
the intention to continue a Csec career
(path = 0.154; p < 0.01), providing support
for hypothesis 5. Similarly, for hypothesis
7a and 7b, support was found for the pro-
posed negative relationship between the
perceived barriers of a Csec career and the
intention to continue a Csec career (path =
-0.240: p { 0.01) and the perceived barriers
of a Csec career and a Csec career outcome
expectation (path=-0.233; p{0.001). Hypothesis
8a was strongly supported by our data test
result (Path=-0.200; p<0.01) which means
scholars’ perceived gender stereotype of
Csec career has negative relationship with
their intention to a cybersecurity career.
For testing the moderating role of gender
on relationship between perceived gender
stereotype of Csec career and intention to
continue a Csec career, this paper followed
the direction of Carte and Russell who test-
ed whether the variance explained by the
moderating effects was significant, using
F-statistics(69]). This study also computed
Cohen’s f 2in order to compare the R2 val-
ues between the main and moderating ef-
fects, following Chin et al. (64]).Based on
the guidelines of Chin et al., this study has

f-statistic, 3.94 which 1is significant at

p<0.05 and Cohen’s f2, 0.04 which means
small effective size(71]). This
dicates male scholars have more tendencies

result in-
to be affected by a gender stereotype.

However, hypothesis 3, a lack of math
background has a negative relationship
with Csec self-efficacy, and hypothesis 6,
Csec career support from family, peer and
faculty had a positive impact on the in-
tention to continue a Csec career, were not
supported by data test results. The path
coefficients for hypothesis 3 and hypothesis
6 happened to be -0.002 and 0.009. These
results show the difference characteristic
between computer engineering career and
cybersecurity career. Prior research has ad-
dressed the importance of math background
on students’ intention to choose computer
engineering and related careers(32), how-
ever our research results show that com-
puter skills are more important than math
back ground in pursuing cybersecurity
careers.

Csec career outcome expectations, per-
ceived usefulness of Csec education, and
Csec self-efficacy have strong positive ef-
fects on the scholars’ intention to continue
a Csec career. In contrast, perceived bar-
riers toward a Csec career and perceived
gender stereotype of Csec career have neg-
ative relationships with the intention to re-
main with a Csec career. In addition, the
relationship between perceived gender ster-
eotype of Csec career and intention to con-
tinue Csec career is affected by gender
which means gender has an interaction ef-
fect with perceived gender stereotype of
Csec career. Interestingly, we find that the
effect of support for a Csec career from pa-
rents, peer and faculties on students in-
tention is not strong enough to show the re-
lationship between support and intention.
Table 4 summarizes the results for support-

ing hypothesis.



EHRREE GG (2012, 4) 307

(Table 4) Summary of results for supporting
hypothesis

Hypothesis Results

Alackof
Math
Background

HI1: Csec career outcome
expectations have a positive effect
on the intention to continue in a

Csec career.

Perceived
NS Barriers of
Supported

Qutcome

Csec Expectation

Selfefficacy
RE=0.156

H2a: Csec self-efficacy has a 0.240%

positive effect on the intention to | Supported
continue in a Csec career.

Alackof
Computer Skill

Usefulness of

Intention to

Csec
Education

Continue
A Csec Career

H2b: Csec self-efficacy has a
positive effect on the Csec Career | Supported
Outcome Expectation.

H2c: Csec self-efficacy has a
positive effect on the Perceived Supported
Usefulness of Csec Education.

1% order
Factor

Csec N\  orger
H3: A Lack of Math background Career Factor,
. . . . Not Support
has a negative relationship with #pe (1
. Supported
Csec self-efficacy. 1P

H4: A Lack of Computer skills has
a negative relationship with Csec | Supported (Figure 2) Data Analysis Results
self-efficacy.

Hb5: Perceived usefulness of Csec VI. Discussion and Conclusion
education has a positive impact on

the intention to continue a Csec Supported
The results of our study show that cy-
career. :
bersecurity scholars, who have strong pos-
H6 Csec career Sup?‘”t h,as a Not itive outcome expectations and a positive
positive effect on the intention to ] . .
continue a Csec careor. Supported attitude toward a Csec career, have a high-
er intention to pursue a Csec profession for
H7a: Perceived barriers to a Csec . P P
career have a negative relationship Subported a longer period than students who do not
with the intention to continue a PP have positive outcome expectations. High
Csec career. long-term earnings, technical and mana-
H7b: Perceived barriers to Csec gerial advancement opportunities, job sta-
career have a negative relationship Supported bility, a structured career path, a plentiful
with a Csec Career Outcome 1v of job Al . d h
Expectation. supply of jobs, social prestige, and a chance
- to make a contribution to society are im-
H8a: Perceived gender-stereotype . ,
of a Csec career has a negative 5 ted portant factors of formulating scholars pos-
relationship with intention to upporte itive attitudes toward a cybersecurity career.
continue a Csec career. Our results indicate that job security as
H8b: Gender has a moderating well as social contribution affect cyberse-
effect on relationship between curity scholars attitude toward a cyberse-

perceived gender-stereotype of a | Supported
Csec career and intention to ; o
continue a Csec career. a lack of social recognition toward cyberse-

curity career. The results also showed that

curity jobs is an obstacle when deciding to
Figure 2 displays our data analysis result. remain in the cybersecurity field for any



308

Alolv] ARRE Q] kAT FA2 98

L ARNS APAE A A 9w

a)

& AT

length of time.

Another significant factor affecting the
intention to pursue a cybersecurity career
is the individual's level of self-efficacy re-
garding the skills and knowledge of
cybersecurity. We could find a strong pos-
itive effect of self-efficacy toward cyberse-
curity related skills and knowledge on stu-
dents’ positive cybersecurity career outcome
expectation and perceived usefulness of cy-
bersecurity education. A lack of self-con-
fidence toward math and science is dis-
cussed as obstacles to entering science and
computer in prior stud-
ies(23,36). However, our results show that

related careers

computer skills are a more important factor
than math on the formation of one's self-ef-
ficacy toward cybersecurity. Also, more com-
puter experience and education are needed
to retain a more qualified workforce in the
cybersecurity area. In addition, we found
that the role of education facilities is essen-
tial for providing a sound and solid founda-
tion for cybersecurity employees. According
to our research results, cybersecurity schol-
ars understood that a cybersecurity educa-
tion has a positive effect when choosing
Csec career. We also conclude that educa-
tional institutions play a significant role in
formulating cybersecurity workforce pipe-
line by developing appropriate and relevant
curricula. Computer security fields require
both technical training and education as-
pects [72). Higher education must deliver
the practical skills and knowledge regard-
ing cybersecurity in order to enhance stu-
dents’ perceptions of the very real necessity
of the program.

In our study, we found a negative effect
of gender stereotypes regarding cyberse-
curity career intentions. Scholars who have
strong perceived gender stereotypes of a cy-
bersecurity position have less of an in-
tention to pursue a cybersecurity career.

The effect of these probabilistic judgments
cybersecurity professions
with each gender group. Interestingly, male

toward varies
cybersecurity scholars responded that male
workers may be better at a set of technical
skills which require performing cyberse-
curity projects than female workers. Female
scholars disagree with this idea. As we dis-
cussed earlier, gender stereotype toward a
specific occupation comes from external im-
ages that suggest that the occupations are
dominated by one gender. Most participants
in the interview that we carried out for this
study reveal that they consider cyberse-
curity occupations as a male dominated
field because of a lack of female professors
or female role models. Female students in
IT area show concerns about gender dis-
crimination in their work place(73]. This
study recommends that education facilities
as well as companies should try to reduce
prejudgments of gender stereotypes in cy-
bersecurity by suggesting gender balanced
role models and mentors.

This study also shows that students put
more weight on possible positive outcomes
from pursuing cybersecurity careers than
on social norms that evolve from their ref-
erence group such as family, peer, and fac-
ulty members when they make a decision
on career selection. Our interview results
also support the more significant role of be-
havioral belief as compared to normative
belief. Most
were interviewed said that they decided to
participate

cybersecurity scholars who
in the program even though
their decision was not supported by their
families. Our research results suggest those
students’ behavioral beliefs regarding cy-
bersecurity professions (e.g positive out-
come expectations, Csec self-efficacy) need
to be stimulated to retain cybersecurity
workers for a long time and to avoid fre-

quent turnover in cybersecurity jobs. In ad-
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dition, we could find the role of self-efficacy
on cybersecurity scholars’ behavioral in-
tention to continue cybersecurity careers.
cybersecurity scholars who have confidence
in their computer skills and cybersecurity
related knowledge and skills have a more
positive attitude toward a cybersecurity ca-
reer and cybersecurity education so that
they have a higher behavioral intention to
pursue a cybersecurity career than students
who do not have. The results show that
scholars’ outcome expectation and barriers
toward cybersecurity career have more ef-
fect among other factors. In addition, in-
stitutional barriers and family related bar-
riers have more impact on scholars in-
tention to continue cybersecurity career
than personal barriers.

For the companies and organizations
which need qualified cybersecurity work-
force, this study suggests useful directions
to retain qualified cybersecurity pro-
fessionals by presenting cybersecurity ca-
reer barriers for three dimensions; family
related barriers, personal barriers and in-
stitutional barriers. The obstacles which
hamper cybersecurity scholars in pursuing
cybersecurity careers were time constraint,
work-family conflict, non flexible working
time and less job opportunity in the field.
For cybersecurity scholars, work-family
conflict and non flexible working time can
present possible difficulties which will pre-
vent them from making long term commit-
ments to cybersecurity jobs. In addition,
the balance of male and female workers in
cybersecurity profession is important to ob-
tain a secure pipeline of supplying skilled
cybersecurity professionals.

For successful organizations, availability
of IT professionals are very important stra-
tegically: therefore, organizational effort
should be made continually to retain quali-
fied IT professionals(74). To retain more

qualified human resources in the cyberse-
curity field, companies try to provide cy-
bersecurity workers with job opportunities,
technical as well as managerial advance-
ment opportunities(75), variety in their
works and projects, help for balancing work
and family concerns. With the increasing
demand on cybersecurity professionals in
our society, we believe that our research is
the first step in understanding the career
choice in the cybersecurity profession. Our
research provides findings on cybersecurity
career choices and perceived job charac-
teristics. From the response of scholars who
are in the cybersecurity field, we realize
that students’ positive outcome expect-
ations from a cybersecurity career will re-
sult in a longer stay in that profession.
Particularly, the role of academic programs
in information security in college is critical
to formulate students attitudes towards a
cybersecurity career.
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Appendix
Constcut Measures Mean | S.D.
PUCE1 | I think class(es) I took is (are) useful in pursuing my future career. 5.94 |1.36
PUCE2 | I learned practical skills that I might need in my future career. 5.62 | 1.42
PUCES3 | I established a knowledge foundation for cyber security( information assurance). | 5.79 | 1.53
PUCE4 | I am satisfied with the courses that I took relating to information Assurance. 5.46 | 1.48
1cc1 I want establish my career in the cyber security(information assurance) field in 618 | 1.14
the future.
1cco I am willing to continue my career in the cyber security(information assurance) 654 | 098
for at least 2 years.
1ccs I am willing to continue my career in the cyber security(information assurance) 610 | 1.92
for at least 5 years.
o4 I am Wl'lhn'g to continue my career in the cyber security(information assurance) 5411153
as my lifetime career.
1CC5H A cyber security(information assurance) career is my first preference. 5.63 | 1.50
COE] A ca.reer in cyber security (information assurance) will give me high-long term 555 | 1.21
earnings.
COR2 -A career in cyber sgcprlty (information assurance) will give me technical 587 |1.05
advancement opportunities.
COR3 A career in cyber sec.uylty (information assurance) will give me managerial 563 | 1922
advancement opportunities.
COFA A career in cyber security (information assurance) will give me variety in 588 | 1.45
work/projects.
COE5 A caree.r 1n.cyber secgrlty (information assurance) will give me a chance to make 594 | 194
a contribution to society.
COE6 A career in cyber security (information assurance) will give me job stability. 5.71 | 1.21
CORT A career in cyber security (information assurance) will give me plentiful supply 504 | 144
of jobs.
COE8 A career in cyber security (information assurance) will give me a social prestige. | 5.42 | 1.24
COR9 A career in cyber security (information assurance) will give me a structured career 498 | 148
path.
PGS1 Men enjoy working with computers for longer periods of time more than women. | 6.24 | 1.80
PGS2 Men are better than women at managing computer networks. 5.06 | 1.51
PGS3 Men learn more quickly than women about Information Assurance. 4.88 | 1.48
PGS4 Men are better than women at programming. 5.08 | 1.58
PG5 Men’ are'better than women at staying on top of new technology as related to 490 | 1.5
Information Assurance.
PGS6 Men are better than women at setting up information systems. 499 | 1.64
oSt My parentus and family support my decision regarding my career in cyber security 624 | 195
(information assurance).
00s2 My frlend; and other peers support my decisions regarding the career in cyber security 605 | 1.31
(information assurance).
oS3 Faculty members encouraged me to participate in cyber security (information 577 | 1.48
assurance) program.
FB1 If I work in the cyber security (information assurance) field, I might experience 613 | 1.42

time constraints (spending not enough time with my family).




[ ETSGE (2012, 4) 315
Constcut Measures Mean | S.D.
If T work in the cyber security (information assurance) field, I might experience
FB2 e . 5.54 | 1.80
difficulty balance work and family.
PB1 If I work in the cyber security (information assurance) field, I might experience 246 11.16
having to work hard but not being able to keep up. ' '
If T work in the cyber security (information assurance) field, I might experience
PB2 . . . 2.49 | 1.27
not fitting in with others in my work.
PR3 If I work in the cyber security (information assurance) field, -I will be treated as 947 | 1.20
a nerd or a geek by other people (not including co-workers in cyber security field). ' '
If T work in the cyber security (information assurance) field, my earnings will be
IB1 . . . . 2.78 | 1.23
relatively poor than working in other job fields.
If T work in the cyber security (information assurance) field, there will be less flexible
1B2 . . 2.19 | 1.36
working time.
If I work in the cyber security (information assurance) field, I might experience
IB3 . . i 1.84 | 1.41
that I will not have many job opportunities.
If I work in the cyber security (information assurance), I have to travel a lot for
1B4 my work . If I work in the cyber security (information assurance) field, my earnings | 2.47 | 1.21
will be relatively poor than working in other job fields.
OSE1 I am (or will be) very confident with technical skills in cyber security (information 615 | 1.36
assurance).
OSF2 I am (or will be) very good at increasing my knowledge in cyber security (information 602 | 093
assurance).
OSE3 I have (or will have) competency in computer skills related to cyber security 649 | 110

(information assurance.
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