EREAEREHNGE

2% H 25k, 2012. 4

2L AG 3 WA 18 AL o) 2

User Behavior Analysis for Online Game Bot Detection*

Ah Reum Kang,”Ji\/oung Woo," Juyong Park,? Huy Kang Kim™
'Graduate School of Information Security, Korea University,
2Physics Department, College of Sciences, Kyunghee University

ok
il =

918 7heel, 22kl Al o] Abgo] Al Aulzel 7 A2 EAE opleka 9)
A2 913 44 Aelu]e ¥ xRS Akt o] Zelsla
o 8 o) £ gz shel EA0] arty play) 28 S48k el
FokE ) 4éﬂ1. Aolu] Ak kA Qi Sstee] ol7] wlel 28 AeHElE 24T 45

5 S)Elol] Ao]7} 9Iek. o] B o] gale] AR 3 o 4xjo} Ak o) AEL T A 5
2 waelm el A 2 BAE 98 DARS At B A4S ek A4 s
o1% Sl A, AP 691 el Aol At B =Ee 2AYYE B £FE
& QYEg wsic)

o
i)
2
2
Lo
I
o2
<
e
r o

o M
b=
s
rlo
I,
[40
w2
s
>¥m

)
o,

e
o & rff o

> i

ABS
‘1__

o
b
12
=

rl

S
N
>,
op
N
)
i
K
o,
fr
o
rm

>

o > 30 o @ T
oX, .
FEu T )
>
-
op
N
-
o

fin

o
S 4
© M
DO (
N
o 4 %

ABSTRACT

Among the various security threats in online games, the use of game bots is the most serious problem. In this paper, we
propose a framework for user behavior analysis for bot detection in online games. Specifically, we focus on party play that
reflects the social activities of gamers: In a Massively Multi-user Online Role Playing Game (MMORPG), party play log
includes a distinguished information that can classify game users under normal-user and abnormal-user. That is because the bot
users’ main activities target on the acquisition of cyber assets.

Through a statistical analysis of user behaviors in game activity logs, we establish the threshold levels of the activities that
allow us to identify game bots. Also, we build a knowledge base of detection rules based on this statistical analysis. We apply
these rule reasoner to the sixth most popular online game in the world. As a result, we can detect game bot users with a high

accuracy rate of 95.92%.
Keywords: Online game security, game bot, user behavior analysis, MMORPG
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Bot Detection ()

Define Cache Table TCT: // Threshold Cache Table
Define Cache Table VCT: // Value Cache Table
Define TCT TOT VALUE: // Sum Value of TCT
Define VCT TOT VALUE: // Sum Value of VCT

TCT_TOT_VALUE = Aggregation (TCT):
CalThreshold (TCT, TCT_TOT VALUE):

VCT_TOT_VALUE = Aggregation (VCT):
CalThreshold (VCT, VCT_TOT VALUE);

While (1) {
get ID, Threshold from VCT:
search ID from TCT;
if ( VCT.Threshold ) TCT.Threshold ) then
find Bot

Aggregation (CacheTable CT)
Define TOT_VALUE;

While (1) {
get ID, Value from logfile:
search ID from CT;
if ( ID does not find CT ) then
Insert ID, Value to CT:
else
Add Value to CT.Value
Add Value to TOT_VALUE
}
return TOT_VALUE;

CalThreshold (CacheTable CT. TOT VALUE)
Define TOT_VALUE;

While (1) {
get ID, Value from CT:

CT.Threshold = (CT.Value * 100)/TOT_VALUE:

(T8 3) 22l Al % R ¢u2|F
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# 3rd: Increasing Money

27 10.03%
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u 6th: Creating Item
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