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ABSTRACT

Packing techniques, one of malicious code detection and analysis avoidance techniques, change code to reduce size and
make analysts confused. Therefore, malwares have more time to spread out and it takes longer time to analyze them. Thus,
these kind of unpacking techniques have been studied to deal with packed malicious code lately. Packed programs are
unpacked during execution. When it is unpacked, the data inside of the packed program are changed. Because of these
changes, the entropy value of packed program is changed. After unpacking, there will be no data changes; thus, the entropy
value is not changed anymore. Therefore, packed programs could be unpacked finding the unpacking point using this
characteristic regardless of packing algorithms. This paper suggests the generic unpacking mechanism using the method
estimating the unpacking point through the variation of entropy values.

Keywords: Unpacking, Entropy, malware
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