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Abstract

In this paper, we proposed and modeled a video contents protection system based on the infectious information
hiding(ITH) technique as using characteristics of biological viruses. Our proposed IIH System considered the requisite
important information for video contents protection as the infectious virus, and suggested a new paradigm about video
contents protection that transmitted infectious information from contents(host) or video CODECs(viral vector). Also, we
modeled the Pathogen, Mutant and Contagion virus as the infectious information and defined technical tools about
verification of infectious information, kernel based IIH, contents based IIH and creation/regeneration of infectious
information as main techniques for our IIH system. Finally, through simulations that carried the infectious information by
using conventional information hiding algorithms as kernel based and contents based IIH techniques, we verified
possibilities of our proposed IIH system.
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Table 1. Experimental infected results of contagion and mutation information (watermark) in each infection way.

Host Ist Infection Znd Infection
Test Layer SvC MPEG-2 H.264
Sequence Decoded Encoded Decoded Encoded Decoded
(Mutant 1) A (Mutant 2) A (Mutant 3)
4CIF
CREW CIF
QCIF All Infected with No Bit Error
CIF
FOREMAN OCIF
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Table 2. Comparison of image degradation (PSNR, dB) by the infected information in transcoding to heterogenous

codec.
Host 1st Infection 2nd Infection
Test SVC MPEG-2 H.264
Sequence Layer Com-~ . Com-— . Com- .
. Infection . Infection . Infection
pression pression pression

4CIF 41.16 39.41 39.62 35.26 39.50 35.07
CREW CIF 4323 40.57 4145 36.43 41.15 36.44

QCIF 4752 42.20 42.12 36.60 42.09 36.45

CIF 44.29 4195 42.54 36.48 42.38 36.30
FOREMAN QCIF 49.81 44.60 45,07 37.30 45.05 37.23
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