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ABSTRACT

An Internet worm is a self-replicating malware program which uses a computer network. As the network
connectivity among computers increases, Internet worms have become widespread and are still big threats. There
are many approaches to model the propagation of Internet worms such as Code Red, Nimda, and Slammer to
get the insight of their behaviors and to devise possible defense methods to suppress worms’ propagation
activities. The influence of the network characteristics on the worm propagation has usually been modeled by
medical epidemic model, named SI model, due to its simplicity and the similarity of propagation patterns. So
far, SI model is still dominant and new variations of the SI model, called SI-style models, are being proposed
for the modeling of new Internet worms. In this paper, we elaborate the problems of Sl-style models and then

propose a new accurate stochastic model using an occupancy problem.

I. Introduction worm outbreaks and became known to the public

in November 2008"). Conficker worm attacks the

As the network connectivity among computers vulnerability of the Microsoft windows family.
increases, Internet worms have become widespread Conficker attacks TCP 445 port where the
and are still big threats. Conficker, also called vulnerable Microsoft’s software runs and has
Downup or Kido, is one of the most important evolved from Conficker A to E". According to
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SRI’'s recent technical report, infection size of
Conficker A and B are 1 million and 3 million
hosts each'”.

Most worms use random scanning to select
victims. There are many approaches to model this
random scanning and worm propagation so far.
called SI model, is
applied in worm propagation for the first time"".
still

Medical epidemic model,

SI-style models are dominant, and new

have fundamental weaknesses for modeling worm

propagations  accurately. To compensate the
weaknesses, we propose a new stochastic model.
By applying occupancy problem, we can model
worm’s random scanning behaviors in high
accuracy.

In this paper, we focus on the estimation of
the total number of infected nodes at peak while

it is in an early propagation stage. Firstly, we

variations are being proposed. However, by show the problems of the already proposed
conducting comprehensive analysis and SI-style models, originally developed for the
simulations, we found that these SI-Style models medical analysis. To resolve these problems, we
Table 1. SI style models
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propose a new model using occupancy problem
which stochastically calculates all the possible
scan activities of a worm. Our new stochastic
model requires considerable computation overhead.
Thus, we simplify this stochastic model into a
simple model which dramatically reduces the
computation overhead, yet shows similar accuracy.
The rest of the paper is organized as follows: In
Section 2, we review the related work on worm
propagation. In Section 3, we show the accuracy
problem of previous models, more specifically,
Sl-style models. In Section 4 we propose a new
stochastic model and conduct model validation
with a simulation program. In Section 5, we
conclude our research and

provide some

discussion and directions for future work.

Table 2. NON-SI style models

II. Related Work

Originated in medical modeling, classical
epidemic model was first appeared in the worm
modeling in 2002*. In this model, every host is
either Susceptible or Infected. This is why this
called SI model. There are many
variations of this model such as SIRP, SAIR
model”, DSIR model', ADSIR model®. SI-style
models are still widely being used to model
Table 1
various schemes which use Sl-style models.

Table 2

non-SI models. Sellke'"! propose Brach process

model is

worm or virus propagations. shows

shows other schemes which use

model, a Markov process that models population

increase as a tree branches. This model provides

. N-intertwined . Graph  Theory
Branching . Correlation [17] .
Scheme [14] Markov chain [16] LMF  model model in
process model [15] Method [18]
model Cellular
A Social
. . A Local Mean Network Based
Modeling  and Dynamical ] . .
. . Field Analysis of Patching Scheme
. Automated Virus  Spread in models for ;
Title . ] Security for Worm
Containment of Networks computer viruses . . )
. Investments in Containment in
Worms Propagation
Networks Cellular
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Transactions  on Mathematical
Lo Dependable and Problems in
Publication . ToN, 2009 . . NetEcon, 2008 | INFOCOM, 2009
Secure Computing, Engineering,
2008 2008
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process Mean field . .
Method . autoregressive, propagation + Graph  Theory
(Borel-Tanner approximation ) . )
o Fourier  series economic model
distribution)
. . . Internet  Virus
Domain Internet  Worm Internet  Virus Internet  Virus Cellular  Worm
and Worm
Modeling  with
Propose  worm . Adopt . .
. markov chain . . Consideration  of
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) Analysis  of MMS Worm
Pros. Consider Random factors can be for agents to .
] steady-state of . Patching  model
scanning and local considered captures network .
. mean field with graph theory
preference scanning . effects
approximation
No  consideration . .
. No  comparison . No detail
of duplicated scans . Inaccurate No  comparison . .
Cons. with real data . consideration of
and concurrent method with real data .
worm propagation
scans
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a precise bound on the total number of scans that
ensures that the worm will be finally diminished
and calculates the probability that the total
number of hosts that the worm infects is below a
certain level. This model is developed for uniform
scanning worms and extended to preference
scanning worms. The authors also suggest the
automatic worm containment strategy that prevents
the propagation of a worm at its early stage. The
problem of this approach is infection probability
should be constant, but as infected nodes are
probability  should be

decreased because susceptive nodes are reduced.
[15]

increased, infection

Mieghem proposes  N-intertwined Markov
chain model using mean field approximation,
which models the virus spread in a bi-directional
network specified by a symmetric adjacency
matrix. Several upper bounds for the steady-state
infection probabilities are presented. The exact
Markov chain provides insight into the virus
spread process, but this model is not suitable for

the estimation of virus or worm propagation.
Il. Problems of Previous Work

Medical epidemic models have been used to
model worm  propagation in [7]-[13]. As
mentioned in Section 1, traditional SI model has
many problems which affect model accuracy:
overlapping scan problem, concurrent scan
problem, model mismatch problem when total

population and vulnerable population are different.

3.1. Overlapping Scanning
Equation (1) shows the increase of infectious

nodes in original SI model.

dl 1

—=pIS, = —, 1
Where 1 is the number of infectious nodes, S

is the number of susceptible nodes, and L is the

total number of nodes on the Internet. If many

infectious nodes try to scan, it is possible that a

certain node is scanned by more than 2 at the

same time. As the number of scanning node
increases, the overlapping scan probability
increases, which reduces the infection rate which
is expected by SI model.

Fig. 1 shows the difference between the
simulation and SI models. As the overlapping
scans are not considered, SI model overestimated

the infected nodes.

1000 | . . AR
900 |
800 |
700 |
G600 |
500 |

400 |

Infected Modes

300 |

200 | [ simulation

LSI_MODEL

Time

Fig. 1. Simulation and SI model comparison when total
population (L) is 1000, and vulnerable population (N) is
1000.

3.2. Concurrent Scanning

Most worms use multi-thread to increase
infection rates, but SI model cannot reflect
concurrent scan activities. For example, suppose 2
cases: total population (L) is 1000, vulnerable
population (N) is 1000, concurrent scan number is
1, and total population (L) is 10000, vulnerable
population (N) is 1000, concurrent scan number is
10. In SI model, the results are the same.

1000 | N N A o e N A
900 |
800 |
700 |
600 |

500 |

Infected Nodes

200 |
300 |

200 | [ simulation

LSI_MODEL

0 5 10 15 20 25
Time
Fig. 2. Simulation and SI model comparison when total
population (L) is 1000, vulnerable population (N) is 1000,
and concurrent scan is 1.
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Infected Modes
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Fig. 3. Simulation and SI model comparison when total

population (L) is 10000, vulnerable population (N) is 1000,

and concurrent scan is 10.

Fig. 2 and 3 show the differences of infection
curves when concurrent scan is applied in
simulation, while SI models show the same

infection curves.
IV. Model Proposal and Validation

We propose a new accurate stochastic model
using occupancy problem. Occupancy problems
deal with pairings of objectsm]. The basic
occupancy problem is about placing m balls into
n bins. We can consider a scan as a ball and
each node as a bin.

Equation (2) and (3) show the number of
infected nodes at time 7, where /7, ; is the
probability that there are j infected nodes when
time ¢ and P;_;(X=1) is the probability that

there are i newly infected nodes when -current

Table 3. Notations

Symbol Explanation

L Total population (= in IPv4).

N Total vulnerable population.

S Susceptible population.

1 Initial infected nodes.

() Number of infected nodes at time
t.

Pt,j Probability  that there are j
infected nodes when time t.

P]:j(X: i )| Probability that there are i  newly
infected nodes  when  current
infected nodes are j.
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infected nodes are j.

min (V; f, < 2')

)=

i=4

PI:j(X: i) = éQ2
k=i

ix Xi]{Pf,ij P (X= i*j)}} 2)

J=n

(3)

Fig. 4 shows the accuracy of stochastic model.
For the experiments, an Intel i5 (2.8Ghz)
computer is used and worm propagation activities
are simulated by random IP selection. We can see
that our new stochastic model matches very well

with simulation, while SI model shows over

estimation.
1000 e
P
900 rd
o //
I
700 Iy
3 600 J /
: i/
T 500
= '
I /1
£ 400 1/
E b
s
300 b
200 Simulation
Stochastic Model
100 S| Model
0
0 20 40 80 0 100 120 140 160

Time
Fig. 4. Infected nodes when total population is 10000,
and vulnerable population is 1000.

V. Conclusion

SI-style models, originally developed for the
medical analyses, are dominant models so far and
new variations with additional considerations are
being proposed in modeling worm or virus
propagation. In this paper, we have showed the
problems of already proposed SI-style models with
3 factors.

By applying occupancy problem, we have
proposed a new stochastic model which shows
very good accuracy. And we also have proposed
a simple method which can reduce the
computational overhead of the stochastic model,

yet show similar accuracy.



) A R o83

jut

r>4
iy
i
i
o,

[1]

(2]

(3]

[4]

[5]

[6]

[7]

8]

(9]

References

E. Aben, “Conficker/Conflicker/Downadup as
seen from the UCSD Network Telescope,”
http://www.caida.org/research/security/ms08-06
7/conficker.xml, 2009.

Phillip Porras, and Vinod
into Conficker’s
Logic and Rendezvous Points,” USENIX
Workshop on Large-scale Exploits and
Emergent Threats (LEET), 2009

Kephart J O, White S R, “Directed-graph
Models of  Computer
IEEE Computer

Society Symposium on Research in Security

Hassen Saidi,

Yegneswaran, “A Foray

Epidemiological

Viruses,” Proc. of the

and Privacy. Oakland, California, USA:
IEEE Computer Society Press, 1991:
343-359.

Stuart Staniford, Vern Paxson, Nicholas

Weaver, “How to Own the internet in your
spare time,” USENIX security, 2002
Piqueira JRC, Navarro BF, Monteiro LHA,
“Epidemiological models applied to viruses
in computer networks,” journal of computer
science, 2005.

Dagon D, Zou CC, Lee W., “Modeling
botnet propagation using time zones,” In:
Proc. Of the
13thAnnualNetworkandDistributedSystemSecur
itySymp.(NDSS2006).2006.

ChangRui Guo, ShaoHong Cai, HaiPing
Zhou, DaMin Zhang,
“Susceptible-Infected-Susceptible Virus
Spread Model in 2-Dimension Regular
Network under Local Area Control,”

International Conference on Networking and
Digital Society, 2009.
Chen Junhua, Wei
“General

Shengjun, Peng Wu,
Worm Propagation Model for
Wireless Ad Hoc Networks,” International
Conference on Computer Science and
Information Technology, 2009.

Ben-hua Guo, Shao-hong Cai, “THE SIS-BD
MODEL OF COMPUTER VIRUS

SPREADING ON INTERNET,” Wireless

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

Communications, Networking and Mobile
Computing, 2007.
Ming Liu, Lansheng Han*, Fan Hong,

Mengsong Zou, “A  Computer Virus
Model in P2P Networks,”
Workshop  on
Technology and Computer Science, 2009.

Propagation

International Education

Narisa Zhao, Xianfeng Zhang, “The Worm

Propagation Model and Control Strategy
Based on Distributed Honeynet,”
International ~ Conference on  Computer

Science and Software Engineering, 2008.
Jose R.C. Adolfo A. de

Vasconcelos, Carlos E.C.J. Gabriel, Vanessa

Piqueira,

O. Araujo, “Dynamical models for computer
viruses,” Computers & Security, 2008.

Jose Roberto C. Piqueira, Vanessa O.
Araujo, “A modified epidemiological model
for computer viruses,” Applied Mathematics
and Computation, 2009.

Sarah H. Sellke, Ness B. Shroff, Saurabh
“Modeling and

Bagchi, Automated

Containment of Worms,” Transactions on
Dependable and Secure Computing, 2008.
Piet Van Mieghem, Jasmina Omic, and
Robert Kooij, “Virus Spread in Networks,”
Transactions on Networking, 2009.

Jose R. C. Piqueira and Felipe Barbosa
Cesar, “Dynamical models for computer
viruses Propagation,” Mathematical Problems
in Engineering, 2008

Marc Lelarge, Jean Bolot, “A Local Mean
Field Analysis of Security Investments in
Networks,”

international

Proceedings of the 3rd
workshop on Economics of
networked systems, 2008.

Zhichao Zhu, Guohong Cao, Sencun Zhu,
Supranamaya Ranjan and Antonio Nucci, “A
Social Network Based Patching Scheme for
Worm Containment in Cellular Networks,”
INFOCOM, 20009.

217



£ A 2 (Kyung-moon Woo) A3
1995 FwAREEL A4k
(D, 2007 A2dEa

=171, 75 g (AAD
20124 Agdista #17], A
FrElE b

<Rl AR, olEEAl,

HE9= Bt

Z = A (Chong-kwon Kim) ZA13]
19824 mle FA|o} FajdfEt
oL AkdFEEl(AAD. 1987
Hovls oo gk
SRS IR
198411 ~19871 IBM AL3A|
AT AFxEYd. 19874 1
4~19911d  vw|=  Belcore
FAlATAE A 1991
A~ Mgl #17] - A5re]ge it o

<AEel ARAHIEY, 2ugeheE, o5 sAl

e

218




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


