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A Study on DDoS Attack Mitigation Technique in MANET

Yang Hwan Seok™ * Yoo Seung Jae™*

ABSTRACT

MANET composed wireless nodes without fixed infrastructure provides high flexibility, but it has weak
disadvantage to various attack. It has big weakness to DDoS attack because every node perform packet forwarding
especially. In this paper, packet transmission information control technique is proposed to reduce damage of DDoS
attack in MANET and search location of attacker when DDoS attacks occur. Hierarchical structure using gateway
node is adopted for protect a target of attack in this study. Gateway node in cluster is included like destination
nodes surely when source nodes route path to destination nodes and it protects destination nodes. We confirmed
efficiency by comparing proposed method in this study with CUSUM and measured the quantity consumed memory

of cluster head to evaluate efficiency of information control using to location tracing.

Key words : Attack Mitigation, DDoS, MANET
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