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The Behavioral Attitude of Financial Firms' Employees
on the Customer Information Security in Korea*

Woo-Jin Jung™, Yuhyung Shin***, Sang-Yong Tom Lee***

Financial firms, especially large scaled firms such as KB bank, NH bank, Samsung Card, Hana SK Card,
Hyundai Capital, Shinhan Card, efc. should be securely dedling with the personal financial information. Indeed,
people have tended to believe that those big financial companies are relatively safer in terms of information
security than typical small and medium sized firms in other industries. However, the recent incidents of personal
information privacy invasion showed that this may not be true.

Financial firms have increased the investment of information protection and security, and they are trying
to prevent the information privacy invasion accidents by doing all the necessary efforts. This paper studies
how effectively a financial firm will be able to avoid personal financial information privacy invasion that
may be deliberately caused by internal staffs. Although there are several literatures relating to information
security, to our knowledge, this is the first study to focus on the behavior of infernal staffs. The big financial
fimns are doing variety of information security activities fo protect personal information. This study is to confirm
what types of such activities actually work well.

The primary research model of this paper is based on Theory of Planned Behavior (TPB) that describes
the ratfional choice of human behavior. Also, a variety of activities to protect the personal information of
financial firms, especially credit card companies with the most customer information, were modeled by the
four-step process Security Action Cycle (SAC) that Straub and Welke (1998) claimed.

Through this proposed conceptual research model, we study whether information security activities of each
step could suppress personal information abuse. Also, by measuring the morality of infemal staffs, we checked
whether the act of information privacy invasion caused by internal staff is in fact a serious criminal behavior
or just a kind of unethical behavior. In addition, we also checked whether there was the cognition difference
of the moral level between internal staffs and the customers. Research subjects were customer call center
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operators in one of the big credit card company. We have used multiple regression analysis.

Our results showed that the punishnment of the remedy activities, among the firm’s information security
activities, had the most obvious effects of preventing the information abuse (or privacy invasion) by internal
staff. Somewhat effective tools were the prevention activities that limited the physical accessibility of non-au-
thorities o the system of customers” personal information database. Some examples of the prevention activities
are to make the procedure of access rights complex and fo enhance security instrument. We also found
that “the unnecessary information searches out of work” as the behavior of information abuse occurred fre-
quently by internal staffs. They perceived these behaviors somewhat minor criminal or just unethical action
rather than a serious criminal behavior. Also, there existed the big cognition difference of the moral level
between internal staffs and the public (customers).

Based on the findings of our research, we should expect that this paper help practically to prevent privacy
invasion and to profect personal information properly by raising the effectiveness of information security activ-
ifies of finance firms. Also, we expect that our suggestions can be utilized to effectively improve personnel
management and to cope with interal security threats in the overall information security management system.

Keywords : IS Management, Information Security, Information Privacy, Deterrence Theory, Security Action Cycle
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Hé6a: ZHA A 2819 ZA S 228 AR AHee A 71 o' sl el71d, A9,
z3o g WREHAY =l ()FTF 2011 p. 24) G WAL 2 7
< 73 Aotk NABE o] golstal &&= WIMste] 1 ¥hF

H6b: 744 A 2’19 A 25 EHad AR HAA AJNBEAFZE 7heAe]l & 1AHHY
z23o gk WAL FHA i FAH JEUES YR AT 2AHS
()%= P Zlolth ne] FHE HEZAE gH Y 77194 DAY

Hébc: A A28l ZAEEe =283 A oz 2011d 74 T Wz e 16071 A,
BHz3ld gt yrade dAd g5 % FES HIA 26705 A3 1300 HEAE
SA ()9S vA Aol AN = stk Az hgo] Ui-2¢ol

H7a: A9 9444 EZod AR=E3 ohd dwkelo] A F o2 HYzstr]o] W7 P&
e WAL HEe (FFE WA o2 AT & Sle ARCE FAHI Wi
Aotk of A 7199 JAE mEHA gete =

H7b: A 948 LS EZ83 HR=x3 A0 2 He A 58S wol HERALE st
e WA FaA o ()FF AL A AR FEAEY AdRAE H A
< HA Aol shate] AE-gHe Fie Solet mysigint. Eg

H7c: A8 dAHLe EFad FR=E3 AEEEY A e SHE =] Aal 1:1
g WAL A" FF5FAA () Al oJs) HEs AP RS A oY
FFS vE Zlojth & AR e 2% BAFE A BT

HBa: A9 gAdAe EFag HRx3 FHE HEAREL HYE A5S AT 24
gt WA e (\FFE v 2 aQEA S AAGt 4 FES AATA
Aotk EE SAWTE FALYE FE3] A8 FAE

H8b: Ao a4 BZad FRZ3 0 A4S RSk o a3 A] o] destE 96l
e WA FaA o ()FF A3 H HAE AY &tk F 92 T 8ET
< HA Aol o] o] & Fxol BA %A AHA ol AASAL

H8c: Ao 44 EFagt Rz HAFHOE AV FFE B4 o] &34t 82l

& e A" F5FA (o) AT WFE 7 ARBATE & v 9
FEE A Aot ff & dWEHE RS UrEHH—L« KMOE 0.792%

HY: Y2 =942 5283 HHZ3 Ueb o ymz SAX = <E 1> AT
of tig WA = (FFe "l H1, H24l| sl gste dASES 437 98l
A Zolt Me AR Aol s AR KBt

A tiel drkt 1AL A=AE S48 oF

V. A7 g A AT AAZ WA Qe Auuoga A4

22 233 5 9t And == #2 5 9

FEAAE AUHR FAAE FEHLE o QU] WRo) FHB H AP Fuel Fuu
77 WEo] mobe] WA 1 AR e AXT AuE W8 F44S S} 1A
AR FadT oeld FEAANY BAS O dABF o WEAUY AAFES 27
ek AT BHY AL wolnA FIAF ATk B ABEY ARE JE5 80l
oA FefA oz AFH HiiFo] B2 7tEF (Technology Acceptance Model: TAM)9] 1A &
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<E 1> 29 24
N 229l I AlaEE

AAEF 6.311 12.879

B s 5.396 11.012

_ dEEe A% A9 4.465 9.113

e 23! 3=

19AR BERS S E (AT % 4.063 8.293

FALF(FHA 3.520 7.183

FAGF(FHAA 3.333 6.803

=94 2.785 5.683

] = (Attitude) 2.763 5.640

AZE PFo|= &) % ©] = (BI) 2.268 4.628

(TBP) 83 ¥ (SN) 1.878 3.832

AAE Y5 FA(PBC) 1.826 3.727
84 A5 E o] &3to[Davis, 1989] ‘A HHF A & o] 8-3}q[Taylor and Todd, 1995] ‘H g Al 2=H
of AAH & AHEA N AAH FEA of A A BFA I HAZ A 2H 9 A &
= AAZTE SAse MR AHgsE L stk A2 s SAsE "R o] &3
AT QIEAoA o] F Wags 22 8%o=w H5, Heell s 3at= AA 253 43817 913
FE2HW7] HW7) Qi AAl EHANAE o F Me gAY WA o] sgrIdoziy
HeEs AT AAEFY A 84S AAl = AAFES Ay AAS L d=AE S
SHAUTE o] &3t ol9} Zo] F W7t 2 of gt} WL A ISMSE Frarsto] Abgh(7t
L0 E FEH offe AU dEdE] ARl A ZB(FA] Al 2j o= RSl ofn] AL
AA GFollA AEBEJAZ I AR KW S 3714 o] JAzAbel BEjake] QI F B3 A=
& Aol Bl A2 FE8HA skl st A AAAAE A&sto] WFA o] 7] A
A ety o2 Foldnh & g 7HeA S A ZAANAAE drp AA s =AE SH 5
ZA o] AAl Aol A AREAH} HH Ao AAEFY Hee olgd A4 ZAAA =
Hngs TA FPFgoaN daFds9 < FH W2 do] v QAFES A g8t ‘A
Ao Eghs FAEL VAR WA + gtk Aol gt AR ¢ 3 A A" o] g 1A
H3, H4ol & 33t AW&5S S43t7] A6 FE e FAZES SAcs MR ol &3 AH
Ae AL WA do] AR x3 o ARE F H7, H8dll sl Zste nd&d5S 437 93l
ZAREES)7I7HA drtd B &7 B e 53 Me gAY WAl g7 AdeE
@rtell g AAFES SAMoF dot FAH o < Aty A S A=AE FHN ok ok o
Z 7|40l Fste s Wi do]l RS AT Are Aoy A A=l
F5717HA A 1 AgARE 55 ¢ 7 ‘A AR A FHFE AR S TS
AT E 317] 98 232 Yo} W EES A ZARse HE R o] 8319 THTittle, 1980]. 314 2k
Aske Aot} o] HA ey W& FRx QAFA A o] F MFE 2 20008 3=
35 A% Alz" Yo Age A =84 A7) ol Al EAl M o] F 2E A
A &0 H2AT friol Wb 2ol & yE dto] ‘wARFY AAFEF S A nZE T
& Zo|H{Triandis, 1979]. ¥ &2 == TPB ZAsts W o] &8ttt olg 22 A=
with belief decomposition®] A€ E34 H= ZAER] R Ee] ‘A dAA I A
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of AR tig fdES FEA Xt Y A3t EAPH S SPSS 3] A 748 Ea) 2
A AT AY F WY FoAS YA HAE S5k AA oP;’M <3 2>¢} Zo] A
A48t Q7] WMEeE FHHATG wAHoR SAH E4E A WEE o] &dto] AT B
Hooll s et Wiz =94 S iz AL 1T Eﬂml AL ol Bt
ApOl AZEA FHA A x2S 118 8 Restd A2 ook AR (2 Tl gy ol kol w
DITY AAGA & 69A e =TS o] &3t gt SA3AR FFE A A7) "WZel A3
SY4 FEs S8 7I1be FAMTE &Y FFIAY A F
AF7hA Y EE W4 E Likert 58 AEE F £ SAFS} ABCAF F 7hEFALE Yo 2 ZAS)
_ Hed <k 2>90 AAE ABCAFES Al &3}H3E o] &
<E 2> QAT EAHEY EN = oo 3 R B
= 2 IApol AR 7 thE AU "ol
TE MEFE) | TAME%)| o AT 9IS F & Yoty BRE RS
44 78 58.2 - Bael EAMAT Bas
A O = 118 AEE FE5t] TAMTE 2835t
254 o] 3} 33 24.6
Lol 26~304] 53 39.6 V., 24 4 A3z}
31A o] 48 35.8
1E of3t 43 321 UM AAE TMEES AF8] A A
S u%(ixﬁm)g)f” fé gif 71EAT 2 TPB 28 o] FFaA 7} frojvl s
= o . L = L
37]1% U]E,l_ 29 216 7']] ]’]—9’]-0}: O]‘ E]‘] ]‘j’iﬂ- : ‘—‘l}tf >0ﬂ ;g- 1'}—&
3~671Y 31 231 U gtk B8 ed Rz g YU
AA717H | 6~1271€ 23 17.2 5, 783 9, dAR A55A7F 242 0.000
r2d 13 0.7 0016, 000002 $A4 §915% 4 B2
24 o4 38 28.4 . N
e - @ Huzsls) GEemd (0 GFE vIAE A
AAF 54 103 o2 Yet AgAT9] TPBY 7| &7H & $H
=534 : o) 3O A=
N BAH 43 321 sttt whebA B A9 TPB Ry L 7MS AF
CAt 26 194 shed A e AFehs Ao Yyt
<¥ 3> TPB 28 37 &N
A 2d
ZF&UE Egds -
B ) SE B B(FIE) SE B R
G 0332 7.067(0.000) | 0.355 0.563(0.574)
=83 A 0.300 0185 | -2.010(0.047) | 0.240 20.070 | -0.946(0.346)
ok 0.160 0.084 0.958(0.340) | 0.131 0.043 | -0.595(0.553)
ol 0.170 0.071 0.782(0.436) | 0.136 0.062 0.854(0.395)
84 0.166 -0.038 | -0.438(0.662) | 0.131 0.004 0.060(0.952)
o A 2713 0.054 0.105 1.124(0.263) |  0.043 -0.009 | -0.121(0.604)
e = 0.069 0.289 3.765(0.000)
83 4 0.078 0.195 2.449(0.016)
dAE F5EA 0.067 0.373 4.952(0.000)

E7 e

R*=0.060, 4 ¥ R*=0.023
F=1.627, p=0.158

R*=0.436, 4% R*=0.400
F=12.069, p=0.000
Durbin-Watson = 1.956
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ol AIAE <F 4>~ <E 6>F FHHF 7] HE AFIde AEHRIA o] YFA o
Ao AEHTEFo] EFad Rz gt E283 AH2IE sted oA HOBE D
A0 gy, FH4 14, dAE PFEA e FA ZAAL AHEG AFol g} HHK
o WAEs FFE 03 A B4 AIdmoltt Qtu o] WA UNA AEHE FAS AE
Adte] MEW AAGFH #HY EE THH AstA] Fobe HA 1 99de 2E F U
FEHY AA[A ANA FofustA] A Ueh ol g YUlolE FEI A LAY JHUFRRE
Hl, 2= 25 71450t oA L A5 7t S FAg o s olgg oA YR
<E 4> ZHHPIL A A EA
SAMT 2
i SYHF 2
T ) SE B %) | SE B R
Ch 0.354 6.612(0.000) | 0.729 6.008(0.000)
=53 A 0.319 0.082 | -0.919(0.360) | 0.326 -0.065 | -0.0720(0.473)
ok} 0.170 -0.291 3.433(0.001) | 0.176 0217 2.466(0.015)
ol 0.181 -0.002 0.026(0.979) | 0.182 0.052 | -0.584(0.560)
Bk 0.177 -0.105 | -1.257(0.211) 0.76 0153 | -1.833(0.069)
A2 713¢ 0.058 0159 | 1.780(0.078) | 0.061 0.184 1.963(0.052)
AL 0.148 0116 | -1.254(0.212)
H= d3AAHD) 0.120 0192 | 1.910(0.058)
e AFHD) 0.110 0169 | -1.726(0.087)
A (A1) 0.122 0127 | -1.255(0.212)
A (FHA A 2=H) 0.135 0.051 0.460(0.646)
AR AHY) 0.118 -0.216 | -2.322(0.022)
2 _— 225 R2 =
- 0128, AF R = 0.09% R 9.233, f%_h R? = 0.164
A3 F =377 b= 0003 F = 3372, p = 0.001
5P ) Durbin-Watson = 1.914

A

<k 5> SEHIL TN gyl 3FHEY

e - SAME =g
a SHET SE B (O E) SE B (o E)
s 0.339 8.853(0.000) | 0.689 7.445(0.000)
=53 A 0.306 0196 | -2.135(0.035) | 0.308 0123 | -1.336(0.184)
A 0.163 0.107 | 1.222(0.224) | 0.167 0.079 | -0.880(0.381)
o 0.174 0115 | -1.266(0.208) | 0.172 0112 | -1.241(0.217)
54 0.169 -0.018 | -0.209(0.835 | 0.167 0.020 | -0.235(0.814)
A 2717 0.056 0.171 1.843(0.068) | 0.057 0.118 1.241(0.217)
SN A2 0.140 0.001 0.010(0.992)
A (ATHH D) 0.114 0151 | -1.470(0.144)
el AFHD) 0.104 0.069 | -0.692(0.490)
A #EAY) 0.116 0.038 | -0.366(0.715)
FAHA A 2=H) 0.127 0.046 | -0.411(0.682)
1R8F 0.111 -0.248 | -2.613(0.010)
o2 R® = 0068, $4H R® = 0.032 R T O;zggézjxé N _Rf) 0=030'131
e/l F = 1866, p = 0.105 ~ o0~ P
Durbin-Watson = 1.772
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<E 6> SEHIL XA SSH FFH=A

SAHT o]
Zap =AW ©
T T SE B | w(®dI%) | sE EECER)
i 0.380 7.712(0.000) | 0.639 9.236(0.000)
=53 A 0.343 0144 | -1547(0.124) | 0313 -0.059 | -0.698(0.486)
ok 0.183 0.060 | -0.672(0.503) | 0.174 0016 | -0.191(0.849)
ol 0.195 0083 | 0.903(0.368) | 0.181 0113 | 1.316(0.190)
34 0.190 0022 | -0.253(0.801) | 0.173 0.019 | -0.234(0.815)
A& 713k 0.062 0092 | 0.976(0.331) | 0.060 -0.007 | -0.075(0.940)
PBC A% AFFD) 0.115 -0.248 | -2.645(0.009)
e A A9 0.108 0136 | -1.443(0.151)
A (A A 2= 0.116 -0.045 | -0.483(0.630)
1R3egs 0.116 -0.268 | -3.008(0.003)
. 2 - =25 R2 =
o R® = 0.042, F8€ R* = 0.004 0260, =% R = 0.206
&A% F = 1118 D = 0354 F = 4.845, p = 0.000
B ’ Durbin-Watson = 1.951
o] FEA AT & Y=E o} o= B3} 19%]. &, Abdoll J2dTE 7HA L e A2E
I HF7IHY dAZES WEAdAA EHE A dEFdES AAAFA AR 237} E3tst
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ojal A Aol BT FE e JAZ de 344 ¥ Yoy 1 B3sta ol
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of 87} Atta AeHET < "R 2Ertd EAA7F YerdA | 2o
g Ed #HT BE TEHTETLY QAL 2 dgdd. 45 EAA%E THHEYE, 5%
A ol A H3a, H3bet Hab, Hice 7125 A A 2Evkd 440 Yetues H2dde 7t
H3c(-2.645), Hda(-1.726)2 A& = o] W52 A A2 Aee qitd s +5& 248 2
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4

<E 7> TedI Bj o 3HEA

= &= =R

aus|  sgus — °§"5T T [;4 e

35 0.354 6.612(0.000) | 0.495 3.277(0.001)

=534 0.319 -0.082 | -0.919(0.360) | 0.315 -0.081 | -0.921(0.359)

k! 0.170 0291 | 3433(0.001) | 0.174 0246 | 2.836(0.005)

g ol 0.181 0002 | 0.02600979) | 0179 0.000 | -0.003(0.997)

39 0.177 0105 | -1.257(0.211) | 0.178 -0.073 | -0.864(0.389)

A& 713k 0.058 0159 | 1.780(0.078) | 0.057 0164 | 1.858(0.066)

=94 0.112 0.177 2.050(0.042)

[ R* = 0128, #8¥ R* = 0.09%4 R? = 0.156, 4% R? = 0.116
F = 3772, p = 0.003 F = 3922, p = 0.001

AV A 22 & A o Tz A = el A ‘TAYE Y NEe & Bavt ok EAY T
FAL ¢ A mEkA V4ol AHETE 97 Hg, e, 248 g5, &gy g5 5
HNEE anE B feixe AEd ZHA] OYg §olE2 451 Jed HHdsrts

WA EA DA EEE UAD F AT o =F vz ZE7t sty 7iele d5S =
H ZAANgEE stAU ANEFoE A Ay [BE4, 743} 1991]. AP ML ALS
of AAANGS AP AT OoEN A ZF AA &l FFEd 2o E JAAHI FHHE
AZtE Eolv kYol BoT Zlog AdHT A=stdE 7|AES Hwkste A[Cohen, 1959; p.
B FH AAG e TEATERY A 4621, ‘A3 Lol A ARES el v E TEel A
BA A H7, H87F 5% A& = 1t H73} H8 #A5HA "ol d 3% [Merton, 1961; pp. 723-724],
QRAEAM A shte] HEE FA St A5k ‘A AALE o] JIW A E T3] 2HE AEY
7] Wz shte] EAAAE =EeATh A PeozM T WA e WFow el
TFES 7Hee T e @ pite AAF & & [Clinard, 1963; p. 22] 5o.& Szl uwe}
o8 BEF o3 23S YElt. H73 H8& OetAl BoH oy o] g9 AFES EF
7} a(-2.322), b(-2.613), ¢(-3.008)Z A A = A T}. ©] 3= 719 ©] Docking[1989; pp. 6-8]¢] ‘& %’
o 22 A oA AAE gE 0w AHE o] /g o]t} Dockinge & W5& ‘A3 H R
SEFHEHOE wBEEFY AAFFO| 24 &5 B, A7 FAAYU P, A e
of EEag ARz s 74 A3 AA P02 A A= ol FEE gPFo]
Z3E Uiy dee $HsE Ao AE Ao §8EA de FE, A7l AL
iAol iy 549 =84 Gk ¢ He A, FAYE PdFe AYFTOE

HOS B4 2 &S Aok & 7HddFol o4 o e Ao ALY, 743}, 1991].
Aoz fFoustA YetyHA 714 H A o] ¢} JE0H AEdees Jd B ad JEx3
2o Aydes dEdsol dA AAE T Ae 4 £ U Pz A5 JU=AE S =
Fool9o EH et AR RIS A= Zart ok ol &S A AdMA=
SAT AP TOE A5t RHH AAYGF FEdY gFEALS A Fg4F Fdart o
St7d oA dEYES TANTLE i A ZAY 719e] &ske Hae dede
de tha vk doal ddskes A =] AstE AP 1A S & gofsto 4l&st
"t ofof 2 ARE 4 st7] Al +4d A AgsHA 18 a5 s Astal 1ol HA
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