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Development of User Oriented Vulnerability Analysis
Application on Smart Phone

Sik—Wan Cho, Won—Jun Jang, Hyung—Woo Lee’
School of Computer Engineering, HanShin University
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An advanced and proactive response mechanism against diverse attacks should be proposed
for enhance its security and reliability on android based commercial smart work device. In this study, we
propose a user—oriented vulnerability analysis and response system on commercial smart work device
based on android when diverse attacks are activated. Proposed mechanism uses simplified and optimized
memory for monitoring and detecting the abnormal behavior on commercial smart work device, with which
we can find and determine the attacker’s attempts. Additionally, proposed mechanism provides advanced
vulnerability analysis and monitoring/control module.
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2.1.1 BullGard Mobile Security
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[Fig. 1] BullGard Mobile Security
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[Fig. 2] Kaspersky Mobile Security

2.1.3 Norton Smartphone Security
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[Fig. 3] Norton Smartphone Security

2.1.4 Lookout Mobile Security
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[Fig. 4] Lookout Mobile Security
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[Fig. 7] Vulnerability Analysis Structure
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