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ABSTRACT

Since most of recently launched smart devices support NFC(Near Field Communication), RFID applications
are tend to be replaced. For instance, previous RFID application areas such as entrance control, mobile e-ticket,
electronic payment and et. al are subject to change using NFC. Due to the limitation of passive communication
in RFID, it is impossible to cover all security requirements of authentication and authorization mechanism that
wide areas of applications demand. Therefore authentication and authorization mechanism based on NFC is very
attractive to such applications because active communication methods make it possible to be highly secure in
authentication and authorization. In this paper, authors propose a new approach of secure authentication and
authorization mechanism using NFC smart devices based on EAP(Extensible Authentication Protocol) and

AAA(Authentication, Authorization and Accounting) protocols.
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Fig. 1. Structure of RFID entrance control
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Fig. 2. Structure of RFID public transportation payment
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