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Classification of Malicious Web Pages by Using SVM
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Abstract

As web pages provide various services, the distribution of malware via the web pages is being
also increased. Malware can make personal information leak, system mal-function and system be
zombie. To protect this damages, we should block the malicious web pages. Because the malicious
codes embedded in web pages are obfuscated or transformed, it is difficult to detect them using
signature-based approaches which are used by current anti-virus software. To overcome this
problem, we extracted features to classify malicious web pages and benign ones by analyzing web
pages. And we propose a classification method using SVM which is widely used in machine
learning. Experimental results show that the proposed method is better than other methods. The
proposed method could classify malicious web pages correctly and be helpful to block the
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distribution of malicious codes.
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Fig. 1. Analysis results of webpages
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