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Security Analysis and Implementation of Fast Inter-LMA domain
Handover Scheme in Proxy Mobile IPv6 Networks

Chai Hyun Suk® - Jeong Jong Pil™

ABSTRACT

In PMIPv6-based network, mobile nodes can be made smaller and lighter because the network nodes perform the mobility
management-related functions on behalf of the mobile nodes. The one of the protocols, Fast Handovers for Proxy Mobhile
IPv6(FPMIPv6)[1] has studied by the Internet Engineering Task Force(IETF). Since FPMIPv6 adopts the entities and the concepts of Fast
Handovers for Mobile IPv6(FMIPv6) in Proxy Mobile IPv6(PMIPV6), it reduces the packet loss. Conventional scheme has proposed that it
cooperated with an Authentication, Authorization and Accounting(AAA) infrastructure for authentication of a mobile node in PMIPv6,
Despite the best efficiency, without begin secured of signaling messages, PMIPv6 is vulnerable to various security threats such as the
DoS or redirect attAcks and it can not support global mobility between PMIPv. In this paper, we analyze Kang-Park & ESS-FH scheme,
and then propose an Enhanced Security scheme for FPMIPv6(ESS-FP). Based on the CGA method and the pubilc key Cryptography,
ESS-FP provides the strong key exchange and the key independence in addition to improving the weaknesses for FPMIPv6. The proposed
scheme is formally verified based on Ban-logic, and its handover latency is analyzed and compared with that of Kang—Park scheme[3] &
ESS-FH and this paper propose inter-domain fast handover sheme for PMIPv6 using proxy-based FMIPv6(FPMIPV6).

Keywords : FPMIPv6, CGA, AAA, BAN-logic, Security Analysis, ESS-FH
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AY RO BEro o3 42t gh9-' A7t A= &4
Ql Fale]l 7hEsl Aoy o et A2 2 Y
o] FHATE = RO B¢ H&S 98] MN7F 94 W
A% o wirh o5 UEYANA FdE AEE CoAE HA
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MN | HA | CN

BU(Cad, HAA)
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{13 BU(Coa. CAN) iHoA, BuP. MAChu

(21 BU-Auth-Fieq(CNA. HoA) i CoA. BuP. M&Chu. .gx.Cen

(3) BU-Auth-Rep(HoA, CNA): Cod, BuP, . gy, Cen, K81°KS2, MAChu-ar

(4) BA(CAN. Coa) : BaP, MACha

-BuP = SNow, LTow)

-KS = H{Khm, SNuy. KS2=H{g. SNew)

- Con = HMAC(Ken, HoA|CoA/BuPINj)

- MACHu = HMACKS 1, CoA/CNAIHoA(BuP)

- MACbu-ar = HMAC(KS 2, HaAICNAICoA/BuP gy (CenfKS1'KS2)
- BaP = {SNew. LTen), MACha = HMACIKS . ONA/Cod/BaP)
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AR FoE e

- Himsg) : msg®l a41ghe Axsts 99 a4 342
oo 3

- HMAC(k, msg) : A7) k& Z3 msgd HMAC #<
AststE HMAC 45 9n s

= | AR AR Ak, C o wiERS =R Atk

- MN : MN, HA: HA, CN: CN

- CNA : CN9| F2, HAA: HAY 4

- SNx @ Xell A2 Hul= vAAe] d#Ws, LTx: X9 #t
g gre] AT

- (H-D¥} H-2E & 55 A4S e

- Khm : HA¢} MN A}e]9] & 7]

- gx, x : 47 CN9| Diffie-Hellman 571719 7715 ¢
w) gk

- gy, v - 27} MN9 Diffie-Hellman 371719} 7MA71&
o) g

- Ken @ CN9J H]®7], KHA : HA v 7]

- Nj: CN¢] j WA noncezts 2lmst

24 ESS-FHMIPv6 7|

FH-HMIPv6= MAP 55 @A¢l 1 d=on dA=
TA49th MAP S297= MNe] Al&¢ MAP (Mobility
Anchor Point) EW|Q10= o]53 o, MNZ MAP Alo]ell 4
dAGT HE g e Zegs JRE Fast Zy
2 ARE F=A% MNS MAP &= ¢04e] RCoA (Regional
CoA)st A&k 2] B4 LCoA(on-Link CoA)E A
Asith MN¥ MAPS LBU WAA|9} LBA HAAE FiL
Wy MAPS F 719 CoA 2% BCEol A%t} o] uf
MN2| HoAZ o4 HAES A XA RCoAZ LS
23437] f3td, MNS HAoAl WA E Ag3hch, MNZ
Aol & AL 413 HAE RCoAR AL Afsim
2 MAPo| gt ddesfol & #z& #4113 MAPE

Y
]
& H% &9H nARZE o]sdtid, 1% Ao uAE
Al olufo = RCoAZF B7 HA] gponz A2
LCoAE TE317] 18l MN¥ MAP Alo]oA LBUHA|
219} LBAWIAI A RE A48t MAP SE 494 RA 1
A A LBU WAIA LBA WA]#]¢] 371¢] A2d8 HAIAE
2 FAHErh CGA 7S o83t 379 A1 S 1S
St WS AT X9 QlEde]x ARzl
(Interface Identifier)¢l IIDxE H64(pfxAR, CGAx)Z5-E
TSl X1 X9 [Pv6F4a CGATE pfxAR|IDX o]t} o]7]
A, X7 Faldle A4 2H9E ARY Z Y29l pfxARS
CGAPx = {modifierX, Collision_countX, PUx}+= CGAZ A
4st7] gk gt EE ot A8 tdsiAl sk st
o] modifierX ¢} collision_countX& 2 =it Awd] thA
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oA gormz o o AMEEtA @1 CGAPx+ PUxE
tAlete] FE3Th = IIDx = HA(IXAR, CGAPx)Z IIDx
= H64(pfxAR, PUx)Z Uehdt) X9 9J3|A HEd A
ANEL FH7] PUxS 7He17] PRx EAY & wWAAES #
o] Rlogx RIHAth AHEele Fi7] PUxE Al&s)
o oAtk A& 29-H ARY MAPY Zgdxy 747
pfXAR, pfxMAPC 2 el u] MNe| LCoA¢t RCoA, AR
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o] & A7} 'K7F B A9 tiA7)ehs A& Wi, A
= B IMIKE ®evhs 'S Eedd, Ax B ME
detes S 2 5 9l

9l FAE o Q% ZREZS BAETL MNo| *
foR FoF W TAte 27|UFH e MAG %
LMAZ o]§d u st d=or AFe o] F 7H4
2 JdsEAE ARt VA=A BAE 9
& 7R ofgjeh 2t

A

- 7} MN¥ MAG+= [EEE 80221 25
- MN3} Q15 Augtell= 717 &
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(1-)e =¥y,
(DMAG |= MN |~ RS[By _Al1, A12, A13, A14, R1]
(2)MAG |= MN |= RS[By _R2 _if MAG |=#(ts)]

(1-2) 0.2 ¥,
(3)LMA |= MAG |= PBU[By _FE1, A15,R2, A16, A17]
(DLMA|= MAG |=#(seq)[By _(4)]
(1-3) 0.7 55,
(5)MAG |= LMA |= PBA[By _A18,E1, A19, Ala, A1b, R2]
(6)MAG |= LMA |= LMA—22—= MAG[By _(6), Alc, E2]
(7)MAG |= LMA—"—= MAG[By _(7), Alc, R3]
(1-4) 0. 7 ¥,
(8)MN |= MAG |~ RtAdv[By _ Ald, Ale, A1f, Alg, R1]
(9)MN |= MAG |= RtAdv[By _R2 _if _ MN |=#(ts)]

MA Zhol A AA P w AHE vEI] kam'E F
3] HMAC(Kam, RS)E HEWOo=ZH, RS HAIA7} =AY
HESZZ 2 AFFASE AT § o, gdad
Z(ts)E S @A A7z AE3 wY el 9l

4.1.1 2719% A4 . o
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o - o <3 ==
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Al LMA|= LMA
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1- 21 MAG— > LMA - {};'(#(ﬁ;), PBU)}PRM'—'

Fim

l41d . ¥ = MAG | MaT M|

.—{.1—4. MAG — > W - {H(#(Lg),RA)}PRMG}»

._{.1_3. LMA — > MAG {H(#(m),PBA)}PRM|

A18: MAG |= #(=z2g)
AlS: MAG |= #(t5)
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[a1s: mAG T A
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i
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A2 nMAG |= #{seg)

473 nMAG | #zs)

424 igac T parad

25 nMAG = pMAT

426 nMAG | pMAG = pMAG == nMAG|

(2= 1) pMAG — nMAC < HI > Kam|—» [428; LMA|e#(seg) |

AZc: LMA|=#ts)
A2T: pMAG |= #{seq)

A2d LMART nMAG
08 pMAG = #s) | R nitital]

— AZe: LML= nMAG
[429: pMAG LT nbac|

A27 LMA|= nMAG = nMAG—> 114
Do pMAGE rlIAG 21 hatitl O |
|42 : LA |= EMA 5 ndfd G|
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A
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e
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A1, CGA 7I1¥S #&ate] MNe FA71o ik AF4 ()2 B A AIFEer A43 Ay Wl A &
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CGA 7|4te] Heol T2 e digh BaydS Bt of
g o} e}

R

it

- 7184 (Confidentiality) : Z+ A7kl A A FHA

g v 7| (Kam)ot AA71(Kbm) 2 71HAS  AlF

.

- A% (Integrity) @ A<k WAANME 3 FEHMAC)H
AAAEE o] &3t AEF

- Q1% (Authentication) @ A9t ZEZEFA
sk A5 AAA JASAHE

0ol o

- AA o) (Access Control) : A
A5E T ARG AH 25 Al

- A~ AR I/ goeldE ¥4 0 PMIPv6elA 7t
AR A2dd wAA7 HEEA gowm MNi}

MAGO 3 DoS ¥Ze] 7Fsstth. MN9 MAGS IDZ
T8 F Qe IAA ADGY =2 7HEEH
nMAGZ A=t ZAAZ RSHAAE  $1x38Hd
nMAGZ A$dttn 7H43cd, PMIPv6ol e MN3}
MAGZHS] Aldd wAA7E ResA] ¢7] i
nMAGE $1Z% RSHIAIAE wxnial glgle] MNe|
g d=emE $3 PBU WAAE LMAZ A$5E A
olal, LMAE °]%F $415+= MN9 A& nMAGE ¢
tho] B ES Aolt}, A3 MN2 ¢ ol HAS FA8%
ZshA "ok AN A7l E MN# MAG 7He]
Aladd wAAE 27 ASHAAA FHE HEIE
BEEY, ¥4 MN3 MAG zHe] Hy]|E 227
ol MAC #e AN § flu, Ax A=
RtrSol WAIA]| §1z7} B7lsste] F4o 4ulsiA Hrh

ol ol At Are s 7)) Kang-Park 71%3}
=

ow AQNE Wishe] ¥
2

B9E ALgsel MNY o]54e 29y shglrhl2l o] ¥
Yol A MNY| e 97 o

& Aol frk o714 Aolel ge Aol BxAH Y7
o Aug golth EF MNe| EH o] nFs 388
3}

peta 3 of o vEYAR oFd G52 1-PolH, &5
N



TEA DHHY P HIEAT0A LMATHO! 2t HEQW 7[80l Bty BA 2 TH 115

]_
ng:[p pj
I-p p

MNeo] LMAAe] 292 w32 E 25 n
+4d mE YeElH ofgle} 2}

ol

-
EN

e 1>
to 2

Ty = P7, +(1_P)7rl.
=(-p)z,+ pr,

7wy +m =1.

52343 AR vdehjsic, sncoaa 2HS 99
A Aol feon ANt Aeew <l
M=o XAA TS F-ghe)

HA 27184 ASHANA 7|EATFY A= A AA
e LR o, LESS 2 w18 24 (1), )
2 ugdn, AL AANTEE
LA~ FR) 2 go18w £43) 02 e

-

Mk

L (KP) _ (Minnt + Max Int )
‘Initial— HO 4

DADTransmits + 3ty 45 +2 (tAR —aapTtaap ma )

(1

+Retrans Timer X

(ss— rmy _ (Mindnt + MaxInt)
L[nltiul*HO - f

DADTransmits +3t 45 +2 (tAR —aapTtaap ma )

)

+Retrans Timer X

p(sA=FP)  _ (Minnt + Moz Int)

‘Initial— HO — 4 +2t]|JAG'7LJ;L4 +tM’N*AAA

3

2 (30 UubAel PMIPv6Y] H% HE 2 d=9om A
ANZFOZ MN7F QA E= x| eixzy (Minint + Maznt)

R gul

4 b
MNE 22 vEYA 587 AT ARV (26 )
o2 Yy tgoz Tuel ] #=on XA (4),

(5), G)o2 Yepdc)

(KP)
L[ntm HO QtJlINfAR (4)
(ESS— FH) KP)
L[ntra L[ tra—HO (5)
(KP) L(ES'S FH)
I (SA— FP) Intra— HO — ~Intra— HO __ (6)
Intra— HO—Pre — 2 tillVf MAG

2l (6)& FPMIPv69] Predictive 2 =2 Z=m2lje] sl=
oo xAA oIt} (27 3-2)S BEH dwtAH el PMIPv6
9] A9 MNel nMAGZF 1A 5= XA gte] &4 gy,

L (SA—FP)
Intra— HO— Re

=t et 2hae- Lo V)

21 (7)& FPMIPv6¢] Reactive =9 Z=Hole] =9
Wl A A zkelth. MNo] nMAG7ZE Q1A &&= F7ko) A €]
A AAZE} nMAGSF LMAZE vlo1s dEolEE 913 x4
A|7ro] A3t

(KP) (KP)

‘L[ntcr HO — LI vitial — HO (8)
(55— FH) (ESS— FH)

L[nter*HO L] tra—HO (9)
(SA— FP) SA— FP) (SA—FP)

‘L]nf(r HO — mln(L[m‘rn HO—Pre 7L[ wtra— HO— H/’) (10)

2] (10)& P1\/[1Pv6/FP1\41Pv6oﬂf\ih
S 2| Q9ekA] A B =F
= 33 MNY A==
Ak A AAIFro] EA3HTE.

el

A7k E]‘ﬂ Y =

oft = 1

. [eN<]
FoHoR AT A4S VMoR JYdZE o] 8dto
e BRI Algdoldel dAd s ghe A
B B

7Hd< 3o 18], [14], [15]
(18 2002 A| 7]

Wel SA-FPs} 71& 7|HEe A

EoH AAARES wudg agzoln [6] [7]. oA &

A& F3 AEE SA-FP7I e Aed 7IE 7I¥el HlE

2714% Aol M= 11, =vldl 7 F=ow s s
M ok 2ue] Aol FREAES AAT Uk

E=QIzE olE STt wE d=on AAARtE

e ow —Eréiif} 2 (8) 9), 10)= ol&ste] (29 21)

1 Y
T
U
9
I
(o]
FE

& 71E 71 A=on g l m% vkl tk. KP-
FHMIPv6:= Z=dQ1zE dl=oW o] Frbe] wel #4381
A AR ko] F7bgt dffstd Alb®l SA-FPMIPvE =
Welzk fl=on ¢t gl FHMIPv6E o7 HAE nleldy
Hulo|EE st AlRbe] EAl8Ey] wiitorh. wa AQke
7199l SA-FPMIPv6E Atz og A7 Ado wa
FEgs @ W HuE Evdzt d=owd AL A=
eu AAATro] 71E VW Oﬂ H1g] o9 2] wiEel W oA
Zowzt ]’oO]'E]'

ok
i
o
off
et
£



116 JEMESe=&X C M19-CH M2=(2012. 4)

(E 2) BM0il AFZE oi7HHE s 2t

o 7§ 4 S A1zt (ms)
L\ - pMAG( piR) MNS} pMAG(AR) 2te] 444 12
O\ -nMAG (n4R) MN¢} nMAG(MAR) +9] 2449 12
tp]\/MG(pAR)—nA/[AG(nAR) PMAG(PAR)9®} nMAG(nAR) 7+e] A%x4A 20
tpWG(pAR)—nL]V[A(n]MAP) PMAG(pAR)¢} nLMA(pPMAP or HA) zte} A4A<d 20
Ly MAG (nAR)Y=nLMA(nMAP) nMAG(MAR)$t nLMA(nMAP) 1te] H$A< 20
tﬂLM‘l(ﬂM‘lP)—HA nLMA(MAP)$} HAZFS] AEx 4 40
o MA pMAP) -nLMA(nMAP) pLMA(MAP)SH nLMAMAP)Ze] 444 10
tMN—AAA MNS} AAA 915S $1% A DAz .
tMAG(AR)—AAA MAG(AR)SH AAA 35S 93 X AAIzE 40
tLA/M(AMP)—AAA LMA(MAP)9} AAA Q152 913 XAzt -
Minint MN9| o5& q43h= AAARE Ads7I 9 Az 30
MaxInt MN¢] o5& Q4jste A Adsl7 918 iz 70
ReTranceT Neighbor Solicitation(NS) #1441 A1z 1000
DADTrance PFa 55 el Azt 1
iy Liamo(1=m) T L0 o, stobA Al gk (23 4-6)9F 2ol AR AW A =
b0 = T AU o ool gopgm gsa vAE gl Ae
KP-FHMIPv6S] 71He =LA Aol Ast=dct. Ax
(s _ Liira— o1 = m) + Ly, 2 Ak SA-FPMIPV671H e W= 7ue] o] %
bio™ == 12 we)siEuas 71Ee] FHMIPYA vle) o5 4o
FHBR dEow AAAIMS Y F Atk
(84
L (S4— FP) L[ntm F50(17W])+L[(5;46’7‘ FIZ}OW] (13) e
T B ESS-FH
1200 | Il SA-FP
(2% 22)& Random-Walk °©]%54 ZHolA MNe] UE ="
920 wFE A7t ek QA d=e = Azt Wsls 2 ]
Epdich B2 AlzgloA dutgon AA WS x AR g
YESNZS vEas Azke] 29 A5 ot 4L & E
F Atk vEY A WFEE A & MNo| olFd: g 40|
37t 7541‘:]':? Aoz AZtsd Ans A ol & 9 =
. 5, ml(elEatel g 2 Ae MNo| A5 ols ks
3‘\] = "] ]—8]'_, MNO] X]—_zl_ O] '056‘]"‘\_:“ 73‘?"{" Handover X] o Initial-Handover Intra-Handover Inter-Handover
A 7o) AojAttE AL & 4 dr) welA dAAgFHoR Each type of handover latency
MN«I olFo] ZrolAA HW Ayl e HubHoR (12l 20) M= X|AA|ZH H| D




ZEAl 2HHY Pve WERF0AM LMAZNQ! ZF HEQH J[Eo] Hoty &4 =+ 117

13000 —

12000 —a— KP-FHMIPv6 -
®  ESS-FHMIPv6
__ 11000 4— SA-FPMIPV6 | i
[%2) -
£
= 10000
(5] /
s -
s 9000
© 3000
>
o
b= -
S 2000 - i
o
=
£ ;
1000 -
0 - Py —e——2———2
! ? T T
1 2 3 8 10

The Number of Inter-Handover

(32 21) E0ielZt Ol H4Sjof m2 M=k
X|2AIZH BT

110

= KP-FHMIPv6(0.8)
®  ESS-FHMIPv6(0.8)
90 —A— SA-FPMIPV6(0.8)
i v KP-FHMIPV6(0.2)

\ 4 ESS-FHMIPVv6(0.2)
04\ —<— SA-FPMIPVv6(0.2)

100 4

LN
04 ¥ ~a

The average resident time (s)
g
1

v v g
0} o o o o """‘L%i,,,,iq 3 3
V44— < ——

44 <4 4 <4 <44«
—2 2 ¢ 2 22 2 2%

0 T T T T T T T T T 1
10 20 30 40 50 60 70 80 90 100 110 120

The Handover Latency (ms)
(021 22) MNS| HIEFo| HFE= AlZKT)ol M2
M| =2 AlZ

58 B

A MIPv6ol A olF des 717

3 wo H
o] A Ha k. L F MN 7]We] olFA A 7|&
MIPv6, FMIPv6, HMIPv6ell A A& Qe F4:3] @
Ald= el s gdS Bastux HEYA 7)bke
=4 Y 7149 PMIPvES 2008 RFC T&E 94 o)

o lo L (O [of 10 o O rlo O o

tekdt 47l WEE ol TR EFo|th. PMIPVGS MN
AsE FAr|Hoz Fdo=2ZH o7t FHal e Fal 4l
A BAE Folx, §4 FHe Fugowy oA
AE S5 FHd 5 AN =gl UdAe A=
AojM e o]sAd AWl oigk ATt dEEE A
g vl ZHl ffolAY o] XYEs 9 =l 7t
A= W7 AhHA] e APAA wdo] gli, HlA
SHAE A1y HAXE Rosty] 93 st /HE
o] AStEYA R PRI FEI|HEL PMIPVE A2
HAIAE BEt7] 98] AAA AW E 7IHke & gic)

B =i Z5A 2uld UESA SN =9
W 7] Bl £A4E F3] PMIPv6/FPMIP67]REe] A1
28 WAAE BEE] AT AAA ZREZIH F7] 7]
Hko] CGAZIHE Edst olsA T Aol e 47

[1] D. Johnson, C. Perkins, and J. Arkko, “Mobility support in
IPv6,” RFC 3775, June, 2004.

[2] R. Koodli, “Mobile IPv6 Fast handovers,” RFC 5568, July, 2009.

[3] El. Malki, L. Bellier, “Hierarchical Mobile IPv6 Mobility
Management (HMIPv6),” RFC 4140, August, 2005.

[4] S. Gundavelli, K. Leung, V. Devarapalli and K. Chowdhury,
“Proxy mobile IPv6,” RFC 5213, August, 2008.

[5] H. Yokota, K. Chowdhury and R. Koodli, “Fast handovers for
Proxy Mobhile IPv6,” RFC 5949, September, 2010.

[6] Kang, H.S., Park, C.S. “MIPv6 Binding Update Protocol Secure
Against Both Redirect and DoS Attacks,” CISC 2005, Lecture
Notes in Computer Science, LNCS Vol.3822, Springer-Verlag
pp.407-418, 2005.

[71 I You, J. Lee, K, Sakurai, and Y.Hori, “ESS-FH:Enhanced
Security for Fast Handover in Hierarchical Mobile IPv6,”
IEICE Tr. on Information and Systmes, Vol.E93-D, No.5,
pp.1096-1105, May, 2010.

[8] T. Aura, “Cryptographically Generated Address,” RFC 3972,
March, 2005.

[9] T. Narten, E. Nordmark, W. Simpson, and H. Soliman,
“Neighbor Discovery for IP version 6(IPv6),” RFC 4681,
September, 2007.

[10] J. Arkko, C. Vogt and W. Haddad, “Enhanced Route
Optimization for Mobile IPv6,” IETF RFC 4866, May, 2007.

[11] M Burrows, M Abadi and R Needham, “A logic of
authentication,” ACM Trans. Comput. Syst., Vol.8, No.l,
pp.18-36, February, 1990.

[12] I F. Akyildiz and W. Wang, “A dynamic location
management scheme for next-generation multitier PCS
systems,” IEEE Trans. Wireless Commun., Vol.l, No.l,
pp.178-189, January, 2002.

[13] Ki-Sik Kong, Youn-Hee Han, Myung-Ki Shin, HeungRyeol
Yoo, and Wonjun Lee, “Mobility management for all-IP
mobile networks: mobile IPv6 vs. proxy mobile IPv6,” IEEE
Wireless Communications, Vol.15, pp.36-45, April, 2008.

[14] Y. Han, J. Choi, and S. Hwang, “Reactive Handover
Optimization in IPv6 Based Mobile Networks,” IEEE JSAC,
Vol.24, No.9, pp.1758-72, September, 2006.

[15] K. S. Kong, W. Lee, Y. H. Han, M. K. Shin, “Handover
Latency Analysis of a Network-based Localized Mobility
Management Protocol,” IEEE ICC'08, pp.5838-5843, 2008.



18 HEH2I=Y

T

=Xl C M19-CH HM2=(2012. 4)

Ao M
e-mail : hyunsukv@skku.edu
2012\ Aot A RS
(F8HA AL
HAEoF A A Y SR, EntdFY,
2ulEY])7] Heb vES|A Heb

IT§% &

¥z H
e-mail : jpjeong @skku.edu
19973 Ao &l (3 3HA})

2003 At At JRSAF e



