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Detecting Malicious Scripts in Web Contents
through Remote Code Verification
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ABSTRACT

Sharing cross-site resources has been adopted by many recent websites in the forms of service-mashup and social network services.
In this change, exploitation of the new vulnerabilities increases, which includes inserting malicious codes into the interaction points
between clients and services instead of attacking the websites directly. In this paper, we present a system model to identify malicious
script codes in the web contents by means of a remote verification while the web contents downloaded from multiple trusted origins are
executed in a client’s browser space. Our system classifies verification items according to the origin of request based on the information
on the service code implementation and stores the verification results into three databases composed of white, gray, and black lists.
Through the experimental evaluations, we have confirmed that our system provides clients with increased security by effectively detecting
malicious scripts in the mashup web environment.
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