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Interval-based Audio Integrity Authentication Algorithm
using Reversible Watermarking

Dong-Gyu Yeo' - Hae-Yeoun Lee™

ABSTRACT

Many audio watermarking researches which have been adapted to authenticate contents can not recover the original media after
watermark removal. Therefore, reversible watermarking can be regarded as an effective method to ensure the integrity of audio data in the
applications requiring high-confidential audio contents. Reversible watermarking inserts watermark into digital media in such a way that
perceptual transparency is preserved, which enables the restoration of the original media from the watermarked one without any loss of
media quality. This paper presents a new interval-based audio integrity authentication algorithm which can detect malicious tampering. To
provide complete reversibility, we used differential histogram-based reversible watermarking. To authenticate audio in parts, not the entire
audio at once, the proposed algorithm processes audio by dividing into intervals and the confirmation of the authentication is carried out in
each interval. Through experiments using multiple kinds of test data, we prove that the presented algorithm provides over 99%
authenticating rate, complete reversibility, and higher perceptual quality, while maintaining the induced-distortion low.

Keywords : Audio Authentication, Audio Watermarking, Reversible Watermarking
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