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ABSTRACT

PKI-based public key scheme is outstanding in terms of authenticity and privacy. Nevertheless its application brings big burden due
tfo the cerfificate/key management. If is difficult o apply it to limifed computing devices in WSN because of ifs high encryption
complexity. The Bilinear Pairing emerged from the original IBE to eliminate the certificate, is a future significant cryptosystem as based
on the DDH(Decisional DH) algorithm which is significant in terms of computation and secure enough for authentication, as well as
secure and faster. The practical EC Weil Pairing presents that its encryption alogorithm is simple and it satisfies IND/NM  security
constraints against CCA. The Random Oracle Model based IBE PKG is appropriate to the structure of our target system with one secret
file server in the operational perspective. Our work proposes modification of the Weil Pairing as proper to the closed network for secret
file distribution(2). First we proposed the improved one computing both encryption and message/user authentication as fast as O(DES)
level, in which our scheme satisfies privacy, authenticity and integrity. Secondly as using the public key ID as effective as PKI, our
improved IBE variont reduces the key exposure risk.
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94 DH quadruple (PA,SM) QAEAHRE A
£ 53 AadolA s 23 o] /IS ZREF
73 gt
() P dvEe EFE Cydic IF 69
generator®] Tt
Q) AT NAJDSE S8 A AA FH71EA A
Al R aeZ ZHH T ARl £
g JEAT (PAR o Atsle 2& DLPE
oy
@) M 70)7} kol ThlAMAEZA Ao =43
AREAN M=H,(m), | M=k otk
@ = @A BAE DA A7) ez 2 thelA
2E M2 AE Zolth A 1FellA A9
7 ID FAE oA 2RER AMLSl] SAEE
m=(D, U;), FLMHE m=1ID, |1 55 A&

ox, FZ,

ok
E

o

g M=H,(m) ol A =ai oJtk
3.2 4% ¥ 5535 W4

Pairing-based IBE ¢t5.8}9] 272 QPHRY (exp-3)9l]
AAE) Z1eEe] da I R AL Al FA97]
A7, e (ciphertext) A7, AT oIk Al FE (R,
c, 9)°] AgHo] HAFHTh

o714 A E 453t AEF (ep-5)S 71EEAL &
33} MR (exp-3) &7 HE3=A ASS)

Encrypt Algorithm --- (exp-5)

(1) LA R-F7H71 A7 A7 rez AL 3l
I M7 R=rPg& AT

Q) 43E WA Key_Extract()o1 X AR AH&x &
MNE Q. NA7E d,=tQ °12Ha WAA m
o] ¢o c—m@Hz(é(Q,,]s ) & At o
71X H,(e(Q, , T)") Random GeneratorZ. (exp-3)
9] Glr)dmol sigEch

@ "HAA ME A JAR me] HelAiE
M= Hy(m)°|2 AW S=rirs A3

el

b= QIE{Hl HESt3| (13723)
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ol B33t ¢
=3 2k

Decrypt Algorithm --- (exp-6)

(1) m=cDH,(e(d, ;, )

9 ¢3/EsE drEEo R HUAe & B
H S RJISAAHEE $ o]RoiXER AFHA
e(PS)=e(RMOE MAA AZHAZ] &

AA] FAQE G

BN GaEEe] IR ep-39] 203 YA
<A AFE TR

Proposition: Encrypt Algorithm (exp-5)=
2Y (exp-3)& HEAIZITE

Encrypt Algorithm (exp-5) A F4& (R, ¢, S 423}
Bt B9 (exp-3) E(m)& TEAIZITh

Sub-1: R=rP+ (exp-3) Trapdoor Permutation f(r)S
et

Z1) Trapdoor permutation® y=f(z)ol* y FHOE
5 Yolf7] oJHA & EAo|RE R=,PIX (P,R)
Z5EH r& Yolli= 21 DLP r=log,R 22 o]
EAol fi(r)o] EASERZ  R=rPE  Trapdoor
permutation®] k.

Sub2: W (r) = H,(e(Q , D) B FH, 20
Random Generator®] th.

(%) T @

dedtt Baka duelEe

o3l Ho

)=H,(e(Q
Randomness 9H&3h= @"F"
Generator©| T},

Sub-3: S= (exp-3) Hirz)$t 72 d&olt}

) S=rH,(m)°|BEE 5= m, r¢ TFF 5=
flr,m)OlBE f(r,m) = H(r e m) °o|EE & o]t
U N

ABHOo® & 453t B4 (ewp-5 ROM Btz
NM3} INDS THEshs 9338 BY (exp3) E9%x) 2t
YR FEZ (exp-5)= IND/NM-CCA 2] o] th32].

17:
fr
=
b
1

3.3 &S primitive A<

ROM IBE+= PKGOlA] RO primitive 2 2]E * 2|35}
SHete WAlolth PKGE 7]-ti2]AHKey Escrow) 9
& FP 9]

¥ A2"oME PKG primitiveE  Setup(), Key_
Extract(), Sign(), Verify(), Encrypt(), Decrypt()2] <IX7\
primitive &= 743t} & Decrypr()E €W ROMOA

PKG/I} A Hy TAE
,,,,,,,,,,,,,, | Setup 214 )

1 Param 44
2. Param 22

o e, 2 — | N
1 M B ID R ES 1 BAE ZHID RFES
A4 2 T HOI7| L& Eof 2. BAE HoI7| Y4 EHY
o M&/HE Y&/ HE
= SAE ojY $4 /2 gtE3f Eof
7T| - 2AE F5H o/g

. J/gmY 2S5 Fof
- Jemg e - 7l 24

/g - BN ZEE

- J/emg £33 Fe

+ OrEAHof 7| 2Untd 9F

- 22E F5Zg FE

7| DY 7 .« BAE oZHo Eof
. JYmY gE3 FHof * (R TE
_’E

T Zresy aEmel Fe
* (RcS) TS

I 2 |

= A3 primitive©] Th

2 =29 A4 7R Y G2 AE primitive T
2 FeHo g e 2o Qg

(1) Setup() ::==

(G,Gye, P, T, Q, q, k, H,Hy,H), (d, t) where
T=tP, d,=tQ, and ¢ is the order of G, =<P>and k=
|, (

(2) Key_Extract(ID,) ::==

Q in (d, Q) where Q =H,(ID¥.n" | 1) and d, =t Q
and IDY = H,(ID,) || If

(3) Sign(m) ==

(RS.M) when R=rP, r€Z and M=H,(m) and
S=tM

4) Verify(R .S, M) ==

if e(P.S) =e(R M) then true else false

(5) Encrypt(Q,, m, ID,) ==

(R, ¢, S, M) where @, =Key_Extract(ID,) is a public
key and Q(r)=H,(e(Q, ,7)") is a random generator,
thus c=0(r)®m., (R S, M) = Sign(ID, | m), R=rP,
7’EZq

(6) Decrypt(d,, (R, ¢, S, M)) :

if Verify(R, S, M) then m else fail where d, is a private
key and m=c®H,(e(d,,R)).

rlo

©]2+9] primitive F 2|9} S
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ThS 4ol A B x| AEo] 270
o] AHY TRETL &

4, 71LFA A ZE2EEF

A E

A 7 AR Aol e
ARF71(2d 3)E 1%%@. =

A7
A9 wEe AREAo}
3§ o] Folxith
Al 2=El o] A 7lt, ﬂﬂl PKG Setup() ©AISH 71
AN FEEAE UrTOW FEA= EM A4, A
}\0

& ﬁd;ﬁolﬂ}* A ARFIE FAdET A oA
A AT HAYe I2EV BY "1‘3‘101]71] ‘@” e
ANE Ndud-g ALt °] ‘ﬁf] Encrypt() A2 A
= (R, ¢, S, Mys TAAH d$sich v £A 9 A
£ SAET JIDEAME F ]*1‘1401] A 8AsHE A
£ #o} 3AE ININE ZYT Encrypr()e] $HE &
2~

NYEAE T5H ZA 9 DAAM FH AR 59
U7F B AY BRI S2E ID=(D, U)= ZA i
o J&e AREAL GE oW Eth #4118 RIMHE AF

1718 233} oF gt

SX2E D =(D,U)E 7187 Key_Extract(ID, ;) 2

g gk 338 oM B 3] Q= H, (H, (D,
IR 13) 7F AREL AQ7) 4, 7F ARYE (4,
Q )7F AEE A ANAI 4, = i*EE At FH
719l frEAIZFEY *}%ﬂ%o}t‘n A FIH
71 Q% MAF) dE Setup()ol X AAEL FAT @,
v BEE A £tk
"§_/\E7}— 71]/\]6]— g}ol m-v]' ‘l r;].o]zﬂig [Dj‘ji
A (5) Encryp(Q,,m,ID, ;)5 X H (R SM)
% HIAHZE AFsieh J]'oal"i‘:ﬂv‘:‘ 334 (6) Decrypt
(d,(Re,SM)E Tl Veripf(RSME FHFsHA
m=c®H,(e(d,R)SE 533} gk

4.2 7|4EM 018

242 0§ Ag 235 s}
SAER HY BAS A%sHE Hgelnk (18 91
AY ALY WAA mE A5 FEst 23 WA

1 M EHDLY
2 ds=Key_Extract(ID) RecSM L2 o yiﬁtgjﬁ%

3G S5 yi
. 14 Resm=encrypt (@5 m D)

3. m=Decrypt(ds, (RcSM) [
4 71232 m ¥

1 oM FH IDs 2%
2. ds=Key_Extract(IDs)

BAEFHYIDRY

d= Key, Extract(ID)

/252 2¥ m

_—— 4. (RcSM)=Encrypt (Qs, m, ID)

ENTTE N

3. m=Decrypt(ds, (RoSM) (<
4 725 mZY

5 (ReSM)=Encrypt(QjmDs) |

m=Decrypt(d, (RG.SM)
Z1Z2A m o8

/
v
Y

s AL EXEERERELE BRI

rir

7145}

AAMulE A ma A Q15 TlA 2E /D,
2 Encrypt(Q, ;m, ID, )& E3 (ReSM< S2ER
AEdtt. T2EE Decryp(d, (R, S,M)E E3NA

Verify(R.S, M) & 533 m=chH,(eld, ,R) 2Z 5
33} gk
=)

5. 4% % Hed B4

Weil Pairing IBEE A-&3 2 5 A28 o 7}
A Aol Aok AR dFA A=EEo] flI, EA ©]
ZFI)ol &7l WEHER 7 E 2 23 9go] 3
I, AN RS A5 FY5el ¢Fetl §
Aol BoF el A el goll S mXA] A S

B,

Hotd 24

Yukd o g2 IBEw k& FHId AoE foaiA| Rt
I REs 4k F07) A3 Zpelzt glok 7] Al
g TR "J’ﬂE—t— Weil Pairing IBEE DLP &4 2
Al duk RSA 2] Ht} Qrzl st

32%90A %‘%ii} LV E ep-5,62 exp-33+ A
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IBE9] H|EAL XZE HEE o§&3 F4 CPA
(chosen plaintext attack); =2t ¥EFT& o] &3 ¥4
CCA(chosen ciphertext attack) & ZH-E ¢35 iAo A2

& 9de od JRE EFHA ook gty ROM IBE
A Aiaks ARale] de] e AR IDE A o)she
MANE d& § 2 Ao] 2&e e i Bos)
A2 B3 IUE CCA2 FAE 753tk

Weil Pairing IBE®] €325 (exp-3)= AA7F &
JERE o|&3std Hix AT T oH* < 9= IND-ID-
CCAE BHA3SIHE H|UA
*@*éﬂ ﬁ—‘%oﬂ EH%J %}E_—Er 7k %74] H—HEJE UP-E—O% a

= 953 AEH oA B she

NM—ID—CCA‘: ﬂéf&ﬁ}. oA HE siM deES
5 7 gleEE 74 THSE TH33). 3.34 (5)
A AR IDSF WIAIA] mS ARe tholA| 2Ed] AT
SEZ HAX 9 $2E] AL BAHT

AR O E B jMete wdA, A4 183 =
A7HA BEF wHE .

T
o M
rO
o
o[\
©
—B
b
b
=
>

>
o~
ok
o
i
i
o
~
)
=
£l
el
N
ofr
Q‘L
2
2
{14
d
4 e

Y

I o2
2y
ofo
>
o
2
=
i)
>
ES
N
39 o
Rugil
I
i)
<
4
o

bt
rir

£ a5 T

= ]“'7] DES Ho 23} ©]F7] RSA W22 53¢
Z x ES W42 permutation} XOR
63] a}&c 01 y —3 gheh wiH RSA W42 w
g & HAIRE WFE AFehs THEA

[
X o

> 2
o

i

X
o
b
09:',
o
_'VL

o iU R

~
1%
>
N

=

iﬁH BT} (mod n)oll &E3T) Tt
10%2”] 2 HAIZ] mell tidk RSA 37171 4
O(KPlml), N7l Aske Ollml) o1tk 13t
O(K') ANBAE WAA m 3 T4 Askel L O(k') 9]
Aol 2QEAT K < o|EZ 0(7144) = 0(1) oItk

Hhdel] DES 9535 BREE O(ml) ot gyt

ES
Il

o
rlo

7187 FAEEE JHEA Eeth gt AF¥ee
1 BFE7F 0(1) ~ Ollogn) 1A%t 7323t ) +1+= DES
= Ed|M FHEERZ O(Hash(m)) =O(DES)°]th

2 A2"Y g BEREE HAA me] 3719 g
°|3 DES Y4&38 A7)7t 128¥|ER Ao} Sttt

O(Hash(m)) = O(DES)
O(Hash(ID)) = O(1)

o] 334 primitive g9 BFEE BHW,

(1) O(KeyFrtract) = O(Hash(ID))

2) O(Sign) = O(Hash(m))

(3) O(Verify) = 0(1)

@) O(Encrypt) = O(llm |l )+ O(Sign)
(5) O(Decrypt) = O(llm | )+ O( Verify)
w2

(6) O(KeyFErtract) = O(1)
(7) O(Sign) = O(DES)

(8) O(Verify)=0(1)

9) O(Encrypt) = O(DES)
(10) O(Decrypt) = O(DES)

BREE dueEe) BAS BAT 20T Jurse
2 9¥Es FuelFe VIS BHOR gAY U
F HPER AN FERAN ArzAle] 75
= SYALE FHOE BRE MTE

YA 24

YAzke] A QAFA
FIEA HwoME FYPAITRS FHCRE o] FofXth
dedAs StESOIE 4T 9 1,000 ~ 10,000 *
t(DES) = t(RSA)EA] FYAIZF AFo]7t ATH10].
7b A mE FIPATHS ]

(DES)=t, & %7
2 3718k, O 938 Ak
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(1) T85T dHluE
dEEF 71 37871110 £ A2
71484 10,000 ¢ c
Fo st 100 ¢, Baes
E353} 1,000 t¢,,, T
?l% tdes+ ¢ tdcs
A Lges™ € ¢

~+
s o

|
—_

00 1, 0|7, B35 4PN ¢! =100 ¢

= o]
‘rsa s ‘rsa

des
17HE 128H|E Ho|AAEES 727 d&
3} 3l Zo|EE T AE AAF 9 128HE U453}
FIANDE AFE DTS F JOBZ ¢ =, tc=
AZ FYANE AT FUsER ¢ =
taes* ¢ Tk = 447012 RSA €257} 128H]E tho
A 2AEo| HEHEZ O(Signature) = ¢ ©]Th
712 RSA W23 & AJ2E koA 53 9 Q1Y
ok

I
o
o\
3
O%

~

Z 7bgel & W olFofA = AHo|ER s

ZHEA NN T SAE $7} mo| 1
AFA = Olm+1) ©|ATH
SRS ALt fAsor & o
A g Olmxi) olth 3 o] WA|Z] ¢35 5l
A AREE IAN71-R17] A4S omsitt 71915 A e
2 SAE Fo1 AR R} 7} SUH8HE Tlehad L
2 717t} o] A& A& PKI 7|6k 7] W o] &
71 EAo)th, widol] B X Ao E vAA] ASAA
vith gk 7] ARE ARSE I FEAZR] A YA AMES v}
AW g 719k mEba] e wE 7] el e 3

EA A etk

6. 42 % 3547

2 =RdMe A5A daAo R VY E f5Al
2g o) kA BAste Aol 7 stARt FRAIT
"ol AR £ 9 wEY Fre v A5 gl
W2 A2E S AAs geste] FHEES WF A
TU AN AHE Fe AEL s =AU

w = 7] AAE AL oJgA Hde St
stAA FRAE WE A HFekdth FF o
2 FAEH mebA o gA S FA A e St
AZE T4 AT & JeAE A7 Aotk

SRR VIEEME FEHE D AS T B =&
o FHAEE oEA BT F IEAE A Bz
7t 235130 IBE WS of 9l A&ste Aol F2AE
A7E Zelth. DRMOIA = o8 s7HS Ak A
Ao g AESAR IS AR S Adete] A4
o] B HAIEE AS wE Wl IBE W4 480l 7}
otk AT AR T g Zlolth
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