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ABSTRACT

A symmetric block cryptosystem uses an identical cryptographic key at encryption and decryption processes. HIGHT cipher algorithm is
64-bit block cryptographic technology for mobile device that was authorized as international standard by ISO/IEC on 2010. In this paper,
block cipher HIGHT algorithm is designed using Verilog-HDL. Four modes of operation for block cipher such as ECB, CBC, OFB and CTR
are supported. When continuous message blocks of fixed size are encrypted or decrypted, the desigend HIGHT core can process a 64-bit
message block in every 34-clock cycle. The cryptographic processor designed in this paper operates at 144MHz on vertex chip of Xilinx, Inc.
and the maximum throughput is 271Mbps. The designed cryptographic processor is applicable to security module of the areas such as PDA,
smart card, internet banking and satellite broadcasting.
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