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Abstract Recently, smartphone communications using Wi-Fi channel are increasing rapidly to provide diverse
internet services. The WPA security protocol was used for data protection between user and wireless AP.
However, WPA-PSK protocol was known to be weak to the dictionary attack. In this paper, we proposed a
secure WPA-PSK protocol to resist the dictionary attack. Since the proposed method was designed to generate a
strong encryption key which is combined the Diffie-Hellman key agreement scheme with secrecy property of
PSK(Pre-Shared Key), we can protect the Wi-Fi channel from Man-In-The-Middle attack and Rogue AP
impersonation attack.
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