20129 18 HAsee =2X M 49 A Cl 8 X1 =

== 2012-49CI-1-5

U8 1) BEE 9ak ke AP 7] orash why

( Encryption Method Based on Chaos Map for Protection of Digital
Video )

* 3 sk
8 49 g

’

o
e

( Byung—Choon Yun and Deok-Hwan Kim)
Q o
HESZ 347 §54 &4l 71<9

of g weke vj§ F84 Ha 9
EREREIREE R
o~

w5 R Qe ujte Felxe] wjxrt EA o]Fo e we} vt Zelx
CmEA B =R Al MPEG-2 vt 139 B4 Ulo] 579 7192 AP 7]ty
AHH e 719 2 APl BlE AMH(Tent map)S 7| REZ 02 &= sjA|A|Qd oy

AAEEaL o] ZAAE AMAH(Logistic Map)¥} &= AR (Hénon map)oll 2-&
slo] B47]2] FER o] Foi7l 8x8 HFEEES AAF Aokd e 8x8 Wt E=23 DCT £3 W G4 Ho] 3 38
H7t 2 AFs AgEd g dggoz XOR ¢gush ik Fadgtozn g5t Ad e eH3=s 2d & 3oy
B9 Fhe s AMEE AFSE 25 ARESte] Hlad ZHdstEA s 4RSS Algsith A8 AoE B8 AS W
9133}E dAkdl dis] PSNRe] 12dB o3tz £& 453t AeS JYehen 9% g84 =W Adses 4=
WHehe-2 717 2%9F 04% olule] AATH AL 7hse AsS JETh

fl

Abstract

Due to the rapid development of network environment and wireless communication technology, the distribution of digital
video has made easily and the importance of the protection for digital video has been increased. This paper proposes the
digital video encryption system based on multiple chaos maps for MPEG-2 video encoding process. The proposed method
generates secret hash key of having 128-bit characteristics from hash chain using Tent map as a basic block and
generates 8x8 lattice cipher by applying this hash key to Logistic map and Hénon map. The method can reduce the
encryption overhead by doing selective XOR operations between 8x8 lattice cipher and some coefficient of low frequency
in DCT block and it provides simple and randomness characteristic because it uses the architecture of combining chaos
maps. Experimental results show that PSNR of the proposed method is less than or equal to 12 dB with respect to
encrypted video, the time change ratio, compression ratio of the proposed method are 2%, 0.4%, respectively so that it
provides good performance in visual security and can be applied in real time.
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