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A Strong Designated Verifiable DL Based
Signcryption Scheme

Sujata Mohanty* and Banshidhar Majhi*

Abstract—This paper presents a strong designated verifiable signcryption scheme, in
which a message is signcrypted by a signcryptor and only a specific receiver, who called
a “designated verifier”, verifies it using his own secret key. The scheme is secure, as an
adversary can not verify the signature even if the secret key of the signer is compromised
or leaked. The security of the proposed scheme lies in the complexity of solving two
computationally hard problems, namely, the Discrete Logarithm Problem (DLP) and the
Integer Factorization Problem (IFP). The security analysis of the scheme has been done
and it is proved that, the proposed scheme can withstand an adaptive chosen ciphertext
attack. This scheme can be very useful in organizations where there is a need to send
confidential documents to a specific recipient. This scheme can also be applicable to real
life scenarios, such as, e-commerce applications, e-banking and e-voting.

Keywords—Designated Verifiable, Discrete Logarithm Problem, Chosen Ciphertext Attack,
Nonrepudiation

1. INTRODUCTION

The concept of signcryption, which was first introduced by Zheng [1], is a cryptographic
primitive, that simultaneously provides confidentiality and authenticity. It combines both the
functions of digital signature and encryption in a logical single step, at a cost that is significantly
lower than that required by the traditional signature-then-encryption approach [8]. Following
Zheng’s proposal, a lot of research has been done in the area of signeryption [2, 3].

In a signeryption scheme, the sender usually uses the recipient’s public key for deriving the
session key of a symmetric encryption. This is done while the recipient uses his/her private key
for deriving the same session key. The exposure of session keys can be a devastating attack to a
cryptosystem since such an attack typically implies that all of the security guarantees are lost. In
some cases, it will be an advantage that only a specific person, known as “designated verifier”,
who can verify the signcrypted text. In some applications, it is important for the signer to decide
by whom his signatures can be verified due to blackmailing. For example, in an electronic vot-
ing system, the voting center presents proof to convince a voter that his/her vote was counted
without letting him/her convince others (e.g., a coercer) of his/her vote. This is important in the
design of a receipt-free electronic voting scheme preventing vote buying and coercion. This is
the motivation of the concept of “designated verifier signature”. The concept of designated veri-
fier signature scheme was first established by Jakobsson et al. [4]. Here only a specific recipient,
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called a designated verifier can be convinced of the validity of the signature. But a designated
verifier scheme has a serious problem, as one can not verify whether the signer or the designated
verifier issued the signature. To overcome this problem, Saeednia et al. proposed a strong desig-
nated verifier scheme [5]. Here only the designated verifier can verify the validity of the signa-
ture in normal communication. The major weakness of this scheme is analyzed by Lee and
Chang[ 6], that, the signature can be verified not only with the designated verifier’s secret key
but also the signer’s secret key. This could make the signer’s identity revealed. A strong desig-
nated verifier signature scheme was proposed by Lee and Chang [6], in which a signature can be
verified only with the designated verifier’s secret key. Steinfeld et al. [7] introduced the concep-
tion of “universal designated verifier signature”, which can be viewed as an extension of desig-
nated verifier signature. Universal designated verifier signature allows any holder of the signa-
ture (not necessarily the signer) to designate the signature to any desired designated verifier. The
verifier can be convinced that the signer indeed generated the signature, but cannot transfer the
proof to convince any third party.

Till date, there is no research in the area of signcryption with strong designated verifiability
property, which can have huge applications in real life scenarios, such as e-voting or e-cash or
online patent submission. For example, suppose a person has to submit a proposal for patent by
an organization. In this scenario, the person may act as a signcryptor and the organization may
act as a designated receiver. Here the document to be patented can only recovered and verified
by the specific receiver, in our case, it is the organization. We combined the mechanism of
strong designated verifier signature scheme as proposed in [6] and incorporated in to signcryp-
tion scheme.

In this paper, we propose a novel strong designated verifier signcryption scheme, where the
signature can only be verified by a specific recipient, known as designated verifier. In this
scheme, the property “strong” refers to the requirement that, only a specific receiver, called a
“designated verifier”, has to use his/her secret key to verify the validity of the signature. Based
on the DLP, the scheme is secure as an adversary cannot verify the signature even if the secret
key of the signer is compromised or leaked. The security of the proposed scheme lies in the
complexity of solving two hard problems, namely, the Discrete Logarithm Problem (DLP) and
the Integer Factorization Problem (IFP). The security analysis of the scheme was carried out and
it is proved that the proposed scheme is semantically secure against an adaptive choosen cipher-
text attack. This scheme can be very useful in organizations, where there is a need to send confi-
dential documents to a specific recipient, such as e-voting, e-cash and e-commerce applications.

The rest of this paper is organized as follows. Section 2 discusses preliminaries of the pro-
posed scheme. The proposed scheme is presented in section 3. Security analysis of the scheme is
done in section 4. Finally we conclude in section 5.

2. PRELIMINARIES

This section describes short definition of the hard computational problems in which the secu-
rity of the proposed scheme relies.

2.1 Integer Factorization Problem

Suppose p and q are unknown distinct primes and n=p.q. If the product n is known, the prob-
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lem is to find out the primes p and q [14].

2.2 Discrete Logarithm Problem

Given an integer number p, a generator g in Z,+, and an arbitrary element a in Zg, finding the
unique number i, 0 <i < p -1 such that, a= g'mod p ,is a difficult computational problem [13].

2.3 Safe Prime

Let p is a large prime. We call p a safe prime, if p=2p'+1, such that p’ is also a large prime
number [13].

3. PROPOSED SCHEME

The proposed scheme consists of two participants, namely, signcryptor (S) and a designated
receiver (R). The scheme consists of three phases, namely, key generation, signcryption and
unsigncryption with verification. The parameters used in the scheme are given in Table 1.

Table 1. Parameters used in the proposed scheme

Parameters Function

X Private key of signeryptor

Vi Public kev of signervptor

X= Private key ofthe designatedreceiver

¥z Public key ofthe designatedreceiver

H() A collision resistant hash fimction

EandD Encryption and Decryption algonthms which is
knownto all

g A generator

3.1 Setup

The signcryptor (S) chooses an integer n as the product of two large primes p and q such that
p=2fp'+1andq=2/q3'+1, where f, p" and g~ are all large primes. Then he/she chooses a genera-
tor g € Z,+ with order q and a secure hash function H( ) such as SHA 1. Here p, g and H( ) are
public system parameters that are authentically known to all users [13]. Then the signcryptor (S)
chooses his/her private key X € Zg+ and computes his/her public key Y, as follows.

Y=¢" mod p (1)

The designated receiver (R) also chooses his/her private key Xy in random and computes
his/her public key as follows.

Yr=g**mod p Q)

The signcryptor and the designated receiver declare their public keys.
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3.2 Signcryption

To sign a message M, the signcryptor runs the following steps. He chooses t & Zg» and com-
putes

K =Y, mod p 3)
C=E (M) )
r=H(K) (5)
s=t—-r.X modq (6)

Then he sends 5= (7,5,C) as the signcrypted text to the designated receiver (R).

3.3 Unsigncryption with verification

After receiving § =(7,5,C), the designated receiver (R) computes K ' using its own
private key (Xg ) as given below.

K'=(g'Y,)"* mod p (N
Then he verifies the authenticity of K ' by checking the following condition.
r=H(K") ®)
The message M is recovered from the signerypted text & =(7, s, C) as follows.

M = D,.(C) 9)

4. SECURITY ANALYSIS OF THE PROPOSED SCHEME

In this section, there is a brief discussion of the security aspect of the proposed scheme. Then,
the correctness of the proposed signcryption scheme is evaluated. We describe the attacks games
used in the security proof to show the semantic security against chosen ciphertext attacks, which
was listed in [11, 12]. Finally, we show that the proposed scheme is secure against forgery at-
tack.

In this scheme, the public key generation of both signcryptor and designated receiver are
based upon the complexity of solving discrete logarithm problem. It is difficult to extract Xg
from Yg as shown in equation (2). Similarly, extraction of Xy from Yy is difficult as it is based
upn discrete log assumptions. In the signcryption phase, the signcryptor chooses ¢ in random and
computes K, C, r, s as shown in Fig. 1. It is clear that, computation of X is also based upon DLP,
as it is difficult to obtain the value of 7 from K. So, our scheme is still secure if in case the value
of K is leaked or compromised. Also in our scheme, the signcryptor does not have to send the
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Signcryptor(s) Designated Verifier(R)
Setup
Chooses n=p. g, where p=2/p"+1 and g=2fg"+1.
b, g, p' g are distinct primes. Secretkey: Xz
Secret Key: X5 Publickey: e = g™ mod p

Public key: ¥, =g modp
Public parameters: p, Y, generator g

Signcryption
Chooses € Z; +and computes
K :Yg mod p
C_E F=(r.5.C) L'nsr;gm:jpnh_n

= ;_(m) K':(gs}'—:)kg mod p
r=H(K) - a )
s=t—r.Asmodg rﬁH(K'}

m=Dg.(C)

Fig. 1. Signcryption and unsigncryption of the proposed scheme

message along with the signature parameter & . The message is recovered by the designated
receiver by using steps as shown in section 3.3. The computational complexity of signcryption
phase is 1T; + 1Ty + 1Ty and that of unsigncryption phase is 3Tg + 1Ty + 1Ty. Here Tk, Ty and
Ty are the total number of modular exponentiations, hash operations and multiplication opera-
tions. Thus, our scheme has significantly less computational cost.

Correctness
The signcrypted text & = (7,5,C)is indeed a valid one; its correctness is discussed below.

() K'=(g"¥)" mod p
=(g".g"*)" mod p
_ g(sw.)(x))(,e mod p
=g"""mod p,as s+r.X;=tmodq from equation (6)
=Y;modp,as g =Y, modp from equation (2)
=K o

(i) r=H(K)=H(K) as K'=K

(iii) M =D, (C)=D,(C) as K'=K

Definition 1: (Semantic security against chosen ciphertext attacks [11, 12]. A signcryption
scheme is semantically secure against chosen ciphertext attacks if no probabilistic polynomial
time adversary has a non-negligible advantage in the following game.

1. The challenger runs the key generation algorithm to generate a private/public key pair of
receiver (skr, pkr) and gives pkr to the adversary 4.

2. The adversary 4 submits a number of queries to the signcryption and unsigncryption. In
signeryption queries, 4 chooses a message m € M (message space) and an arbitrary recip-
ient public key pkr and sends them to the challenger. The challenger runs the signcryption
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oracle signcrypt (m, sks, pkr) with private key of signcryptor sks and returns the result. In
unsigncryption queries, A submits a ciphertext C to the challenger. The challenger runs
the signcrypt oracle unsignerypt (C, skz ). If the obtained signed plaintext is valid for the
recovered signcryptor’s public key, then the challenger returns the plaintext to A, other-
wise the challenger returns the symbol | .

3. The adversary 4 chooses two equal-length messages mo,m1 € M and an arbitrary private
key sks and then sends them to the challenger. The challenger then flips a coin
be{0,1}to compute a signcrypted text C*=Signcrypt (ms»,sks, pkr) of Mb with the sign-
cryptor’s private key sksand the under attacked receiver’s public key pkz. Then C* is
sent to adversary 4 as a challenge ciphertext.

4. The adversary 4 continues to make queries to the signcryption and unsigncryption and he
is not allowed to query the unsignerypt oracle of the challenge ciphertext C*.

5. At the end of the game, the adversary 4 outputs bit » and wins if » = b. The adversary 4’s
advantage is defined to be Advinp - cca(A) =Pr[b'=b]—-1/2.

Based on the above attack game for providing security, we show the proposed scheme is se-
cure against adaptive chosen ciphertext attack.

Assume that, given the receiver’s public key Yr , the adversary A first chooses a signcryptor’s
private key Xs and a message m and sends them to the challenger. The challenger then chooses
a random number b and computes the challenge ciphertext 6 * of message m as follows.

O* = (r*,s*,C¥) (10)

After receiving the the challenge ciphertext o *, the adversary 4 first makes a wild guess of
b=0 and generates a new ciphertext by choosing a random message m*, whose length is equals
to m. Then he chooses a random X. € Zg+. Then the adversary 4 computes the following.

X

Y., =g 5 modp (11)
K*=Y, modp (12)
C* = Ey.(m™) (13)
r* = H(K*) (14)
s*=t'-Xc.modp (15)

Finally, the adversary 4 sends the challenge ciphertext J* to the challenger for unsigncryp-
tion. Upon receiving 0* = (r*,5*,C*) | the challenger computes

K*=(g"Y )" modp (16)

If r*=H(K¥), then the challenger returns the message m as given below, otherwise rejects
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the message.
m = Dy.(C%) 7

If the response message m* from the challenger is equals to m, then the adversary 4 knows
that m* is the plaintext for the challenge ciphertext o *. The response is automatically rejected
because K*# K as Xj.can not be computed from the public key Yz of receiver, whose
complexity lies in solving discrete logarithm problem. Also as r*=r as K # K *, which im-
plies message m can not be decrypted by using m = D,.(C*). Therefore, we conclude that the
proposed scheme is secure against adaptive choosen ciphertext attack.

Theorem 1: It is impossible for any adversary Ato forge a valid signcrypted text & pro-
duced by the proposed scheme.

Proof: To forge a signerypted text & = (7,5,C) of message m, the adversary 4 must know the
secret key Xs of the signcryptor who signed the message. The value of Xs is protected under
DLP assumption, as shown in equation (1). In case, the value of K is leaked or compromised, it
is impossible to compute the parameter s as it requires two secret parameters, Xs and t. Also it
is difficult to obtain the designated receiver’s secret key ( Xz ) from the publicly available Yz,
because of the hardness of solving the discrete logarithm problem. Hence, it is almost impossi-
ble to produce a valid or authentic signcrypted text by an adversary.

Theorem 2: No one other than the designated receiver (R) can verify the validity of the sign-
crypted message.

Proof: In the proposed scheme, if the secret key of the signcryptor (Xs) is compromised and
an adversary A4 obtains the signcrypted text o before the designated receiver (R) receives it, the
adversary can not verify the signature. This is because the signature can only be verified with the
secret key Xz of the designated receiver (R) which is protected under DLP assumption as shown
in equation (7). The signcryptor does not have the knowledge of X . That indicates the sign-
cryptor also can not verify the validity of the signcrypted text without the help from the desig-
nated receiver (R). Therefore, the property strong designated verifiability is satisfied.

5. CONCLUSION

In this paper, we present a new designated verifiable signcrytion scheme based on DLP. Here
the property strongly designated verifiability is satisfied. The proposed scheme does not require
secure channel in the communication between the signcryptor and the designated verifier. The
scheme is proved to be secure against adaptive choosen ciphertext attack. Moreover, an adver-
sary can not verify the signature even if the secret key of the signcryptor is compromised. There-
fore, the scheme is suitable for many practical applications, such as e-cash, e-voting and e-
commerce.
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