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A New Analysis Method for Packed Malicious Codes
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Abstract

This paper classifies the self-defense techniques used by the malicious software based on their approaches,
introduces the packing technique as one of the code protection methods and proposes a way to quickly analyze
the packed malicious codes. Packing technique hides a malicious code and restore it at runtime. To analyze
a packed code, it is initially required to find the entry point after restoration. To find the entry point, it has
been used reversing the packing routine in which a jump instruction branches to the entry point. However,
the reversing takes too much time because the packing routine is usually obfuscated. Instead of reversing the
routine, this paper proposes an idea to search some features of the startup code in the standard library used
to generate the malicious code. Through an implementation and a consequent empirical study, it is proved that
the proposed approach is able to analyze malicious codes faster.

Key words : self-defence techniques, packing, entry point, startup code
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1. [5]
Table 1. Classification of code obfuscation.

IE LEs HEER

7

32 W3 Formatting Change)
A7 (Remove Comment)
3K Scramble Identifier)
M3 (Data Storage)
2l $H(Data Encoding)
<=2] W2 Data Ordering)
At 3K Computation
Transformation)
33 Wgk(Aggregation
Transformation)
<=4 M3KOrdering Transformation)
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Table 2. Classification of prevention of reverse
engineering.

s 7&
IsDebuggerPresent()
IsDebugged

Sh

NtGlobalFlag

Heap Flags

DebugPort :
CheckRemoteDebuggerPresent()/NTQ
veryInformationProcess()

oA 724 DebuggerInterrupt

Time Check

SeDebugPrivilege

Parent Process

DebugObject : NtQueryObject()

Debugger Windows Search

Debugger Process Search

OllyDbg : Guard Pages

Software Breakpoint Detection

Hardware Breakpont Detection

Fagy Patchong Detection via Code Check
Calculation

Misdirection and Stopping Execution
via Exceptions

Blocking Input

ThreadHideFromDebugger

Unhandled Exception Filter

OllyDbg : OutputDebugString()
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Table 3. Packer type and code transformation or
not.
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UPX(3.05w)
ASPack(2.2)
ASProtect(1.2.3)
PECompact(2.0)
NSPack
FSG(2.0)
RLPack(1.21)
Themida(2.0.3.0)
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Other Sections Point Other Sections

Unpacking Routine

38 1. w3Hel S5y

Figure 1. Operation of a general packer.

EXE 2 DLLS Zahe A5 Aasiel 128
Ae] PE e} 2 4400] tfsl s, $4 A
S FA text, .data, .edata, .idata, .reloc, .rsrc 5 OF
TR JoH [11], text AL A8 F=7} A%
o] a1, data AL W Ho]H Y HH, edata,
idatas AXTE/YTE AH reloc AL A
AR, rsre AL 2la Hlo|E Y] HRI} AHE o
Atk EP7} 71E)71E FA7F 8 text XL V)
5ol w2} Startup Code, Code Body, Exit Code® L}
™, o]Z 17 20] YeR)Ah

Startup Code= 2A] A2 I=E FH|5}7] gk

71%5% 4331, Code Body= ZE13 9] F= Exit

& 32 Microsoft Visual Studio®] ¥+ 2fo]| 2|7}
A3 Startup Code®] HuksolH, 19 4% T|H]
AZ o] 43) AA TZaWo] EpRE T]2ojAEH
=9 Asjolth

HEADER

text Section

Start up Code
I

| ]
Exit Code

8 2. text MM £z
Figure 2. Structure of .text
section.

189: void wmainCRTStartup(
110: Helse /= WPRFLAG =/
111:  void mainCRTStartup(
112: Hendif /= WPRFLAG x/

113:

114z Hendif /= _WINMAIN_ =/

1152
163
117:
1M8: {
AnL01190
06481191
00401103
00401195
80401190
0040119F
00401185
094911A6
004011AD
00401180
06401181
00401102
00401183
119:
126:

u

)

push
nov
push
push
push
nou
push
nou
add
push
push
push
nov
i

oid

ebp
ebp.esp
OFFh

491

offset string “The value of ESP was not properl”...+8EGh (004201:

offset _except_handlerd (0D&0351k)
eax, F5:[ 00000000,
eax
duord ptr £5:[8],esp
esp, 0FOh
ebx
esi
edi
duord ptr [ebp-18h],esp
nt mainret;

121:  #ifdef _WINMATH_

122:
123z

B

TUCHAR *1pszCommandLine;
TARTUPINFO StartupInfo;

12 3. Microsoft Visual Studio EZ= 2o|23{2|7}

H&5t= Startup Code?| HMHEHR

Figure 3. Part of startup code provided by
Microsoft Visual Studio's standard library.

=] PUSH EBP
8BEC MOoU EBF,ESP
H FF PUSH —1
68 A8S84800 |PUSH WCeConso.@84858R8
68 641F4600 |PUSH UCEConso.B8481F64
ga:ﬁl BEBEES! MOU EAX, DWORD PTR FS:[81
64: 8925 BOEBE| MOY DWORD PTR FS:[81,ESP
B83EC 18 SUB ESP, 18
53 PUSH EBX
5& PUSH ESI
E7 PUSH EDI
8965 E8 MOU OWORD PTR SS:[EBF=181,ESP
FF15 B45B48@ CALL OWORD PTR DS: [{&KERMEL3Z.GetlUersiol
3302 #OR EDi, EDKX
8A04 MOU DL, Al
8915 PBEE48EI MOY DWORD PTR DS:[4B866B@1, EDH
aBca HMOU ECH, ERAX
81E1 FFBOEGEEE|I AMD ECH, GFF
8980 ACE648E1 MOY OWORD PTR DS:[4B66ACI, ECK
CiEl B8 SHL ECH, &
41 @3acA ADD ECH,EDX
8980 ABEE48EI MOY DWORD PTR DS:[4B66A81,ECH
B4E1 CiES 18 SHR ERA=, 16
@ A3 A4664608 |MOY DWORD PTR DS:[4B66A41,EAX
B4 6 @8 PUSH &
84016 Eg Sea0e088 CE%L WUCeConso. BE481E20
BE4a16806(] . B85C8 TEST ERX, EAX
E8461608(] .~ 75 B8 JME SHORT UCEConso.B84810E2
BE46160A 6A 1C PUSH 1C
BB4a180C EE 9AOPEEEE |CALL JCeConso.B08408117B
BB4E10EL(] . 59 POP ECH
@84a18E2(| > 8365_FC AMD DWORD PTR SS:[EBP—41,0
0e4@1igEs|| «  ES 27EBE CALL YCeConso.@@48icas
BB4616ER FF15 BG5S CALL DWORD PTR DS: [{&KERMEL32.GetComman
BE46160F1 A3 A4rB4 MOU DWORD PTR DS:[487BA41,ERX
Ba4a18Fs EB S58RE CALL UCeConso.BA4A1B58
BE4816FB Az g MOU DWORD PTR DS: (4066861, EAX
68461166 ES FEE7EEEE |CALL UCEConso.B8481983
BE461165 ES 48878886 |CALL UCEConso.BB848184A
BB40116A ES BE@4@8E8 | CALL UCeCon:zo.BB4815C4

J8 4, Ml =239 EPRE C|ANME
Figure 4. Disassembled code from the program's

EP.
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Startup CodeE 25 4 Jthd WA 7 EPE Al&3}
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AAste] AAIZl & 2EE AE FT9] YRS

TE FE33 1 AFo)A Startup

£ OepFinder ME B

iTunesHelper.exe[3872) - | Clicked Process View Button

[ vmware-tray.exe(3936] Process View Complete

[ DR_HIDE.EXE(3944) Cric EP Bution

ctimon.exe(3956) es5 Name is vc2005MFC.exe(1820)
xe (400 4)

[El TBPANEL.exe(: ]

=

6)1820(10)
400000, Size is 0xd000Dump Complete
Fils

18 5. Startup Code ZAAMS S8t EP £&
Figure 5. EP extraction by scanning the startup
code.

BALL vc2oesir, 0E4a1E
.~ E9 36FOFFFF | JiP vo2BBEHF. BE4817C3
§ 3B@0_2858480 CMP ECX, DWORD PTR_DS: (4858261
~ 75 82 JNZ_SHORT wc2@@SHF . 8e481A97
g PREFIX REF:

. ca T
3 E3 arasoose | N voeaesHF. B8401E08

1
. 68 BB3C4068 |PUSH vo2BEBEMF.BE483C08
E8 F482008@ |CALL uc2@ASHF.BE4A105C
FF35 34554@@( PUSH_DWORD PTR DSz (4855341
8B35 S5C324E0( HOU ESI,DWORD PTR DS: [<&MSUCRBO._decode, MSUCRSE. decode_pointer
FFDe PD%LEEEE <&MSUCREA. _decode_painter?
. 8945 Ea noy DWORD; PTRYSS:CEBP=1C1, ERX
. B3F8 FF CHP EAR, -1
JNZ SHORT wo2GBEHF, BG4@1ACE
FF75 @8 PUSH DUORD PTR SS:[EBF+81 [F unc
- EF15 5832480( CALL OUDRD PTR DS: [<&MSUCREB._onenit>] |L_onenit

Superf luous prefix

J8 6. A EP
Figure 6. Real EP.
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Table 4. EP extraction results for case 1.
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UPX O Ul
ASPack O 77N
ASProtect ©) izl
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Table 5. EP extraction results for case 2.

7 Syntax 371 Syntax 471
6.0 80 6.0 80

UPX 671 174 07N 174
ASPack 671 170 071 170
ASProtect 671 170 071 170
PECompact 671 170 071 14
NSPack 671 171 07N 170
FSG 671 17K 07N 170
RLPack 671 170 074 174
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Table 6. EP extraction results for a complicated
program(6.0 program).

Syntax | Syntax | Syntax | Syntax
A ol 5K 671 il
60 | 80| 60|80 | 60|80 | 60 | &0
UPX TN 3 20| 270 | 720 | O7W | 2870 | O7R
ASPack | 7R | 370 270 | 270 | 7270 | O7H | 2870 | O7H
ASProtect | W70 | 370 270 | 270 | 2270 | O7H | 287 | 07N
PBCarpact | 7370 | 37| 270 | 270 | 7270 | 07N | 2871 | O7H
NSPack | 7370 | 370 7270 | 270 | 7270 | O7H | 2870 | O7H
FSG B 3N 20| 270 | 720 | 070 | 2870 | O7N
RlPack | B0 | 37| 270 | 270 | 7270 | O70 | 2870 | O7N

E 7. 245t z20 Ep & ADN8.0 T2OH)
Table 7. EP extraction results for a complicated
program(8.0 program).

171 Syntax 47} Syntax 57}
6.0 80 6.0 8.0
UPX 47) 170 07 174
ASPack 470 171 07l 17
ASProtect 47 1 071 170
PECompact 47 1 0 171
NSPack 474 171 074 170
FSG 47 170 07} 170
RLPack 470 171 07l 170
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TE SyntaxZ 3t AYE EE190H,
a9 79 YeRR AT

8. GetVersion()&<4 Syntax 0|2 EP £Z& Z1} (6.0
zZH)
Table 8. EP extraction results by syntax of

GetVersion() function(6.0 program).

EEl

- GetVersion() ¥ & Syntax
37

6.0 80
UPX 170 07N
ASPack 170 071
ASProtect 171 07H
PECompact 170 07N
NSPack 170 07l
FSG 170 071
RLPack 17 071

i OEPFinder

e is TestProgram_UPK.exe(6668)

6668(10)

0x400000, Size is 0x3ae000Dump Complet
e

5(MSVS 6.0) : 0x55c5e1

Ca SVS 6.0): 1

Candiidate Num(MSVS 8.0] : 0

mspdbsrv.ex: nuaz]
l OEPFinder.exe(4896]

Kl |

38 7. GetVersion() &4 Syntax 0| EP £&
ZoH6.0 T2 M)
Figure 7. EP extraction results by syntax of

GetVersion() function(6.0 program)
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