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Electricity Consumption Information Transmission Protocol with
ID-based Key Distribution Method
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Abstract

Recently, smartgrid has interested in enable to existing electrical grid to supplying stably and efficient energy
management. Smartgrid environment using PLC is transmit PLC module collected electricity consumption
information in each house from PLC module to server. This communication process can occurred security
threats such as personal information leak of consumer, electrical grid paralysis. In this paper, we propose
efficient electricity consumption information transmission protocol with ID-based key distribution method for
respond to security threats.

Key words : Smartgrid, ID-based Key Distribution, Electricity Consumption Information Transmission

LM E AYAFA PLC, 74 FA71E4] ZigBee, BA Ol E

TR0 E o]FojA gtk I FA PLCE 7€YY

AnlETREE 7|12 A9 [T7]4S ¢ 718 44(90~240V.60Hz) ol T4 A5 E Zgste tlo]
st FR 2 AR o B&7 2, kA A EE & FAlshe SANAS wetth 9~450kHz
g I3 59 AAL 2t= A\ 2adHo|thl], 0|9} e S A3l kbpsE BAl SEE Adse Ul
AL Ao} A FFALY e BAS & PLC, 17~30MHz oS Abgata]l 4 Mbpsoll A
3 7hssitt AvEREE ke BAl Ve 100Mbps 2] 5A41& 7F53HA 3 oY PLC &

* S gk AHE 58} YR KE 588D RZLA(ISAA Lab, Department of Information security Engineering, Soonchunhyang University)
wx =S8t A B W 58k} (Department of Information security Engineering, Soonchunhyang University)

- A1AAL (First Author) @ A% - WAIAZK Corresponding Author) @

- Eudak 20129 7€ 169

- APKE) YA 1 20129 79 169 (YA 1 20124 8¢ 239)

- AALGA 20129 8€Y 309



710

o= s 4 Atk B8 7129 AAAE B3
7w A2e BARE PR Auchs W
Zeo BEAle} & 4 A, 9 AZeE 5
sof 94, 94, HolH 5 40 B Hulz

£ AFY 5 9 Ak
sElETRE $AL QEUS o8 T
2 HEFE G Felol] W] T8
A i s s nerlREe] BUa WA 4 9)
ok 53 2t 719 Q= PLC RES 54 40E 3
B} RME AR AN A5 HAolA
A 4 Qi BRSO e tiHlo] Lasltp)
Asee AR AN Y AR, 404 AR 5L
T3S 917) ol olel@ Jusk §58 Aol
ARG 24, 2 aAk&au 24, N AR R
o FAZL AT 5 UcHal(s) wepd DA}

s
F AR} AFEe BANA @EJ e U
gt EO}-‘HQOH tf-&o] Fasitt
2 A7 A3 Hot TZEZ(SSMP
Secure Smart Meterlng Protocol)2] A%< 7§45}7]
31 D 714k 7] 2] 1S BEF WAL S
H A% Z2EZS Aol [T].

B e 2AE e 2tk 2994

£ op mfy rlr H~l

SMP

r_>.i
ol
N
o]
rok
5
>
o
ks
>
ot
=2
=
:<|){:"4
M
1
9,1',
K
dor Jf Az X
o oo > oX T o

¢
¢
ox,
L

(
o
0>~
= o
ofr
o)

A AL Z2EE FAAS

T —

of BAsHAL, AL R 6l M=

i)
rhu
tlo

Ir
o

2—1 SSMP

SSMP= QISA I, 7] 2, JEAEF
AFTAR v A =
dhe ZEEES Agsta itk ts 19
SSMP 75 e Zo|t(s]

S=akaets] =A] A16¢ Al4s 2012 8¢

J8 1. SSMP #=
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