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I. INTRODUCTION 
 

With the development of embedded systems technology, 
many mobile devices have used mass storage devices and 
file systems for efficient use of data. Because the file system 
used on mobile devices should be robust against sudden 
power failures and system crashes, the use of a journaling 
file system is needed [1, 2]. Journaling has been mainly 
used in network server technology [1, 2]. This technology 
needs data reliability in critical circumstances such as power 
outages and abnormal termination. Mobile devices also need 
such reliability to increase their consistency. In addition, 
mobile devices need to prevent data corruption due to ab-
normal termination and slow boot time. 

Removable storage devices such as USB memory, SD 
cards, and T-flash, widely used in mobile devices, must use 

the file allocation table (FAT) file system for windows PC 
compatibility. However, the FAT file system does not 
contain journaling, and thus many problems with the con-
sistency of data occur. Therefore, to enhance the con-
sistency of data in removable storage devices with the FAT 
file system for Windows operating system (OS)-based PC 
compatibility, several methods have been reported [3-5]. 
The performance of Microsoft® TFAT [3] is relatively poor 
because the entire FAT area is backed up whenever the 
commit occurs. Samsung® KFAT [4] can be damaged easily 
because the journaling data can be accessible to the user. TI-
LFAT’s method is limited in expansion of the journal data’s 
size [5].  

In this paper, a new method for managing journaling data 
is introduced. Using the reserved area and reserved FAT 
entry, the location and quantity of journaling data can be 
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Abstract 
Several attempts have been made to add journaling capability to a traditional file allocation table (FAT) file system. However, 
they encountered issues such as excessive system load or instability of the journaling data itself. If journaling data is saved as 
a file format, it can be corrupted by a user application. However, if journaling data is saved in a fixed area such as a reserved 
area, the storage can be physically corrupted because of excessive system load. To solve this problem, a new method that 
dynamically allocates journaling data is introduced. In this method, the journaling data is not saved as a file format. Using a 
reserved area and reserved FAT status entry of the FAT file system specification, the journaling data can be dynamically 
allocated and cannot be accessed by user applications. The experimental results show that this method is more stable and 
scalable than other log-based FAT file systems. HFAT was tested with more than 12,000 power failures and was stable. 
 
Index Terms: Dynamic allocation, Journaling, Log-based FAT file system, Power fail safe, Recovery   

Open Access 



J. lnf. Commun. 

http://dx.doi.org/

dynamically a
follows. Secti
and works rel
structure of th
FAT (HFAT) 
environment 
among the i
explained. Fin
Section V. 

 
 

II. BACKGR
 

Storage de
used only a 
velopment of
capacity in re
devices from 

In order to
necessary to u
mainly depen
example, if y
YAFFS [6] or
[8] or transac
Windows CE
tems cannot b
fixed NAND
Windows OS
with the FAT 
not include 
proposals for
feature have b

 
A. Reserve

of Tradi
 
To explain 

file system 
structure of th
FAT16 usuall
sector to save
sectors as a re
 
 

Fig. 1. The str

Converg. Eng. 10

/10.6109/jicce.20

allocated. The 
ion II presents
lated to this pa
he log data and

used in this
is illustrated 

implemented H
nally, we prov

ROUND AN

evices used in
small amount 
f hardware an
ecent years, mo
hundreds of m

o effectively us
use a file syste
nds on the kind
you use NAND
r JFFS2 [7] w

ction-safe FAT 
E (WinCE). H
be used in rem
 flash memor
-based PC, a f
file system. H

a journalin
r a FAT file s
been reported [

ed Area and
itional FAT 

the structure o
is described 

he traditional F
ly has a reser
e the boot reco
eserved area. 

ructure of FAT16/3

0(4): 405-410, De

012.10.4.405 

rest of this pa
 the backgroun

aper, and Sectio
d design of Ha
 paper. In Se
and a perform

HFAT and ot
vide a summar

ND RELATE

n embedded sy
of data. How

d software tec
obile devices c

megabytes to se
se the mass sto
em. The specif
d of OS or sto

D memory on 
will be used. Si

(TFAT) [3] fil
owever, these 
movable storag
ry. In order to
file system sho

However, the FA
ng feature. T
system design 
[3-5]. 

d Reserved 
File System

of journaling, 
as follows. 

FAT file system
rved area cons
rd. In contrast

32 status. FAT: file

ec. 2012 

aper is organize
nd for this rese
on III describe
ankyong Journ
ection IV, the
mance compar
ther approache
ry and conclud

D WORKS

ystems have o
wever, with the
chnologies suc
can contain sto
everal gigabyte
orage devices,
fic file system 
orage medium
Linux or And

imilarly, the ex
le system is us

kinds of file 
ge memory, b

o run directly 
ould be compa
AT file system 
Therefore, se

with a journ

d Cluster Va
m 

the traditional 
The approxi

m is shown in F
sisting of just
, FAT32 assign

e allocation table.

406

ed as 
earch 
es the 
aling 

e test 
rison 
es is 
de in 

often 
e de-
ch as 
orage 
es. 
, it is 
used 
. For 

droid, 
xFAT 
ed in 
sys-

but in 
on a 

atible 
does 
veral 
aling 

alue 

FAT 
imate 
Fig. 1. 
t one 
ns 32 

 

T
seco
know
free 
Nex
the 
list. 
entry
clus
 
B. R

T
capa
emp
Orig
FAT
work
then
The 
data
upda
writ
and 
the 
loca
area
degr

K
Unli
the F
oper
FAT
file 
It co
base
oneN
thod
corr
sma
exce
 
 
Tab

0x0

0x0

0x0

0xF

0xF

0xF

FAT: 

The first sector
ond sector is th
ws how much 
cluster is. Sp

xt to the reserv
connection of 
The following

y [9]. A norm
ter and ends in

Related Wo

There have be
ability to a 
ployed in WinC
ginally, the FA
T1 is the same 
king FAT1. Al

n the entire FA
file/directory 

a cluster and t
ating the exis
tes to FAT entr
FAT16 are no
root directory

ation [3]. If on
a is copied t
radation is sev

Kwon et al. [4]
ike TFAT, this
FAT entries an
ration, the logg

T2, and directo
is the first file

ontains 13 diffe
ed on KFAT. T
NAND™ flash
d is that if jou
rupted by a us
aller than the 
eeds the TFAT.

ble 1. FAT entry s

FAT16 
0000 

0001 

0002–0xEEEF 

FFF0–0xFFF6 

FFF7 

FFF8–0xFFFF 

file allocation table

r is the boot r
he file system 
free space can
ace also exists

ved area is the 
a cluster data

g Table 1 sho
mal file or direc
n the end of clu

ork 

en several att
FAT file sys
CE 6.0, has be

AT area consist
as FAT2. Typ

ll FAT entries a
AT2 is copied t

updates are pe
then writing t
sting data clus
ries. The root 

ot safe transact
y in these file
ne operation is 
to FAT1. For
ere. 
] proposed a n
s method logs 
nd directory/file
ged entries are 
ory entries are
e in the root di
ferent log types
TFS4 is speci
h memory. Th
rnaling is save
er application
TFAT, but th

. 

status values 

FAT32
0x?0000000 

0x?0000001 

0x?0000002–0x?F

0x?FFFFFF0–0x?

0x?FFFFFF7 

0x?FFFFFF8–0x?

e. 

record such a
information (F

n be used and w
s behind the 3

FAT area, wh
a structure as a
ws the meanin
ctory begins in
uster chain (EO

tempts to add
stem. TFAT [
een developed 
ted of FAT1 a

pically, FAT2 i
are first update
to FAT1 durin

erformed by all
the updated d
ster. This cau
directory upd
ions. This is th
e systems exis

completed, th
r this reason,

new algorithm
all changes su
e entries. Durin
processed, and

e updated. Typ
irectory and its
s. RFS [10] and
ific to Samsun
he disadvantag
ed as a file fo
. The amount 
he number of

2 E
Free

Res

FFFFFEF Allo

?FFFFFF6 Res

Bad

?FFFFFFF End

s FAT16. The
FSInfo) which
where the next
0 free sectors.

hich represents
a single linked
ng of the FAT
n the allocated
OC). 

d a journaling
[3], which is
by Microsoft.

and FAT2, and
is set as active
ed in FAT2 and
ng the commit.
locating a new
ata instead of

uses additional
ates of FAT12
he reason why
sts in a fixed

he entire FAT2
 performance

m called KFAT.
uch as those of
ng the commit
d finally FAT1

pically, the log
s size is fixed.
d TFS4 [5] are
ng Electronics
ge of this me-
rmat it can be
of log data is

f access time

Explanation 
e cluster 

served cluster 

ocated cluster 

served cluster 

d cluster 

d of cluster 

e 
h 
t 
. 
s 
d 
T 
d 

g 
s 
. 

d 
e 
d 
. 

w 
f 
l 
2 
y 
d 
2 
e 

. 
f 
t 
, 

g 
. 
e 
s 
-
e 
s 
e 



Table 2. Prob

Operation 
Ac

se

open 
(create) DIR

write FAT

close DIR

remove DIR
→FA

mkdir Pres
entry
→FA
→ne
clea
→lo
entry

rmdir DIR
entry
→FA

rename DIR
→D
entry

set 
attribute DIR

truncate DIR
→FA

*DIR entry repr
area, and Data r
 
 

Munegowd
method to ta
entries loggin
is not comp

lems of traditional

ccess area 
and 

equence* 

E

R entry Gener
crea
hour
num
entry

T→Data Save 
store

R entry Save 
file 

R entry 
AT Write

direc
eras

sent DIR 
y 
AT 
ew cluster 
n 

ower DIR 
y 

Creat
entry
and 
mak
new
crea

R 
y(E5) 
AT 

Write
direc
eras

R entry 
DIR 

y(E5) 
Creat

and 
exis

R entry Save 
chan

R entry 
AT Modi

entry

resents the directo
epresents data are

da [5] at Texa
ake advantage
ng is similar to 
letely copied 

l FAT file system 

Explanation of 
operation 

rate file name, 
ation time, write 
r, cluster start 

mber, size 0 of 
y  
the FAT first and
e the actual data 

write time and 
size. 

e E5 in the 
ctory entry and 
e FAT 

te a new directory
y for the FAT, 
clean a cluster to

ke space for the 
w cluster, and 
ate a sub-entry 
e E5 in the 
ctory entry and 
e FAT.  

te a new entry  
store E5 in the 
ting entry 

directory entry to
nge property 
ify file size in the
y, and erase FAT

ory entry area, an
ea. 

as Instruments
e of the KFAT

TFAT. Howev
to FAT1. On

Problems

 

d If power off oc
during saving
FAT, isolatio
the FAT will 
occur.

If file size is no
up-dated, 
isolation of th
FAT will occ

If power off oc
during erasing
FAT, isolatio
the FAT will 
occur 

y 

o 

If power off oc
before creatin
sub-directory
entry, a new f
or directory w
be generated

If power off oc
before saving
FAT, isolatio
the FAT will 
occur 

If a new entry 
only created a
the existing e
is not erased, 
existence of t
files with sam
start cluster w
occur 

o  
e 
T If size informa

is saved and F
is not erased, 
existence of a
with no end o
file will occur

nd FAT represent

s proposed a 
T and TFAT.
ver, the entire F
nly updated F

H

407

s 

ccurs 
g the 
n of 

ot 

he 
ur

ccurs 
g the 
n of 

ccurs 
ng a 
y 
file 
will 

ccurs 
g the 
n of 

is 
and 
ntry 
the 

two 
me 
will 

ation 
FAT 
the 

a file 
of 
r

s FAT 

new 
FAT 

FAT2 
FAT2 

entr
simi
file,
This
expo
 
C. P
 

In
file
rem
trun
Each
E5 i
is w
igno
 
 
III. 
 

S
rese
loca
core
imp
 
A. T

Jo
KFA
num
clus
sect
entry
0x?F

F
FAT
valu
lowe
of t
num
uppe
bits

 

Fig.
entry

HFAT: Log-Based

ies are copied
ilar to KFAT. F
 but only 32 
s method has
osed to user ap

Problems o

n the traditiona
operations su

ove, rename, 
ncate can caus
h file operatio
is an erase ope

written at the b
ored. 

MANAGEM

ection III-A d
erved area and
ation and size o
e of this algo
plement HFAT

The Cluster

ournaling of H
AT. HFAT use 
mber of the FA

ter number of
or of the reser
y status valu
FFFFFF0–0x?
ig. 2 shows th

T entry status. 
ue are reserved
er 4 bits of th
he lower 4 bi

mber and 0x6 
er 4 bits of FA
of the cluster n

. 2. The cluster 
y status. 

d FAT File System

d to FAT1. D
FAT entry upda
byte directory

s the disadva
pplications. 

of the Traditi

al FAT file sys
uch as file c
set attribute, 

se some probl
on accesses a d
eration on a file
beginning of 

MENT OF LO

describes an alg
d FAT area t
of log data, and
orithm. Sectio
T. 

r Number o

HFAT is not sav
the reserved a

AT entry, as s
f the log data 
rved area. As 
e of the rese
FFFFFF6.  

he cluster numb
The upper 4 b

d, and it does n
e value 0x0–0
its is used as 
is defined as 

AT entry status 
number.  

number of log da

m Using Dynamic A

Directory entri
ates are not log
y entry update
antage that th

tional FAT F

stem with no j
create (open), 

make dir, rem
lems, as show
different area 
e or directory 
its entry, this 

OG DATA FO

gorithm which
o allocate dy
d it can be und
n III-B descr

f the Log D

ved as a file fo
area and the re
hown in Tabl
is saved in th
shown in Tab

erved cluster 

ber of the log 
bits of the FA
not have any e
0x6 is can be u

the upper 4 b
end of cluste
value is used 

ata using file alloc

Allocation Method

http://jicce.org

ies logging is
gged in the log
es are logged.
he log file is

File System

journaling, the
write, close,

move dir, and
wn in Table 2.

and sequence.
name. If 0xE5
entry will be

OR HFAT.

h manages the
ynamically the
derstood as the
ribes how to

Data 

rmat as it is in
eserved cluster
e 1. The start

he next FSInfo
ble 1, the FAT
for FAT32 is

data using the
AT entry status
effect. And the
used. 0x0–0x5
bits of cluster

er (EOC). The
as the lower 4

cation table (FAT)

d 

g 

s 
g 
. 
s 

e 
, 
d 
. 
. 
5 
e 

e 
e 
e 
o 

n 
r 
t 
o 
T 
s 

e 
s 
e 
5 
r 
e 
4 

 

) 



J. lnf. Commun. Converg. Eng. 10(4): 405-410, Dec. 2012 

http://dx.doi.org/10.6109/jicce.2012.10.4.405 408

In other words, 0x00–0x5F can be assigned to the cluster 
number. A total of 95 clusters can be used as log data. 

The length of the cluster chain can vary within the range 
of 0x00–0x5F, and the number of cluster chains can increase 
to more than one. In other words, the cluster number of the 
log data can allocated dynamically.  

Fig. 3 shows an example of using the value of the FAT 
table for the log cluster chain. In this example, there are two 
cluster chains. The start cluster number of the first log data 
is 0x1000 and the second is 0x5000. The corresponding FAT 
entry of the first cluster chain status value is 0x1FFFFFF0 
and that of the second is 0x0FFFFFF2. According to Fig. 2, 
0x1FFFFFF0, 0x3FFFFFF0, and 0x0FFFFFF6 represent 
0x01, 0x03, and 0x06 (EOC), respectively. In conclusion, 
the cluster chain of the first log data is 0x1000 → 0x1001 
→ 0x1003 → 0x60 (EOC), because the starting cluster of 
the log data is 0x1000. The second log data is 0x5000 → 
0x5020 → 0x60 (EOC). This cluster chain cannot be used 
for general files or directories because these status values 
are reserved. Using this method, the total storage of the log 
data can be extended up to 95 clusters, unlike the size and 
location of the log data in KFAT or TI-LFAT, which remain 
fixed. 

 
B. Implementation of HFAT 
 

HFAT can be divided into a FAT core module, journaling 
module, OS abstraction layer (OAL), and hardware ab-
straction layer (HAL). The descriptions of each module are 
as follows: 
 

1) FAT core: It performs the original function of the FAT 
file system. At boot time, it mounts a file system. Then, 
it manages the FAT table, directory entry, and file data. 
It can be divided into four modules; mount manager 
(MM), FAT table manager (FTM), directory entry 
manager (DEM), and cache manager (CM). 

2) Journaling core: It performs the function of producing 
journaling data and recovering the file system if 
needed. Depending on the capabilities, it can be di-
vided into three modules; journaling data region 
manager (JDRM), journaling recovery manager (JRM), 
and journaling production manager (JPM). 

3) OAL: OAL represents the OS abstraction layer. HFAT 
follows the portable operating system interface 
(POSIX) standard application programming interface 
(API). 

4) HAL: HAL represents the hardware abstraction layer. 
It depends on the OS layer. 

 

 

 
Fig. 3. Example of cluster number of log data. FAT: file allocation table, 
FSinfo: file system information. 

 
 
Fig. 4 illustrates the relationships among the modules and 

the sequence of HFAT operations. HFAT is mainly divided 
into the FAT core and journaling core. At boot time, the MM 
obtains data information such as the log data address, FAT 
table address, data region address, and sector size. The MM 
transfers this information to the FTM, DEM, and JDRM. If 
the JRM finds an unfinished log during mount time, it 
performs data recovery. The FTM and DEM pass the FAT 
table and directory entry to the JPM. The JPM generates 
the journaling data based on this information. 
 

 

IV. EXPERIMENTS AND RESULTS  
 

We implemented the HFAT file system and tested it on 
the mango6410 board [11] on WinCE 6.0. This 
development board is Samsung S3C6410 ARM11-based 
mobile device, which has NAND flash and SD/MMC 
interfaces. The clock speed was 667 MHz. Fig. 5. Shows 
mango6410 board is used in our experiments. The 
transactional property of HFAT was tested in the following 
methods.  
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