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An Effect of Organizational Security Climate on Individual’s
Opportunistic Security Behavior: An Empirical Study
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Abstract Drawing upon Griffin and Neal’s safety climate and performance model, this study developed an
information security climate model. Research model is composed of three research variables that include
information security climate, information security compliance attitude, and opportunistic security behavior. Results
of the study strongly support the fundamental proposition that the organizational security climate has significant
positive influence on the individual’s opportunistic security behavior. However, the study also reveals that the
organizational climate may not directly associate with the reduction of opportunistic security behavior. Rather the
organizational security climate nurtures the favorable attitude of the employee towards the compliance of
information security, which in turn discourages opportunistic security behavior.

Key Words : Information Security, Security Climate, Safety Climate, Security Policy
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1 2 3 4 5 6 FZ(AVE) (CR) a
SATI 0.726 0.326 0.249 0.117 -0.054 0.084
SAT2 0.725 0.282 0.255 0.122 -0.104 0.232
SAT3 0.821 0.253 0.214 0.108 -0.046 0.204
SAT4 0.792 0.225 0.214 0.072 -0.027 0.254 0.736 0.951 0.956
SATS 0.839 0.277 0.242 0.115 0.041 0.079
SAT6 0.841 0.28 0.254 0.127 0.067 0.06
SAT7 0.79 0.222 0.298 0.154 0.025 0.086
TMAL1 0.204 0.813 0.235 0.157 -0.025 0.114
TMA 2 0.212 0.766 0.314 0.176 -0.06 0.14
TMA 3 0.297 0.823 0.19 0.189 -0.006 0.087
TMA 4 0.295 0.764 0.277 0.1563 -0.022 0.159 0.74 0.952 0.954
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TMA7 0.273 0.7 0.213 0.141 -0.024 0.302
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ESP3 0.28 0.276 0.747 0.199 0.013 0.174
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ESP5 0.202 0.148 0.799 0.11 -0.043 0.146 0616 0.936 094
ESP6 0.279 0.351 0.658 0.124 -0.024 0.074
ESP7 0.324 0.393 0.614 0.114 0.025 0.083
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SPCA2 0.119 0.126 0.131 0.79% -0.026 0.063
SPCA3 0.082 0.157 0.115 0.881 -0.086 0.049
SPCA4 0.092 0.068 0.097 0.883 -0.054 0.023 0717 0.958 0941
SPCA5 0.103 0.132 0.114 0.883 -0.109 0.027
SPCA6 0.059 0.086 0.094 0.877 -0.116 0.037
OSB1 -0.056 0.042 0.016 -0.137 0.72 0.1
0SB2 0.001 -0.047 0.017 -0.032 0.896 0.006
OSB3 0.006 -0.033 -0.036 -0.073 09 0.025 0.691 0917 0.924
0SB4 0.001 0.005 -0.016 -0.083 0.92 -0.038
OSB5 0.012 -0.023 -0.037 -0.066 0918 -0.036
SR1 0.263 0.311 0.265 0.127 0.032 0.705
SR2 0.201 0.25 0.284 0.119 0.045 0.806 0.716 0.883 0.879
SR3 0.3 0.211 0.286 0.017 0.032 0.77

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalization.

SAT: H.9FIA) S TMA: 7 9 %1 2] AL ESP: 5.1 2 ©) & 9143, SPCA: 1.9k 2

43 e HOt 22[7|9| et #HE

2 AT ZollA FRHQE B97] /dS 23k 891
% 7Wd (second order construct) &2 A&t Th 23}
89l 239 x4 (dimensionality) Hwt ol A&

B34S AZsl7] 98, Tanriverdi(2005)

th 2 2 AE H 9719 4709 1A} 8lo2
AE 28-S e, Z7e] A 1ol A=

&
e
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B 55,0SB: 7] 3] 2] A 1.9} &) 9] SR: H.9H 3F

A7} EAEA S

Aekglo] M2 daaAE 7

Uepith s eto 2 @

2k 29 BYS YeRdT)
order construct)®] &g o]
2 ] (3 = 5708549, df. = 275)3 =2 2(x” = 2924.016,
df. = 275)7te] vl A3 =€l 27) o] v
T o2 YEYt(sdd A JedA o 9
chi-squareZ 2+g). & 2(x7 = 2924016, df. = 275)9}
w2 3(x* = 1803.360, df. = 275)7Fe] Hlael A= md 3

(AeF 2ol mdl
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mxo| Wor 2717t Ale| FaFe BEY OlXE T BB UF 17
(& 5) THHEIEY 2N
At EFAA} TMA SR SAT ESP SPCA OSB
TMA 49321 1.36203 0.86
SR 39185 1.38432 D8 0.846
SAT 4.3479 1.40035 6705 D67k 0.858
ESP 4.329 1.1855 665 593k 6415k 0.804
SPCA 5.8962 0.9244 3903 251 319 344 0.847
OSB 3.717 1.38795 -0.045 0.029 -0.036 -0.039 —178xx 0.831
«. Correlation is significant at the 001 level (2—tailed).
AVE: Average Variance Extracted; CR: Composite (Factor) Reliability
2 e AVES] Al @& viehd
chi-square (AX® = 1030656) 2 zH= o2 Yepdeh = dolghs AL geld 4 gl
9 34 BE H5ge] F3 89 AAATF BFE Ao 2 B A AT-EASH uolE F
ogk Ao = YeRGon (p <0001), olelgh Axk= A AR Bl 9o AAH R IS v 4 e a9l
o] A BldAlo] EAga & 4= ok w3 13 o2 A|AE vol(age), AE(gender), A5 72 (vears
Q291 7ke] A#AA 7} 02] ATAA 9} 7-2]3F ==l A of working experience)[41][72]3} HSF W& HLE
ol7h AL 71ZX]Q 090]5ke] 7S UERH AL B (security training  frequency)$t AFE  FEA7
9 3 (A FEY)e] Bdl 2 (AFRY) R} o 4351t (computer use at work)[31]& A W= =7} 51T
= AE gttt B Ade Z47e] 14 a]le) o) A ojuf) Ao Wi HEEte] ARSI dE &
WE S o2 Nz Apol7t EAFE fulsh Ax @A 1 A 250] EETh w3 2 B AT
AREF 979 WHERo] EAFE UEhdtt A= diFE o4 A 71EAR1 2EH 2(techno-
B 5 QtH2] stress)®] HeF 9fel gk A4 FIFE FASH] 9
npxjulo 2 B odFo = el 4 (23 @0l 2Ehol 3 7|4 A3l (techno-invasion)$t 714 £ (techno-
2d 3 (At 15 29 Re)zke] HlnE 58 23 & complexity) RG-S F/18ITE dibH o2 AR EA]
Qo] A= S Hrletat) Hrtdle 5 FA WGl o] VIRl mAE dFoR M ARE = Aol 7]
B3 AH F4 BETh AREEATHCE, [63]). 2E 3& 2 &4 2Ed|2(techno-stress)Hl & 7lde] F235H
AaYE YehlY, ARRE #9719 12} Q8] B AFHE o]F= o#d AEY At HFo] pEit o}
o A3 —iF ‘:41501] WX Qs AHEAE A9E Yt 226 g vkl EYeE S vAA T
Aoty Bdll 4% 22k 291 RAREHN 12 2R17ke] Azt o= JiRle ARAAHRE ARAT= AR 298]
HAS} o5 &{%O] 22k 8RIQ1 AR HQE #9715 & wlEoltH32I[54162][67].  Ragu-Nathan et al.(2008)°]
3 BT Hlkol mXE JFS AHE Zolty.  AAS 7Ed 2EH2E Fdske oAl 7] 89l F
22 991 2do] 12} 29 RdrT) ] $53AE o o A 3l|(techno-invasion), &34 (techno- complexity)
77l A el 7 7HA VS EEeknk (D & ARRSE SHA wig FR8HA A rolof 3 g
wdo] BAFI (2) EE A (target coefficient, T). 2 olo|t}, Hafjer Ary]|se] WHog Qs A o)A
2 29l B2 o g2 Beek o B2 AHEE YERY U 458 7T A 2o w2 gt ARERT
o] ZFErt Hoju o {838 Eojgks ATE gl AAVF EudiAe JEE Eaked vliRle] FAME wy
g AUATE HRAT GA] olBA Al 1o e AFE FAskE A4S AE Bt FaAddl gl AR
Al HZBA BT = 099) o 22 891 ®dlle]  oxETt & RIZs|E ¢ 7] wjie] v Fag an
12} aR17ke] #AE 990l Argrta sjAs = gl 2 & vk 7] BFAE Ao stolE HFH
o 22t 82l ®do] o -t 7 4= Q) o ko] BESS 274 st Ax ARI|E] g g
ttolzh, 22k 917h Bl A FrY o] dACA 53 oldE s MRS FARH ftee AS Eake
B AF7E A 71 0201749 ghs zte AR v d, FRELF FA] ZAYENA Hekus 73 Al AR
ERom13], t-value's FoskAl UERTE AEshE,  RBQE V&l gk o]dE SFAI7Ia 7] Wit Aid
OJEA O FE U AFHOR ARHE BV 22 A A o] 27E Ve BERAAS A F vk HelA]
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gty =1.645
“*tp,05=1.960

77777777777777 p Insignificant ***tn=2.576
e g =3201

SMC=.708 —» Significant
A AET9
i

BRE Hotwg
EENE HIE

140 Soes o061

HE R0
2907|

\“\1\11(.022)

gL
EEATE

SMC=.122
H3(-174%*%) 070

H2(411%*%)

HE ooty
SIS

SMC=.169
x%2032.911; GFL:861; RMSEA:.048; NFI:916; NNFI:.946; CFI:.950

(33 3] 7ERY 24 Zu

Faep el Elolof 8] WRe] X AT BAME vl ok

2 ARSI BE AFEATA SANsE 4l & S0 2 Pyt ZE(Average Variance Extracted,
o7 =" dhdo] o] F FAMSE giEdd 3o AVE)S #HUlske] H35 EldA(convergent validity) S
2 ZA4s5th AF e, A 71Ed osd BE gho] 0.701%
o] oo Alg|Ade] Erha Prieted & AT A%
FAgho] 8330 vERY BE 0] e AEAY
5. M ol Aq} < BRskar lvkal Arke 4 qlei24]58].
5.1 5828 5.2 B W Ho| 24
v A AbeE BE HRise) S4% HEc 2% WY #9)(Common Method Bias)& AF-4 o2
oo g 8984 E o8t ATeglaL 1y

A%t <GE el dERt sl Léx}%@ A8 43935139tk (a) Harmane] ¥ .2.¢1(one-factor) %
(Unidimensionality), % E}3“d(convergent validity), Z[50], (b) Lindell and Whitney(2001)¢] w1 ¥4 712

o

F37] s 2 Aol vhee] b BAA
o al

¥ el A (discriminant validity), W2 <34 (internal [50]. Harman®] 2.2.91 7AZo|A, 291 34 A sh}e]

felog SREN 1 24 Auee] 2 FRE A
SOt T adled A asl 9AAactor g gy oo €8 2 ARk AL
loading)7F 0501 #8291 4& 2= & 671) 891w o 891 94 A © 89l08 YA &

L3 FEETe WAk A 2] (cross loading) 7} 2 otom 2 WA golo] o AuEH=

consistency)$ 2818413} Cronbach’s alphaZ %3 7

ﬁﬂﬂ%”*§§¥ﬂﬂ”%ggg T LA ool A 159% AAEE Aoz Ueyth S
OC:

A2 UALRY Lindell and Whitney(2001)9] w7 ¥4 AZo mao
o|=

mlo ’

(intemal con51stency) %‘X 0} Cronbach’s alpha%b_ _Z[_ Q XLZH Bq ]_94 ]—-L]—?i] 2 23 0}7] _?4 H ]‘_ x_q' o
Nunnally(1978)7F AA& 0.7 B} &4 A3sh= e = gay o] Lo wlA WZ=2 Algsl= Wlo)t) ulA
zhe Ao et A AN Tl S FEE UEE mag) o] Aale 02 20 daEsee) o2 Ao
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H
=

2] 23191 =dl(x GFD ool ok a4l
thea 2ok A, xA2032911; df874; p-value:
HeL 7HARF o] BAGA A “AEsiA” JHs
Pdg 7R glon H3jo] ofF A w7}
, 28I A5 Afolof] Azt g7} Qe AEE B
kA PR o] tefd o e A= X
2 g AA e} 2yE 7)1Zslor s A9 B
ol2]gt EAZ B Normed X gH&2.328 LrERL} 7]
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ShARE ol et T AFHoR FAEA gt of  3FoA Hel 9ol disiA AHH dFgFE nAA=
g B AT E deHeg EAstaat st ot Agle] HEE WAl o Ao g
ATFEAS D] el B ATelMe AY d o WigkE fud £ glvke AR HAd S
1 A7) H%(social information processing approach) oG vy 22 dAHS A vk AA,
S 7Mke R Fgith B HI2HE 229 A a9l B AYe AFEFY AS5E 98 HERAS AHSS)
(contextual ~factors)E°l 711e]  FAF QA Gob  HEd ARE FAF A AeWgel Avpige] g S
perceptions)& AW lF 1 rtal AAEtaL QUE6]. £ & A7he] SHEAF B F3Fe R ol FEWHeR
HHE Jwtez AMd AFES x27A 97 94 (common method bias)9] Ao A AHFrZ& = §lok
(organizational climate perceptions)®] 2] W] 7191e] &2 AFE HZ(post-hoc analysis)S 53] ¢ #Z3)
FEs AAse dedloldte AL HAFSAUTHIOL o FA 9SS AlA e ot 3 A H o)
B Aol Bk E97IgteE 2AA 2”1 Aikle] 71 " FE flte Mol AR ANE Utk E4, FA
3|7 A Heke9lel Heoked HlxahE Aeld 817t WE F V13T H PS(SMC=122)9F ArEet 4 d
o BAE Vo R ATRES FHEALE 1 olfE EFEHE(SMC=169)¢] -9 A= H(explanatory power)
AT} 27 bl (&2 Foapgo] o]Fojx7] WiE o] A

Sk BE WS LE A2 1E9 10068 4
[e]

off 7§Qle} Aelell vt Wl &2 574 9] fdol

A FsrlE(14] sty W AEs =Y dert ok
914 acloznt AiEy|o= A7} 917] wlEolth olF 3l % AFolME Yy S Qe dd ®
EATE B A5 29E Avud ogy 2ok Foll SR SAHLES st AT AY, A
AR, 22 AREE FH7= 2AUEY 7|3Fo% RYP T W] AHES w9E e AEs
Hek ol FES AA = AoR Uit AR & F71E a7t vk A, £ Aol AR B S
Hel &9)7]ol tigtk Q12o] Frtettt sjrizte JiRle]  EWHE HEERESEU (non-—probability sampling
7HAE 7Hko 2 wotd 3] ARDE w7 7359 method) & FeHE 35 H(purposive sampling)& AH-
A 9] Wsts skl KEvial & < Qlvk 18 ST o ATEAE & €3 AV BT oA
B Ao 2 Wl F917] ARAZE kARl Het @ & ¥ o® whd £ 9lg Ao s 543
o] WgtE oprlahA] etha & = glom 5 ©S ZEoE MAste] 2Abe Zlojt)h 1Yy ATE
TolAE Het FFa9let et viEs g9 5o W 7o) 494G dvtstE M e GEREFEYES
okl IAE s 77 vk A, AREQM B9 o A7k "eF ZloR wddd
719} B d &8 "l gl {93t #AZE EA5 olgfst A = Estal & ATE o 2
= Ao YEylth B Ads g9 S a5S Bw &4 aga AF4 997t gtk AA, 71Ee] A7
Sk ZNQle] kel AREQE ES7I7F Fost ¢S AR EVIE 9 Aol s wh[10], 2 A
X & Ao 9o wgle] R Bov7F A9 = 2 B97]el B3t 7|E TS v E At
Wste] Qaks vE F e sl EATE UEh HEE FoR Q] Het #9710 dig vy A4
t} o5 E3l o|n| AT upe} o] B AFelA A <l AWo] Thesith F 2 ATl A AlAIGE Hel #9171
& 713524 53-4“““& O}Ha‘r U2 Het Y9E A 9 oY 8R1ES AsgeEA Vg Ul 2AYE] 1
HEE AvEoz A A7 ol2f gk g9jell of <k A sk H A A AEEL #917]9] &4t
w3t JEFS v EA] *aﬁi Vs FIHSE AX TheEtth B4, 2 e 244 QI Het 91719
Sl Qs & < itk mEA o R B A FF HE 7|35 oA B di9jete A a1z #AE T
= 713159 A9t A AL EASE AoE b o Q] Z2H oA AR EQE Wk countermeasures)
Wtk 5 24 W A 7199 Heks ke Al & FHse oA AFAR] Trelmelon 48
7F 3AA 235 AT JEE A Aol 1 F Qdrk AT A 1A a]le] 2HE F AT
T A AR Hete] tigk RAA Q1A B gAE W T FE o]FUE o] BF AR FRREL
A < doke As omigieh gk Bk B717F 7] dijkS FHske oAl A A A S whadskA] Kat
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Qo] HAE WAT F 9 ety B 5 9k
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