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A Study on the Army Tactical C4I System Information Security
Plan for Future Information Warfare
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Abstract This study aims to analyze actual conditions of the present national defense information network
operation, the structure and management of the system, communication lines, security equipments for the lines,
the management of network and software, stored data and transferred data and even general vulnerable factors
of our army tactical C41 system. Out of them, by carrying out an extensive analysis of the army tactical C4I
system, likely to be the core of future information warfare, this study suggested plans adaptive to better
information security, based on the vulnerable factors provided. Firstly, by suggesting various information security
factor technologies, such as VPN (virtual private network), IPDS (intrusion prevention & detection system) and
firewall system against virus and malicious software as well as security operation systems and validation
programs, this study provided plans to improve the network, hardware (computer security), communication lines
(communication security). Secondly, to prepare against hacking warfare which has been a social issue recently,
this study suggested plans to establish countermeasures to increase the efficiency of the army tactical C4I
system by investigating possible threats through an analysis of hacking techniques. Thirdly, to establish a more
rational and efficient national defense information security system, this study provided a foundation by
suggesting several priority factors, such as information security-related institutions and regulations and
organization alignment and supplementation. On the basis of the results above, this study came to the following
conclusion. To establish a successful information security system, it is essential to compose and operate an
efficient 'Integrated Security System' that can detect and promptly cope with intrusion behaviors in real time
through various different-type security systems and sustain the component information properly by analyzing
intrusion-related information.

Key Words : Information warfare, National defense information network, Army tactical C41 system, Information
security, Integrated security system
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