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OAuth based Proxy Delegation Service
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ABSTRACT

Grid web applications by standard Web technology are increasingly used to provide grid service to users as normal Web user
interface and service. It is however difficult to infegrate a grid security system such as Grid Security Infrastructure (GSI) info Web
applications because the delegation way of standard Web security is not the same as the one of Grid security. This can be solved
by allowing Web applications to get a Grid credential by using an online credential repository system such as MyProxy. In this paper,
we investigate the problem that occurs when MyProxy, which assumes mutual trust between a user and Grid web application, is
adapted for achieving security infegration between Web and Grid, and we propose a new Grid proxy delegation service fo delegate
a Grid credential to the Web without assuming mutual frust. In the service, the X.509 proxy delegation process is added to OAuth
protocol for credential exchange, and authentication can be done by an external service such as OpenID. So, users can login onfo
the Grid web applicatfion in a single sign-on manner, and are allowed to securely delegate and refrieve multiple credentials for one
or more Virtual Organizations.
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(Figure 4) Software Architecture of proposed
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