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Abstract Low-cost RFID tags are used in many applications. However, since it has very
limited power of computation and storage, it's not easy to make a RFID mutual
authentication protocol which can resist from the various security attacks. Quite recently,
Tian et al. proposed a new ultralightweight authentication protocol (RAPP) for low-cost
RFID tags using the low computation cost operations; XOR, rotation, and permutation
operations, which is able to resist from the various security attacks. In this paper, we show
that RAPP is vulnerable to the de-synchronization attack and present an improved RAPP
which overcomes the vulnerability of RAPP.
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