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Abstract Password-based authentication schemes have been widely adopted in order to protect resources from
unauthorized access. In 2008, Liu et al. proposed a new mutual authentication scheme using smart cards which
can withstand the forged attack. In this paper, author has proven that Liu et al.'s scheme is still vulnerable to
the various attacks by analyzing the security of their scheme. This paper introduces an enhanced scheme to
overcome these security weakness and to provide mutual authentication between the user and the server, even if
the secrete information stored in the smart card is revealed by an attacker. The comparative result from the
security analysis demonstrates that the proposed scheme is more secure against the possible attacks than Liu et
al.'s scheme.
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Fig 1. User Impersonation Attack
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