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Abstract Recent development in wireless communication technology like GPS as well as mobile
equipments like PDA and cellular phone makes location-based services (LBSs) popular. However,
because users request a query to LBS servers by using their exact locations while moving on the
road network, users’ privacy may not be protected in the LBSs. Therefore, a mechanism for users’
privacy protection is required for the safe and comfortable use of LBSs by mobile users. For this,
we, in this paper, propose a road network distance based cloaking scheme supporting user privacy
protection in location-based services. The proposed scheme creates a cloaking area by considering
road network distance, in order to support the efficient and safe LBSs on the road network. Finally,
we show from our performance analysis that our cloaking scheme outperforms the existing

cloaking scheme in terms of cloaking area and service time.
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Distance-based Cloaking Algorithm

Input : <gx, qy> /A9 23AF] SAAR
k1 d //Service Profile

Output : CS //Cloaking Segments

1. seg = FindSegment(qx, qy)

//Node Selection Phase

2. if(seg is already assigend to one node)

3 node = seg.node;

4. else if(both end nodes of seg==active)

5. if(seg is not yet assigned)

6. CalculateCost(snode, enode);

7 node = SelectNode(snode, enode)

8. else if(only 1 node is active)

9. node = activenode;

10. else

11.  CalculateCost(snode, enode);

12.  node = SelectNode(snode, enode);

13. if(CheckPrivacyProfile(k, 1);

14. CS=SetCloakSeg(node.adjseg);

15. break;

//Superstar Construction Phase

15. else

16.  while(FindAdjNode())

17. super=ExpandNode(node);

18. if(CheckPrivacyProfile(k, 1, d);
19. CS=SetCloakSeg(super.adjseg);
20. break;

End Algorithm
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